
 
UNITED STATES DISTRICT COURT 

WESTERN DISTRICT OF TEXAS 
SAN ANTONIO DIVISION 

 

UNITED STATES OF AMERICA,  )  
 )  
v.  ) NO. SA-13-CR-580-OG 
 )  
Muhammad JAFFER ALI, et al,  )  
 )  
Defendants.  )  
 
BEFORE THE HONORABLE ORLANDO GARCIA, DISTRICT JUDGE OF THE UNITED 
STATES DISTRICT COURT FOR THE WESTERN DISTRICT OF TEXAS 
 
 

DEFENDANT SYED ALI’S (14) MOTION FOR DISCOVERY 
 

The government has provided voluminous discovery in this case, but 

none that illuminates how the investigation began.  Recent media disclosures 

have uncovered the fact that the government has engaged in a broad practice of 

utilizing information gathered under its pervasive new foreign surveillance 

authority in criminal cases, without disclosing the information’s origins, in 

contravention of its constitutional and statutory obligations.  The international 

aspects of this case, as well as explicit admissions in the government’s prior 

submissions to the Court, suggest that such surveillance was involved in this 

case, although none has been disclosed by the government.  Consequently, 

Defendant Syed Ali(14) respectfully submits the following motion for discovery, 

pursuant to the Fourth Amendment to the Constitution of the United States, and 

Rules 16 and 17.1 of the Federal Rules of Criminal Procedure. 
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I. Factual and Procedural History 

Syed Ali,1 a native of Pakistan, entered this country legally as a B-2 

visitor on or about March 27, 1998.  He eventually became an owner or partial 

owner of several tobacco stores in the San Antonio area.  He met and married a 

United States citizen, and adjusted his status to permanent resident on September 

16, 2002.  The couple is parents of two young children and one on the way. 

The affidavit filed in support of the criminal complaint on June 26, 2013 

describes co-defendant Mr. Jaffer Ali and his business partner, Ashekul Mowla, 

as “large-scale distributors of synthetic marijuana and bath salts,” who 

channeled their products to tobacco stores such as Mr. Syed Ali’s.2 The affidavit 

describes an extensive network of criminal associates, stretching across several 

states and abroad.3 

The affidavit claims that Mr. Jaffer Ali, a naturalized United States 

citizen of Pakistani descent, first came to the government’s attention via a 

confidential informant, but does not divulge the informant’s background, 

motivation, or contacts.4 

The affidavit admits that Mr. Syed Ali was not identified as a suspect 

through the government’s surveillance of Mr. Jaffer Ali, but through an 

independent investigation by counter terrorism agents associated with the San 

Antonio division of the FBI.  These agents were investigating Mr. Syed Ali’s 

alleged purchase of a chemical that, while legal to possess in the United States, 

                                            

1 For ease of reference, this Motion will refer to Mr. Syed Ali occasionally as Mr. Ali, but will 
refer to Mr. Jaffer Ali by his full name to prevent confusion. 
2 Affidavit of Adebowale B. Alade, Ex. C to Criminal Complaint (Jun. 26, 2013) (Alade Aff.), 
Def.’s Ex. 1, at 19. 
3 Id. at 19-21, 29, 35-36, 70-71, 78-79. 
4 Id. at 19. 
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can be employed to make bombs.  The complaint states that the agents “received 

information” that caused them to “initiate[] an investigation to determine the 

intent of the purchaser’s use of the chemical….”5 Agents stopped Mr. Ali, 

initiated surveillance, and later interviewed him “in furtherance of the mass 

destruction investigation.”6  The affidavit does not identify how Mr. Ali’s 

purchase of a legal product or identity came to the attention of the counter 

terrorism agents, nor has the government disclosed this information in its 

discovery to date.  Government agents eventually realized that Mr. Ali is no 

terrorist, but at some point he was then included in the investigation of Mr. Jaffer 

Ali. 

II. Argument 

A. The Government Cannot be Trusted to Comply with its 
Disclosure Requirements  

1. Interception of communications may only be conducted 
pursuant to statutory and constitutional disclosure 
requirements 

Title III of the Omnibus Crime Control and Safe Streets Act of 1968 

(Title III) and the Foreign Intelligence Surveillance Act of 1978 (FISA) provide 

the exclusive statutory authority for engaging in interception of “wire, oral, or 

electronic communications” within the United States.  Both of these statutory 

schemes provide a detailed framework regulating the acquisition and use of such 

information, in order to balance law enforcement and national security needs 

with important privacy considerations. 

                                            

5 Id. at 23. 
6 Id. at 24. 
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Where the two laws differ is in their application to criminal proceedings. 

While law enforcement agents request surveillance under Title III to support an 

already existing investigation,7 FISA expressly allows the use of its information 

to launch criminal investigations.8  FISA information therefore may form the 

genesis of a criminal case. 

FISA, like Title III, requires the government to apply for an order 

authorizing surveillance.  The application must comply with a detailed set of 

requirements, including stating the target with specificity, and laying out the 

grounds for probable cause.9 

Crucially, both Title III and FISA impose strict disclosure requirements, 

mandating that the prosecution must notify both the court and the person whose 

communications are intercepted prior to introducing any “information obtained 

or derived” from the investigations in judicial proceedings.10 Failure to comply 

with these requirements, or with other procedural requirements, renders the 

                                            

7 United States v. Giordano, 416 U.S. 505, 515 (1974) (“These procedures were not to be 
routinely employed as the initial step in criminal investigation. Rather, the applicant must state 
and the court must find that normal investigative procedures have been tried and failed or 
reasonably appear to be unlikely to succeed if tried or to be too dangerous.”) (citing 18 U.S.C. 
§§ 2518(1)(c), (3)(c)); United States v. Long, 639 F.3d 293, 301 (7th Cir. 2011) (“[T]his 
necessity requirement discourages the use of wiretaps as a first-line investigative tool in the 
mine run of cases….”). 
8 FISA surveillance is not concerned with criminal matters per se. However, its operations can 
and do intercept intelligence about criminal matters, including ordinary crimes unrelated to 
national security. See generally In re Sealed Case, 310 F.3d 717 (F.I.S.Ct.Rev. 2002). That 
information may then be disclosed to the proper authorities so that they may begin a criminal 
investigation. 50 U.S.C. §§ 1801(h)(3), 1806(b)-(c). 
9 18 U.S.C. §§ 2518(1), (2); 50 U.S.C. § 1804(a)(1)-(9). 
10 18 U.S.C. §§ 2518(8)(d), (9); 50 U.S.C. §§ 1806(c), 1825(d), 1881e. 
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information inadmissible as “evidence in any trial, hearing, or other 

proceeding....”11 

The United States Constitution also entitles a defendant to disclosure of 

material exculpatory and impeachment evidence by the government.12 The 

prosecution “has a duty to learn of any favorable evidence known to the others 

acting on the government’s behalf in the case, including the police,” and has an 

“inescapable” responsibility “to disclose known, favorable evidence rising to a 

material level of importance.”13 FISA intercepts, which often contain statements 

by suspects and their associates, may well contain favorable evidence, 

impeachment materials, and other evidence helpful to the defense. The law 

provides, and the Supreme Court has affirmed, that Fourth Amendment concerns 

remain operative even to the most far-reaching of the surveillance provisions.14 

The defendant is also entitled to discovery under the Federal Rules of 

Criminal Procedure.  The government “must disclose to the defendant … any 

relevant written or recorded statement by the defendant … within the 

government’s possession, custody, or control” that the AUSA could discover 

through due diligence.15  The government must also make available to the 

                                            

11 18 U.S.C. § 2515; 50 U.S.C. § 1806(a). 
12 Brady v. Maryland, 373 U.S. 83, 87 (1963); Giglio v. United States, 405 U.S. 150, 154 
(1972).  
13 Kyles v. Whitley, 514 U. S. 419, 438 (1995). 
14 Clapper v. Amnesty Int’l USA, 133 S. Ct. 1138 (2013) (“acquisitions under [FISA’s new 
warrantless wiretap provisions] must comport with the Fourth Amendment.”); 50 U.S.C. § 
1881a(b)(5) (requiring that all data collection “shall be conducted in a manner consistent with 
the fourth amendment to the Constitution of the United States.”). 
15 Federal Rules of Criminal Procedure, Rule 16(a)(1)(B). 
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defendant all “books, papers, documents, data, photographs, tangible objects, 

buildings or places” that are “within the government’s possession, custody, or 

control,” if they are material to the defense, evidence for the prosecution, or if 

they belong to the defendant.16  Finally, the court may order witnesses to be 

deposed.17 The Rules govern even in FISA cases.18  

In short, even in the context of the government’s expanded surveillance 

powers in investigations concerning national security, the justice system’s 

concern with ensuring that defendants receive due process remains paramount. 

In the words of the Fifth Circuit in a related context, “the Government’s interest 

in protecting classified information ‘cannot override the defendant’s right to a 

fair trial.’”19 

2. The government has systematically attempted to evade these 
disclosure requirements 

Despite the clarity of these statutory provisions, and the courts’ 

agreement that the disclosure provisions are mandatory and binding, the 

government has systematically attempted to evade its disclosure obligations, 

even going so far as to mislead the United States Supreme Court as to its 

practices. 

                                            

16 Federal Rules of Criminal Procedure, Rule 16(a)(1)(E). 
17 Federal Rules of Criminal Procedure, Rule 15(a)(1). 
18 50 U.S.C. §§ 1806(e)-(f), 1825(g) (expressly permitting the filing of “a motion or request” by 
a defendant “pursuant to any other statute or rule of the United States … to discover or obtain 
applications or orders or other materials relating to electronic surveillance or to discover, 
obtain, or suppress evidence or information obtained or derived from electronic surveillance 
under this chapter.”). 
19 United States v. El-Mezain, 664 F.3d 467, 523 n.16 (5th Cir. 2011) (citing United States v. 
Fernandez, 913 F.2d 148, 154 (4th Cir. 1990)). 
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In Clapper v. Amnesty Int’l USA,20 argued just last year, plaintiffs facially 

challenged the constitutionality of 2008 amendments to FISA that authorized 

warrantless wiretapping in certain circumstances.21 The government argued that 

the plaintiffs had no standing, since they could not prove that their 

communications had been targeted under the law. When the plaintiffs answered 

that such a position would effectively shield the new law from any constitutional 

review, since the plaintiffs themselves could not know, let alone prove, whether 

the government had secretly listened to their communications, the Solicitor 

General, Donald B. Verrilli Jr., assured the Supreme Court that the government 

would most surely disclose the use of FISA to defendants in criminal cases.22  

The Court relied upon this assurance from the government, dismissing plaintiffs’ 

concerns on the basis that: 

if the Government intends to use or disclose information obtained or 
derived from a [FISA] acquisition in judicial or administrative 
proceedings, it must provide advance notice of its intent, and the affected 
person may challenge the lawfulness of the acquisition. §§ 1806(c), 
1806(e), 1881e(a) (2006 ed. and Supp. V). Thus, if the Government were 
to prosecute one of respondent-attorney's foreign clients using § 1881a-
authorized surveillance, the Government would be required to make a 
disclosure.23  

                                            

20 133 S. Ct. 1138 (2013). 
21 The challenged amendments were codified at 50 U.S.C. § 1881a. 
22 Clapper, 133 S. Ct. at 1154; Charlie Savage, Federal Prosecutors, in a Policy Shift, Cite 
Warrantless Wiretaps as Evidence, N.Y. Times, Oct. 26, 2013, available at www.nytimes.com; 
Andrea Peterson, How the Feds Won a Key Warrantless Wiretapping Ruling by Misleading the 
Supreme Court, Wash. Post, Oct. 28, 2013, available at www.washingtonpost.com, Def.’s Ex. 
2. 
23 Clapper, 133 S. Ct. at 1154 (footnote omitted). 

Case 5:13-cr-00580-OLG   Document 374   Filed 02/03/14   Page 7 of 22



  Page 8 of 22 

Months after winning the case in part based on this false representation, 

the Solicitor General learned that the Department of Justice categorically refused 

to “notify criminal defendants when eavesdropping without a warrant was an 

early link in an investigative chain that led to evidence used in court.”24 Mr. 

Verrilli only discovered the practice after reading a New York Times story in 

June of 2013, which  

… reported that prosecutors in Fort Lauderdale and Chicago had told 
plaintiffs they did not need to say whether evidence in their cases derived 
from warrantless wiretapping, in conflict with what the Justice 
Department had told the Supreme Court. 

After reading the article, Mr. Verrilli sought an explanation from the 
National Security Division, whose lawyers had vetted his briefs and 
helped him practice for his arguments, according to officials with 
knowledge of the internal deliberations.  It was only then that he learned 
of the division’s practice of narrowly interpreting its need to notify 
defendants of evidence “derived from” warrantless wiretapping.25 

This Court will surely note that the government’s (undisclosed) 

interpretation of its obligation to disclose not only shielded the law and the 

government’s practices from review; it also contravened settled precedent, 

which, at least in the Fifth Circuit, firmly places the determination of what 

evidence “derives from” wiretaps with the courts.26  

Mr. Verrilli instituted a months-long debate within the Justice Department 

as to whether the government was obligated under the law to notify defendants 

                                            

24 Savage, Policy Shift, supra. 
25 Id.  
26 United States v. Farese, 611 F.2d 67, 70 (5th Cir. 1980) (reserving for court determination, 
by means of a hearing, “[t]he question whether evidence is ‘derived from’ electronic 
surveillance, or is so tenuously related to it so as to be free of any ‘taint….’”). 
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of FISA’s involvement.  Even after the Solicitor General managed to convince 

the department to change its policy, the government waited until October 2013 

to notify the first criminal defendant that FISA materials would be used in his 

case.27  According to news reports, “the department’s National Security Division 

is combing active and closed case files to identify other defendants who faced 

evidence resulting from the 2008 wiretapping law,”28 but “it remains unclear 

how many other cases — including closed matters in which convicts are already 

serving prison sentences — involved evidence derived from warrantless 

wiretapping in which the National Security Division did not provide full notice 

to defendants, nor whether the department will belatedly notify them.”29 

The government’s practice of concealing its use of foreign surveillance 

laws in criminal cases is widespread and of long standing, and it extends to 

ordinary criminal cases.  Investigative journalists have discovered that federal 

officials within the Drug Enforcement Administration (DEA) have for years 

engaged in a stated policy of circumventing disclosure requirements by engaging 

in the practice of so-called “parallel construction.”30 This technique is heavily 

employed by the Special Operations Division unit of the DEA (SOD), which is 

composed of agents from the FBI, Central Intelligence Agency, National 

Security Agency, Internal Revenue Service and the Department of Homeland 

                                            

27 Savage, Policy Shift, supra. 
28 Charlie Savage, Door May Open for Challenge to Secret Wiretaps, N.Y. Times, Oct. 16, 
2013, available at www.nytimes.com, Def.’s Ex. 2. 
29 Savage, Policy Shift, supra. 
30 John Shiffman and Kristina Cooke, U.S. directs agents to cover up program used to 
investigate Americans, Reuters, Aug 5, 2013, available at www.reuters.com, Def.’s Ex. 2. 
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Security.  The SOD “funnel[s] information from intelligence intercepts, 

wiretaps, informants and a massive database of telephone records to authorities 

across the nation to help them launch criminal investigations of Americans.”31  

“Although these cases rarely involve national security issues, documents 

reviewed by Reuters show that law enforcement agents have been directed to 

conceal how such investigations truly begin—not only from defense lawyers but 

also sometimes from prosecutors and judges.”32 To camouflage SOD’s 

involvement, the unit seeks to falsify the origin of an investigation by recreating 

an investigative trail.  SOD policy “specifically directs agents to omit the SOD’s 

involvement from investigative reports, affidavits, discussions with prosecutors 

and courtroom testimony.  Government agents are instructed to then use ‘normal 

investigative techniques to recreate the information provided by SOD.’”33  

According to this practice, national security agents who, in the context of 

FISA surveillance, discover possible evidence pertaining to a drug crime pass 

that information through SOD to local police, instructing them, for instance, to 

create a pretextual stop of a specified car.  If drugs are discovered in the car, the 

investigative record would reveal only that the car was stopped for the pretextual 

reason (such as a missing taillight or a minor traffic violation) without disclosing 

that the information leading to the stop was actually derived from a FISA 

intercept, despite the statutory directive. 

                                            

31 Id.  
32 Id.  
33 Id.  
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Further reports reveal that the policy has been so widespread through so 

many different agencies that it was actually incorporated into a written manual 

by the Internal Revenue Service.34 The policy “instructed [IRS] agents … to 

omit any reference to tips supplied by the DEA’s Special Operations Division, 

especially from affidavits, court proceedings or investigative files.”35 DEA 

officials interviewed by Reuters reported that the practice of “parallel 

construction” “has been in near-daily use since the 1990s.”36  

3. The government’s evasion violates defendants’ rights and 
invites governmental misconduct 

When a case has been instituted in this way, defendants are denied not 

only their statutory rights under FISA, but also well-established constitutional 

rights to review exculpatory evidence, gather impeachment materials, and 

evaluate the legality of the conduct of the officers and agents involved. As 

Reuters reported after consulting with constitutional experts, “If defendants 

don’t know how an investigation began, they cannot know to ask to review 

potential sources of exculpatory evidence—information that could reveal 

entrapment, mistakes or biased witnesses.”37 When prosecutors are also denied 

that information, they cannot perform the required due diligence, imposed on 

them by the law, to provide such information to the defense.  Truncating the 

record in this way also denies the defendant his right to examine his own 

                                            

34 John Shiffman and David Ingram, IRS manual detailed DEA’s use of hidden intel evidence, 
Reuters, Aug 7, 2013, available at www.reuters.com, Def.’s Ex. 2. 
35 Id. (emphasis added). 
36 Id. 
37 Shiffman and Cooke, U.S. directs agents, supra. 
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statements under Rule 16 (a right that is not limited to statements the 

government intends to introduce at trial). 

Additionally, judicial review of the use of FISA is essential to ensure that 

the government does not overstep its authority when conducting surveillance.  

Although many civil liberties experts consider the FISA statute much too 

permissive of government spying, it does attempt to limit the government’s 

reach by limiting the targets, situations, and means of surveillance, and 

subjecting the government’s applications to a neutral tribunal. However, if the 

government does not disclose that criminal prosecutions arose on the basis of 

information obtained through FISA, then there is no ultimate review to ensure 

that these procedures were followed. This contravenes the statutory scheme and 

invites abuse of the government’s already daunting and alarming powers.38 

Mr. Syed Ali wishes to note that these are not “gray” areas in which 

national security imperatives render courts’ intervention legally questionable or 

practically inadvisable.  Congress has already made the determination that the 

government should disclose this information both to courts and to defendants. 

Yet the government has repeatedly engaged in a deceptive practice of evading 

these clearly delineated requirements in order to shield its activities not only 

from the public, but also from judges and defendants and sometimes from its 

own prosecutors.  The government’s deceptive conduct is all the more egregious 
                                            

38 See Kyles, 514 U. S. at 438 (holding that “any argument for excusing a prosecutor from 
disclosing what he does not happen to know about boils down to a plea to substitute the police 
for the prosecutor, and even for the courts themselves, as the final arbiters of the government’s 
obligation to ensure fair trials.”).  
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in view of the fact that the laws the government is flouting already provide it 

extremely wide latitude for surveillance.  In fact, the public outcry over the 

secrecy and breadth of government spying recently led President Obama to 

announce that he would pursue a series of reforms.39 Unfortunately, those 

reforms do not resolve the matters at issue here. 

B. This Court Should Therefore Compel the Government to 
Prove the Origins of this Investigation 

1. This case contains markers indicating FISA’s probable 
involvement 

The involvement of FBI counter-terrorism officials strongly indicates that 

Mr. Syed Ali was targeted through FISA. The government’s affidavit asserts 

that, after “FBI San Antonio received information of Middle Eastern males 

purchasing a large quantity of Acetone,” “Counter Terrorism agents initiated an 

investigation to determine the intent of the purchaser’s use of the chemical, 

which is not illegal to possess but is a common bomb making component.”40 The 

affidavit admits that Mr. Syed Ali was subjected to surveillance and followed.41 

It also acknowledges that agents later interviewed Mr. Ali “in furtherance of the 

mass destruction investigation.”42 This type of investigation falls squarely within 

the purview of FISA. The affidavit also makes clear that this investigation into 

                                            

39 Tom Cohen, Jim Acosta and Mariano Castillo, Despite Obama’s NSA changes, phone 
records still collected, CNN, Jan. 17, 2014, available at www.cnn.com, Def.’s Ex. 2. 
40 Alade Aff. at 23. 
41 Id.  
42 Id. at 24 (emphasis added). 
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suspected terrorism was independent of the domestic criminal investigation of 

Jaffer Ali.  

It is likely that the investigation of Mr. Jaffer Ali also began with a FISA 

intercept. The government admits to profiling suspects on the basis of their 

ethnic origins,43 and Mr. Jaffer Ali’s Pakistani heritage would have flagged him 

as a potential suspect. Moreover, according to the affidavit, Mr. Jaffer Ali and 

his associates traveled extensively, communicated with individuals outside the 

U.S., and sent money abroad.44  These points are likely to trigger an 

investigation or at least increased monitoring under FISA.  

2. The government has refused to divulge details concerning 
the origins of this investigation 

The discovery provided by the government to date does not answer the 

question of whether FISA or other SOD materials prompted the investigation of 

Mr. Jaffer Ali or the identification of Mr. Syed Ali as a suspect.  As mentioned 

in the statement of facts, the government has indicated that the investigation of 

Jaffer Ali began with a tip from a confidential informant. However, this does not 

rule out FISA’s involvement, as the practice of “parallel construction” often 

involves the use of confidential informants to recreate the investigative trail.45 

                                            

43 Matt Apuzzo, U.S. to Expand Rules Limiting Use of Profiling by Federal Agents, N.Y. 
Times, Jan. 15, 2014, available at www.nytimes.com, Def.’s Ex. 2. 
44 Alade Aff. at 19, 35-36, 46-47, 70-71, 78-79. 
45 Shiffman and Ingram, IRS manual, supra. 
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Indeed, the “confidential informant” is sometimes revealed to be nothing more 

than the FISA intercept itself.46 

Mr. Ali has requested that the government provide a detailed account of 

how the investigation of Jaffer Ali began, as well as of how Mr. Ali was 

included in the investigation, specifically requesting information as to whether 

FISA had been involved.47 The government’s response is included in its entirety 

below: 

Mr. Azar-Farr: 

We are in receipt of your letter dated January 20, 2014, regarding 
discovery in the above-referenced case.  Without addressing any of the 
allegations in your letter regarding the Foreign Intelligence Surveillance 
Act and related matters, we can inform you that the United States has 
complied and will continue to comply with all of its discovery 
obligations, including those imposed by Federal Rule of Criminal 
Procedure 16 and the Foreign Intelligence Surveillance Act. 

If you have any further questions, please do not hesitate to call me or 
Mark Roomberg.48 

The AUSA thus refused to discuss whether FISA materials were 

implicated, and to provide any information pertaining to the origin of the 

investigation. Nor did he assure Mr. Ali that he had himself even seen the 

materials pertinent to the beginning of the investigation such that he could meet 

                                            

46 Shiffman and Cooke, U.S. directs agents, supra (“One current federal prosecutor learned how 
agents were using SOD tips after a drug agent misled him, the prosecutor told Reuters.  In a 
Florida drug case he was handling, the prosecutor said, a DEA agent told him the investigation 
of a U.S. citizen began with a tip from an informant. When the prosecutor pressed for more 
information, he said, a DEA supervisor intervened and revealed that the tip had actually come 
through the SOD and from an NSA intercept.”). 
47 Def.’s Ex. 3 (Letter of undersigned counsel dated January 20, 2014 reguesting discovery). 
48 Email correspondence from Jay Hulings, AUSA, to Simon Azar-Farr, Jan. 27, 2014, Def.’s 
Ex. 3 (emphasis added). 
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his discovery obligations.  This sort of dismissive reply to Defendant’s request 

for discovery should not reassure the Court that the suspect practices described 

above are not present in this case. 

3. Court involvement is required to ensure that the 
government has fulfilled its disclosure obligations 

As explained above, the government is obligated under the law to disclose 

when any of the links in the investigation chain leading to a criminal prosecution 

began with FISA.  The undersigned counsel does not wish to cast doubt on the 

willingness of the AUSAs involved in this case to comply with their obligations 

under the law, but the government’s past history of evasion, deception and 

obfuscation—not only toward defendants, but also toward courts and its own 

prosecutors—casts serious doubt on the ability even of the most conscientious of 

AUSAs to make the requisite disclosures.  Moreover, unlike the remainder of the 

government’s case, which is largely accessible to defendants, FISA materials are 

shrouded in secrecy.  Unless the government properly discloses them, defendants 

cannot know what material information they might contain, and prosecutors 

themselves cannot access them for their disclosure obligations. 

The only way that courts and defendants may be assured that the 

government has satisfied its obligations under the law in cases, such as this one, 

that involve an international components, is through discovery that conclusively 

demonstrates how the investigation began. The prosecution must produce the 

agents involved in the investigation’s inception, to testify as to how the how the 

alleged criminal scheme first came to their attention. If the investigation required 
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cooperation from state or local law enforcement, those agents should testify as 

well.  If, as is suggested in the affidavit in support of the complaint, the 

operation began with a tip from a confidential informant, the informant’s handler 

must perform due diligence to investigate the source of the CI’s knowledge.  

Here, the government should also produce the agents involved in the initial 

identification of Mr. Syed Ali as a suspect, including the “Counter Terrorism 

agents” referenced in the Alade Affidavit, the officers who performed the traffic 

stop after Mr. Ali allegedly purchased the acetone, as well as the individuals 

involved in the Jaffer Ali investigation with whom these agents communicated. 

The government should produce a complete list of the agents involved, in order 

to ensure that the origin of the investigation is clear. 

The best forum in which to address these issues is an evidentiary hearing. 

There the parties can explore these issues thoroughly through examination of the 

witnesses. If the witnesses’ testimony reveals that FISA activities were involved, 

then the Court may order that those materials be disclosed, so that they may be 

reviewed for evidence favorable to the defense and to ascertain the government’s 

compliance with the procedural requirements.  The Court may also order the 

government to disclose all Mr. Ali’s written, oral and recorded statements 

collected via FISA, pursuant to Rule 16(a)(1)(A)-(B). 

Finally, Mr. Ali requests that the court direct the government to review all 

materials pertinent to the beginning of the investigation and to the inclusion of 

Mr. Syed Ali in the investigation in order to disclose all potentially exculpatory 
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information, all information helpful for impeachment purposes, and all 

information relevant to whether the operation was conducted according to the 

mandates of the relevant statutes and constitutional provisions.  

III. Conclusion 

The government’s surveillance powers, while broad, are far from 

unlimited.  If the government seeks to use the FISA process, it must answer to 

the Foreign Intelligence Surveillance Court beforehand, in order to obtain a 

warrant, and to federal courts after, in order to obtain a criminal conviction.  

The government’s practice of concealing FISA’s involvement 

circumvents this process, violating the statute and the Federal Rules of Criminal 

Procedure.  It risks insulating its actions from review.  It also shuts off a 

defendant’s access to his own statements and to potential exculpatory and 

impeachment materials from the (true) beginning of the investigation, in 

violation of his statutory and constitutional rights. 

Discovery shedding light on how an investigation began can correct this 

situation. Consequently, Mr. Ali respectfully requests that the Court exercise its 

powers under Rules 16 and 17.1 of the Federal Rules of Criminal Procedure and 

order (1) an evidentiary hearing at which all agents (state and federal) involved 

in the instigation of the investigation of Mr. Jaffer Ali and involved in the 

identification of Mr. Syed Ali as a suspect should testify; (2) require that the 

government disclose all FISA intercepts pursuant to that statute’s directives, as 

well as all prior statements of Mr. Syed Ali not previously disclosed; and (3) 
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review all materials, including any FISA materials, for evidence helpful to the 

defense. 

 
 
Dated February 3, 2014, and, 
 

Respectfully Submitted, 
 
 

______________________ 
/s/ Simon M. Azar-Farr 
Lead Counsel 
SIMON AZAR-FARR & ASSOCIATES 
2313 N. Flores 
San Antonio, Texas 78212 
(210) 736-4122 Telephone 
(210) 736-4143 Facsimile 
Attorneys for Defendant 

 
 
    ______________________ 
    /s/ Donald H. Flanary III 
    Goldstein, Goldstein and Hilley 
    310 So. St. Mary’s Street, suite 2900 
    San Antonio, Texas 78205 
    (210) 226-1463 Telephone 
    (210) 226 8367 Facsimile 
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CERTIFICATE OF SERVICE 
 
 
I certify that a true and correct copy of the foregoing 
 
DEFENDANT SYED ALI’S (14) MOTION FOR DISCOVERY 

 
 
was filed with this Court on February 3, 2014, through its electronic 

CM/ECF filing system.  Notice of this filing will be sent to the counsel for the 
Plaintiff, listed below, by operation of this Court’s CM/ECF electronic filing 
system. 

 
 
Mr. Mark Roomberg 
Assistant U.S. Attorney 
Mr. Jay Hulings 
Assistant U.S. Attorney 
Office of the United States Attorney 
601 NW Loop 410, Suite 600 
San Antonio, Texas 78206 
 
 
 
 
 

/s/ Simon Azar-Farr 
Simon Azar-Farr 
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UNITED STATES DISTRICT COURT 
WESTERN DISTRICT OF TEXAS 

SAN ANTONIO DIVISION 
 
UNITED STATES OF AMERICA,  )  
 )  
v.  ) CRIMINAL NO. 
 )  
Muhammad JAFFER ALI, et al.,  ) SA-13-CR-580-OG 
 )  
Defendants.  )  
 

 
ORDER 

 
Having considered Defendant Syed Ali’s Motion for Discovery, the 

Government’s Response thereto, and the other evidence of record, this Court finds 

as follows: 

1.  This case will be set down for an evidentiary hearing on 

______________________ at ______________ AM/PM.  The government is 

ordered to produce as witnesses all agents (state and federal) involved in the 

instigation and initiation of the investigation of Mr. Jaffer Ali and involved in the 

identification of Mr. Syed Ali as a suspect. 

2.  The Government is hereby ordered to investigate whether surveillance 

under the Foreign Intelligence Surveillance Act of 1978 (FISA) prompted, 

contributed to, or impacted this investigation in any way.  If so, the Government is 

further ordered to review all FISA materials and produce all evidence subject to 
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disclosure under FISA, the United States Constitution, and Rule 16 of the Federal 

Rules of Criminal Procedure. 

3.  The Court will address the remaining issues by further order after the 

evidentiary hearing is completed.  

 
 

SIGNED AND ENTERED, this ______ day of ______________, 2014. 
 
 
 
 
 
     ________________________ 
     ORLANDO GARCIA 
  US District Court Judge 
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October  26,  2013

Federal  Prosecutors,  in  a  Policy  Shift,
Cite  Warrantless  Wiretaps  as  Evidence
By  CHARLIE  SAVAGE

WASHINGTON — The Justice Department for the first time has notified a criminal defendant
that evidence being used against him came from a warrantless wiretap, a move that is expected
to set up a Supreme Court test of whether such eavesdropping is constitutional.

Prosecutors filed such a notice late Friday in the case of Jamshid Muhtorov, who was charged
in Colorado in January 2012 with providing material support to the Islamic Jihad Union, a
designated terrorist organization based in Uzbekistan.

Mr. Muhtorov is accused of planning to travel abroad to join the militants and has pleaded not
guilty. A criminal complaint against him showed that much of the government’s case was
based on intercepted e-mails and phone calls.

The government’s notice allows Mr. Muhtorov’s lawyer to ask a court to suppress the evidence
by arguing that it derived from unconstitutional surveillance, setting in motion judicial review
of the eavesdropping.

The New York Times reported on Oct. 17 that the decision by prosecutors to notify a defendant
about the wiretapping followed a legal policy debate inside the Justice Department.

The debate began in June when Solicitor General Donald B. Verrilli Jr. discovered that the
department’s National Security Division did not notify criminal defendants when
eavesdropping without a warrant was an early link in an investigative chain that led to
evidence used in court. As a result, none of the defendants knew that they had the right to
challenge the warrantless wiretapping law.

The practice contradicted what Mr. Verrilli had told the Supreme Court last year in a case
challenging the law, the FISA Amendments Act of 2008. Legalizing a form of the Bush
administration’s program of warrantless surveillance, the law authorized the government to
wiretap Americans’ e-mails and phone calls without an individual court order and on domestic
soil so long as the surveillance is “targeted” at a foreigner abroad.

A group of plaintiffs led by Amnesty International had challenged the law as unconstitutional.
But Mr. Verrilli last year urged the Supreme Court to dismiss the case because those plaintiffs
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could not prove that they had been wiretapped. In making that argument, he said a defendant
who faced evidence derived from the law would have proper legal standing and would be
notified, so dismissing the lawsuit by Amnesty International would not close the door to
judicial review of the 2008 law. The court accepted that logic, voting 5-to-4 to dismiss the
case.

In a statement, Patrick Toomey, staff attorney with the American Civil Liberties Union, which
had represented Amnesty International and the other plaintiffs, hailed the move but criticized
the Justice Department’s prior practice.

“We welcome the government’s belated recognition that it must give notice to criminal
defendants who it has monitored under the most sweeping surveillance law ever passed by
Congress,” Mr. Toomey said. “By withholding notice, the government has avoided judicial
review of its dragnet warrantless wiretapping program for five years.”

The Justice Department change traces back to June, when The Times reported that
prosecutors in Fort Lauderdale and Chicago had told plaintiffs they did not need to say
whether evidence in their cases derived from warrantless wiretapping, in conflict with what
the Justice Department had told the Supreme Court.

After reading the article, Mr. Verrilli sought an explanation from the National Security
Division, whose lawyers had vetted his briefs and helped him practice for his arguments,
according to officials with knowledge of the internal deliberations. It was only then that he
learned of the division’s practice of narrowly interpreting its need to notify defendants of
evidence “derived from” warrantless wiretapping.

There ensued a wider debate throughout June and July, the officials said. National security
prosecutors raised operational concerns: disclosing more to defendants could tip off a foreign
target that his communications were being monitored, so intelligence officials might become
reluctant to share crucial information that might create problems in a later trial.

Mr. Verrilli was said to have argued that there was no legal basis to conceal from defendants
that the evidence derived from legally untested surveillance, preventing them from knowing
they had an opportunity to challenge it. Ultimately, his view prevailed and the National
Security Division changed its practice going forward, leading to the new filing on Friday in Mr.
Muhtorov’s case.

Still, it remains unclear how many other cases — including closed matters in which convicts
are already service prison sentences — involved evidence derived from warrantless
wiretapping in which the National Security Division did not provide full notice to defendants,
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nor whether the department will belatedly notify them. Such a notice could lead to efforts to
reopen those cases.

This  article  has  been  revised  to  reflect  the  following  correction:

Correction:  October  27,  2013

An  earlier  version  of  this  article  incorrectly  stated  that  a  criminal  complaint  showed  that  much  of
the  government’s  case  against  Jamshid  Muhtorov  was  based  on  e-mails  and  phone  calls  intercepted
under  a  2008  surveillance  law.  The  complaint  does  not  say  that  the  particular  communications  it
cites  were  obtained  directly  from  such  surveillance.
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How the feds won a key warrantless
wiretapping ruling by misleading the
Supreme Court
By Andrea Peterson, Updated: October 28, 2013 at 11:18 am

The New York Times reported that the Department of Justice recently changed policies,
and will be notifying a criminal defendant that the evidence being used against them came
from a warrantless wiretap. Just one problem: Justice told the Supreme Court that was
standard policy already earlier this year.

According to the Times, prosecutors filed such a notice for the first time late on Friday. It
was in the case of Jamshid Muhtorov, who is accused of providing material support to
the Islamic Jihad Union, a designated terrorist organization. The government alleges he was
planning to travel abroad to join the group, but he has pleaded not guilty. According to the
criminal complaint, much of the government's case was based on intercepted calls and e-
mails. By giving him notice that some of that evidence was derived from warrantless
surveillance, prosecutors have set him up to be able to challenge the constitutionality of
those programs.

In February, the Supreme Court dismissed a challenge to FISA Amendments Act (FAA)
surveillance programs brought by Amnesty International on standing grounds -- agreeing
with the government that since Amnesty International could not prove that it was the victim
surveillance at the time, it had no right to sue. That 5-4 decision at least partially relied on
an argument made by Solicitor General Donald B. Verrilli Jr. that while Amnesty
International did not have grounds to sue, others might because "the government must
provide advance notice of its intent to use information obtained or derived" from the
laws. In fact, the Supreme Court mirrors that language fairly explicitly in its ruling, saying
that "if the government intends to use or disclose information obtained or derived from”
surveillance authorized by FAA “in judicial or administrative proceedings, it must provide
advance notice of its intent, and the affected person may challenge the lawfulness of the
acquisition."

But in June, the Times reports Verrilli discovered that Justice's National Security Division
had actually not been notifying criminal defendants when evidence used against them was
derived from warrantless snooping early in the investigative chain. This set off a months-
long internal policy debate over whether or not Justice should be doing what they told the
Supreme Court they were already doing.

It's obviously problematic that Justice misled the Supreme Court about how the agency was
handling the law in practice. But the implications of that practice are even more troubling.
Patrick Toomey, the American Civil Liberties Union attorney who represented plaintiffs in
Amnesty International case, said in a statement to the Times "by withholding notice, the
government has avoided judicial review of its dragnet warrantless wiretapping program for

Print
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five years.”
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October  16,  2013

Door  May  Open  for  Challenge  to  Secret

Wiretaps
By  CHARLIE  SAVAGE

WASHINGTON — Five years after Congress authorized a sweeping warrantless surveillance
program, the Justice Department is setting up a potential Supreme Court test of whether it is
constitutional by notifying a criminal defendant — for the first time — that evidence against
him derived from the eavesdropping, according to officials.

Prosecutors plan to inform the defendant about the monitoring in the next two weeks, a law
enforcement official said. The move comes after an internal Justice Department debate in
which Solicitor General Donald B. Verrilli Jr. argued that there was no legal basis for a
previous practice of not disclosing links to such surveillance, several Obama administration
officials familiar with the deliberations said.

Meanwhile, the department’s National Security Division is combing active and closed case files
to identify other defendants who faced evidence resulting from the 2008 wiretapping law. It
permits eavesdropping without warrants on Americans’ cross-border phone calls and e-mails
so long as the surveillance is “targeted” at foreigners abroad.

It is not yet clear how many other such cases there are, nor whether prosecutors will notify
convicts whose cases are already over. Such a decision could set off attempts to reopen those
cases.

“It’s of real legal importance that components of the Justice Department disagreed about
when they had a duty to tell a defendant that the surveillance program was used,” said Daniel
Richman, a Columbia University law professor. “It’s a big deal because one view covers so
many more cases than the other, and this is an issue that should have come up repeatedly over
the years.”

The officials spoke on the condition of anonymity because they were not authorized to disclose
internal discussions. The Wall Street Journal  previously reported on a recent court filing in
which the department, reversing an earlier stance, said it was obliged to disclose to defendants
if evidence used in court was linked to warrantless surveillance, but it remained unclear if
there were any such cases.
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The debate was part of the fallout about National Security Agency surveillance set off by leaks

by Edward J. Snowden, the former N.S.A. contractor. They have drawn attention to the 2008

law, the FISA Amendments Act, which legalized a form of the Bush administration’s once-

secret warrantless surveillance program.

In February, the Supreme Court dismissed a case challenging its constitutionality because the

plaintiffs, led by Amnesty International, could not prove they had been wiretapped. Mr.

Verrilli had told the justices that someone else would have legal standing to trigger review of

the program because prosecutors would notify people facing evidence derived from

surveillance under the 2008 law.

But it turned out that Mr. Verrilli’s assurances clashed with the practices of national security

prosecutors, who had not been alerting such defendants that evidence in their cases had

stemmed from wiretapping their conversations without a warrant.

Jameel Jaffer, an American Civil Liberties Union lawyer who argued in the Supreme Court on

behalf of the plaintiffs challenging the 2008 law, said that someone in the Justice Department

should have flagged the issue earlier and that the department must do more than change its

practice going forward.

“The government has an obligation to tell the Supreme Court, in some formal way, that a

claim it made repeatedly, and that the court relied on in its decision, was simply not true,” he

said. “And it has an obligation to notify the criminal defendants whose communications were

monitored under the statute that their communications were monitored.”

A Justice Department spokesman declined to comment. The department’s practices came

under scrutiny after a December 2012 speech by Senator Dianne Feinstein, the chairwoman of

the Intelligence Committee. During debate over extending the 2008 law, she warned that

terrorism remained a threat. Listing several terrorism-related arrests, she added, “so this has

worked.”

Lawyers in two of the cases Ms. Feinstein mentioned — one in Fort Lauderdale and one in

Chicago — asked prosecutors this spring to confirm that surveillance under the 2008 law had

played a role in the investigations of their clients so they could challenge it.

But prosecutors said they did not have to make such a disclosure. On June 7, The New York

Times published an article citing Ms. Feinstein’s speech and the stance the prosecutors had

taken.

As a result, Mr. Verrilli sought an explanation from national security lawyers about why they
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had not flagged the issue when vetting his Supreme Court briefs and helping him practice for

the arguments, according to officials.

The national security lawyers explained that it was a misunderstanding, the officials said.

Because the rules on wiretapping warrants in foreign intelligence cases are different from the

rules in ordinary criminal investigations, they said, the division has long used a narrow

understanding of what “derived from” means in terms of when it must disclose specifics to

defendants.

In national security cases involving orders issued under the Foreign Intelligence Surveillance

Act of 1978, or FISA, prosecutors alert defendants only that some evidence derives from a

FISA wiretap, but not details like whether there had just been one order or a chain of several.

Only judges see those details.

After the 2008 law, that generic approach meant that prosecutors did not disclose when some

traditional FISA wiretap orders had been obtained using information gathered through the

warrantless wiretapping program. Division officials believed it would have to disclose the use

of that program only if it introduced a recorded phone call or intercepted e-mail gathered

directly from the program — and for five years, they avoided doing so.

For Mr. Verrilli, that raised a more fundamental question: was there any persuasive legal

basis for failing to clearly notify defendants that they faced evidence linked to the 2008

warrantless surveillance law, thereby preventing them from knowing that they had an

opportunity to argue that it derived from an unconstitutional search?

The debate stretched through June and July, officials said, including multiple meetings and

dueling memorandums by lawyers in the solicitor general office and in the national security

division, which has been led since March by acting Assistant Attorney General John Carlin.

The deliberations were overseen by James Cole, the deputy attorney general.

National security lawyers and a policy advisory committee of senior United States attorneys

focused on operational worries: Disclosure risked alerting foreign targets that their

communications were being monitored, so intelligence agencies might become reluctant to

share information with law enforcement officials that could become a problem in a later trial.

But Mr. Verrilli argued that withholding disclosure from defendants could not be justified

legally, officials said. Lawyers with several agencies — including the Federal Bureau of

Investigation, the N.S.A. and the office of the director of national intelligence — concurred,

officials said, and the division changed the practice going forward.
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National Security Division lawyers began looking at other cases, eventually identifying the one
that will be publicly identified soon and are still looking through closed cases and deciding
what to do about them.

But in a twist, in the Chicago and Fort Lauderdale cases that Ms. Feinstein had mentioned,
prosecutors made new court filings saying they did not intend to use any evidence derived
from surveillance of the defendants under the 2008 law.

When defense lawyers asked about Ms. Feinstein’s remarks, a Senate lawyer responded in a
letter that she “did not state, and did not mean to state” that those cases were linked to the
warrantless surveillance program. Rather, the lawyer wrote, her point was that terrorism
remained a problem.

In a recent court filing, the lawyers wrote that it is “hard to believe” Ms. Feinstein would cite
“random” cases when pressing to reauthorize the 2008 law, suggesting either that the
government is still concealing something or that she had employed the “politics of fear” to
influence the debate. A spokesman for Ms. Feinstein said she preferred to let the letter speak
for itself.
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Exclusive:  U.S.  directs  agents  to  cover  up
program  used  to  investigate  Americans
Mon,  Aug  5  2013

By  John  Shiffman  and  Kristina  Cooke
WASHINGTON  (Reuters)  -  A  secretive  U.S.  Drug  Enforcement
Administration  unit  is  funneling  information  from  intelligence  intercepts,
wiretaps,  informants  and  a  massive  database  of  telephone  records  to
authorities  across  the  nation  to  help  them  launch  criminal  investigations  of
Americans.
Although  these  cases  rarely  involve  national  security  issues,  documents
reviewed  by  Reuters  show  that  law  enforcement  agents  have  been
directed  to  conceal  how  such  investigations  truly  begin  -  not  only  from
defense  lawyers  but  also  sometimes  from  prosecutors  and  judges.
The  undated  documents  show  that  federal  agents  are  trained  to  "recreate"
the  investigative  trail  to  effectively  cover  up  where  the  information
originated,  a  practice  that  some  experts  say  violates  a  defendant's
Constitutional  right  to  a  fair  trial.  If  defendants  don't  know  how  an
investigation  began,  they  cannot  know  to  ask  to  review  potential  sources  of  exculpatory  evidence  -  information  that  could
reveal  entrapment,  mistakes  or  biased  witnesses.
"I  have  never  heard  of  anything  like  this  at  all,"  said  Nancy  Gertner,  a  Harvard  Law  School  professor  who  served  as  a  federal
judge  from  1994  to  2011.  Gertner  and  other  legal  experts  said  the  program  sounds  more  troubling  than  recent  disclosures
that  the  National  Security  Agency  has  been  collecting  domestic  phone  records.  The  NSA  effort  is  geared  toward  stopping
terrorists;;  the  DEA  program  targets  common  criminals,  primarily  drug  dealers.
"It  is  one  thing  to  create  special  rules  for  national  security,"  Gertner  said.  "Ordinary  crime  is  entirely  different.  It  sounds  like
they  are  phonying  up  investigations."
THE  SPECIAL  OPERATIONS  DIVISION
The  unit  of  the  DEA  that  distributes  the  information  is  called  the  Special  Operations  Division,  or  SOD.  Two  dozen  partner
agencies  comprise  the  unit,  including  the  FBI,  CIA,  NSA,  Internal  Revenue  Service  and  the  Department  of  Homeland
Security.  It  was  created  in  1994  to  combat  Latin  American  drug  cartels  and  has  grown  from  several  dozen  employees  to
several  hundred.
Today,  much  of  the  SOD's  work  is  classified,  and  officials  asked  that  its  precise  location  in  Virginia  not  be  revealed.  The
documents  reviewed  by  Reuters  are  marked  "Law  Enforcement  Sensitive,"  a  government  categorization  that  is  meant  to  keep
them  confidential.
"Remember  that  the  utilization  of  SOD  cannot  be  revealed  or  discussed  in  any  investigative  function,"  a  document  presented
to  agents  reads.  The  document  specifically  directs  agents  to  omit  the  SOD's  involvement  from  investigative  reports,  affidavits,
discussions  with  prosecutors  and  courtroom  testimony.  Agents  are  instructed  to  then  use  "normal  investigative  techniques  to
recreate  the  information  provided  by  SOD."
A  spokesman  with  the  Department  of  Justice,  which  oversees  the  DEA,  declined  to  comment.
But  two  senior  DEA  officials  defended  the  program,  and  said  trying  to  "recreate"  an  investigative  trail  is  not  only  legal  but  a
technique  that  is  used  almost  daily.
A  former  federal  agent  in  the  northeastern  United  States  who  received  such  tips  from  SOD  described  the  process.  "You'd  be
told  only,  ‘Be  at  a  certain  truck  stop  at  a  certain  time  and  look  for  a  certain  vehicle.'  And  so  we'd  alert  the  state  police  to  find  an
excuse  to  stop  that  vehicle,  and  then  have  a  drug  dog  search  it,"  the  agent  said.
"PARALLEL  CONSTRUCTION"
After  an  arrest  was  made,  agents  then  pretended  that  their  investigation  began  with  the  traffic  stop,  not  with  the  SOD  tip,  the
former  agent  said.  The  training  document  reviewed  by  Reuters  refers  to  this  process  as  "parallel  construction."
The  two  senior  DEA  officials,  who  spoke  on  behalf  of  the  agency  but  only  on  condition  of  anonymity,  said  the  process  is  kept
secret  to  protect  sources  and  investigative  methods.  "Parallel  construction  is  a  law  enforcement  technique  we  use  every  day,"
one  official  said.  "It's  decades  old,  a  bedrock  concept."
A  dozen  current  or  former  federal  agents  interviewed  by  Reuters  confirmed  they  had  used  parallel  construction  during  their
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careers.  Most  defended  the  practice;;  some  said  they  understood  why  those  outside  law  enforcement  might  be  concerned.
"It's  just  like  laundering  money  -  you  work  it  backwards  to  make  it  clean,"  said  Finn  Selander,  a  DEA  agent  from  1991  to  2008
and  now  a  member  of  a  group  called  Law  Enforcement  Against  Prohibition,  which  advocates  legalizing  and  regulating
narcotics.
Some  defense  lawyers  and  former  prosecutors  said  that  using  "parallel  construction"  may  be  legal  to  establish  probable
cause  for  an  arrest.  But  they  said  employing  the  practice  as  a  means  of  disguising  how  an  investigation  began  may  violate
pretrial  discovery  rules  by  burying  evidence  that  could  prove  useful  to  criminal  defendants.
A  QUESTION  OF  CONSTITUTIONALITY
"That's  outrageous,"  said  Tampa  attorney  James  Felman,  a  vice  chairman  of  the  criminal  justice  section  of  the  American  Bar
Association.  "It  strikes  me  as  indefensible."
Lawrence  Lustberg,  a  New  Jersey  defense  lawyer,  said  any  systematic  government  effort  to  conceal  the  circumstances  under
which  cases  begin  "would  not  only  be  alarming  but  pretty  blatantly  unconstitutional."
Lustberg  and  others  said  the  government's  use  of  the  SOD  program  skirts  established  court  procedures  by  which  judges
privately  examine  sensitive  information,  such  as  an  informant's  identity  or  classified  evidence,  to  determine  whether  the
information  is  relevant  to  the  defense.
"You  can't  game  the  system,"  said  former  federal  prosecutor  Henry  E.  Hockeimer  Jr.  "You  can't  create  this  subterfuge.  These
are  drug  crimes,  not  national  security  cases.  If  you  don't  draw  the  line  here,  where  do  you  draw  it?"
Some  lawyers  say  there  can  be  legitimate  reasons  for  not  revealing  sources.  Robert  Spelke,  a  former  prosecutor  who  spent
seven  years  as  a  senior  DEA  lawyer,  said  some  sources  are  classified.  But  he  also  said  there  are  few  reasons  why
unclassified  evidence  should  be  concealed  at  trial.
"It's  a  balancing  act,  and  they've  doing  it  this  way  for  years,"  Spelke  said.  "Do  I  think  it's  a  good  way  to  do  it?  No,  because  now
that  I'm  a  defense  lawyer,  I  see  how  difficult  it  is  to  challenge."
CONCEALING  A  TIP
One  current  federal  prosecutor  learned  how  agents  were  using  SOD  tips  after  a  drug  agent  misled  him,  the  prosecutor  told
Reuters.  In  a  Florida  drug  case  he  was  handling,  the  prosecutor  said,  a  DEA  agent  told  him  the  investigation  of  a  U.S.  citizen
began  with  a  tip  from  an  informant.  When  the  prosecutor  pressed  for  more  information,  he  said,  a  DEA  supervisor  intervened
and  revealed  that  the  tip  had  actually  come  through  the  SOD  and  from  an  NSA  intercept.
"I  was  pissed,"  the  prosecutor  said.  "Lying  about  where  the  information  came  from  is  a  bad  start  if  you're  trying  to  comply  with
the  law  because  it  can  lead  to  all  kinds  of  problems  with  discovery  and  candor  to  the  court."  The  prosecutor  never  filed
charges  in  the  case  because  he  lost  confidence  in  the  investigation,  he  said.
A  senior  DEA  official  said  he  was  not  aware  of  the  case  but  said  the  agent  should  not  have  misled  the  prosecutor.  How  often
such  misdirection  occurs  is  unknown,  even  to  the  government;;  the  DEA  official  said  the  agency  does  not  track  what  happens
with  tips  after  the  SOD  sends  them  to  agents  in  the  field.
The  SOD's  role  providing  information  to  agents  isn't  itself  a  secret.  It  is  briefly  mentioned  by  the  DEA  in  budget  documents,
albeit  without  any  reference  to  how  that  information  is  used  or  represented  when  cases  go  to  court.
The  DEA  has  long  publicly  touted  the  SOD's  role  in  multi-jurisdictional  and  international  investigations,  connecting  agents  in
separate  cities  who  may  be  unwittingly  investigating  the  same  target  and  making  sure  undercover  agents  don't  accidentally
try  to  arrest  each  other.
SOD'S  BIG  SUCCESSES
The  unit  also  played  a  major  role  in  a  2008  DEA  sting  in  Thailand  against  Russian  arms  dealer  Viktor  Bout;;  he  was
sentenced  in  2011  to  25  years  in  prison  on  charges  of  conspiring  to  sell  weapons  to  the  Colombian  rebel  group  FARC.  The
SOD  also  recently  coordinated  Project  Synergy,  a  crackdown  against  manufacturers,  wholesalers  and  retailers  of  synthetic
designer  drugs  that  spanned  35  states  and  resulted  in  227  arrests.
Since  its  inception,  the  SOD's  mandate  has  expanded  to  include  narco-terrorism,  organized  crime  and  gangs.  A  DEA
spokesman  declined  to  comment  on  the  unit's  annual  budget.  A  recent  LinkedIn  posting  on  the  personal  page  of  a  senior
SOD  official  estimated  it  to  be  $125  million.
Today,  the  SOD  offers  at  least  three  services  to  federal,  state  and  local  law  enforcement  agents:  coordinating  international
investigations  such  as  the  Bout  case;;  distributing  tips  from  overseas  NSA  intercepts,  informants,  foreign  law  enforcement
partners  and  domestic  wiretaps;;  and  circulating  tips  from  a  massive  database  known  as  DICE.
The  DICE  database  contains  about  1  billion  records,  the  senior  DEA  officials  said.  The  majority  of  the  records  consist  of
phone  log  and  Internet  data  gathered  legally  by  the  DEA  through  subpoenas,  arrests  and  search  warrants  nationwide.
Records  are  kept  for  about  a  year  and  then  purged,  the  DEA  officials  said.
About  10,000  federal,  state  and  local  law  enforcement  agents  have  access  to  the  DICE  database,  records  show.  They  can
query  it  to  try  to  link  otherwise  disparate  clues.  Recently,  one  of  the  DEA  officials  said,  DICE  linked  a  man  who  tried  to
smuggle  $100,000  over  the  U.S.  southwest  border  to  a  major  drug  case  on  the  East  Coast.
"We  use  it  to  connect  the  dots,"  the  official  said.
"AN  AMAZING  TOOL"
Wiretap  tips  forwarded  by  the  SOD  usually  come  from  foreign  governments,  U.S.  intelligence  agencies  or  court-authorized
domestic  phone  recordings.  Because  warrantless  eavesdropping  on  Americans  is  illegal,  tips  from  intelligence  agencies  are
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generally  not  forwarded  to  the  SOD  until  a  caller's  citizenship  can  be  verified,  according  to  one  senior  law  enforcement
official  and  one  former  U.S.  military  intelligence  analyst.
"They  do  a  pretty  good  job  of  screening,  but  it  can  be  a  struggle  to  know  for  sure  whether  the  person  on  a  wiretap  is
American,"  the  senior  law  enforcement  official  said.
Tips  from  domestic  wiretaps  typically  occur  when  agents  use  information  gleaned  from  a  court-ordered  wiretap  in  one  case  to
start  a  second  investigation.
As  a  practical  matter,  law  enforcement  agents  said  they  usually  don't  worry  that  SOD's  involvement  will  be  exposed  in  court.
That's  because  most  drug-trafficking  defendants  plead  guilty  before  trial  and  therefore  never  request  to  see  the  evidence
against  them.  If  cases  did  go  to  trial,  current  and  former  agents  said,  charges  were  sometimes  dropped  to  avoid  the  risk  of
exposing  SOD  involvement.
Current  and  former  federal  agents  said  SOD  tips  aren't  always  helpful  -  one  estimated  their  accuracy  at  60  percent.  But
current  and  former  agents  said  tips  have  enabled  them  to  catch  drug  smugglers  who  might  have  gotten  away.
"It  was  an  amazing  tool,"  said  one  recently  retired  federal  agent.  "Our  big  fear  was  that  it  wouldn't  stay  secret."
DEA  officials  said  that  the  SOD  process  has  been  reviewed  internally.  They  declined  to  provide  Reuters  with  a  copy  of  their
most  recent  review.
(Edited  by  Blake  Morrison)
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Washington  (CNN)  --  After  the  firestorm  over  Edward  Snowden's
disclosure  of  U.S.  surveillance  programs,  the  most  contentious
aspect  revealed  by  last  year's  classified  leaks  will  continue  under
reforms  announced  Friday  by  President  Barack  Obama.

Someone  will  still  collect  records  of  the  numbers  and  times  of  phone
calls  by  every  American.

While  access  to  the  those  records  will  be  tightened  and  they  may  be
shifted  from  the  National  Security  Agency  to  elsewhere,  the  storage
of  the  phone  metadata  goes  on.

For  that  reason,  civil  libertarians,  members  of  Congress  and  others
complained  that  Obama  failed  to  go  far  enough  in  what  his

administration  labeled  as  the  most  comprehensive
intelligence-gathering  reforms  since  he  took  office  in
2009.

In  his  45-minute  speech  at  the  Justice  Department,
Obama  unveiled  new  guidance  for  intelligence-gathering
as  well  as  reforms  intended  to  balance  what  he  called  the
nation's  vital  security  needs  with  concerns  over  privacy
and  civil  liberties.

By  making  the  changes  after  a  review  he  ordered
following  the  Snowden  disclosures,  Obama  put  his
signature  on  the  U.S.  intelligence  operation  and  helped
define  his  legacy  as  a  chief  executive  who  had  promised
a  more  open  and  transparent  government  when  he
entered  the  White  House  in  2009.

He  outlined  a  series  of  steps  --  some  immediate  and  some  requiring
time  to  work  out,  possibly  with  Congress  --  that  would  change  some
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aspects  of  the  NSA  collection  of  phone  records  and  other
information  but  generally  leave  intact  the  core  and  function  of
existing  programs.

Obama  also  addressed  concerns  abroad  that  the  United  States
spies  on  ordinary  people  as  well  as  allied  leaders.  Snowden's
disclosures  showed  U.S.  surveillance  of  personal  communications
of  leaders  in  Germany,  Brazil  and  other  allies.

"The  United  States  is  not  spying  on  ordinary  people  who  don't
threaten  our  national  security"  Obama  said,  adding  that  "unless
there  is  a  compelling  national  security  purpose,  we  will  not  monitor
the  communications  of  heads  of  state  and  government  of  our  close
friends  and  allies."

Obama  not  dwelling  on  Snowden

Before  Obama  spoke,  a  senior  administration  official  who  briefed
reporters  on  condition  of  not  being  identified  said  the  President's
assurances  of  no  further  spying  on  foreign  leaders  extended  only  to
"dozens"  of  heads  of  state  and  government  of  U.S.  friends  and
allies.

Initial  reaction  indicated  those  favoring  robust  intelligence  gathering
agreed  with  the  President.  Director  of  National  Intelligence  James
Clapper  said  Obama  "took  a  measured  and  thoughtful  approach,"
while  Defense  Secretary  Chuck  Hagel  said  he  supported  the
reforms.

House  Speaker  John  Boehner  warned  Obama  against  allowing
politics  to  "cloud  his  judgment"  over  maintaining  what  the  Ohio
Republican  called  necessary  programs  for  national  security.

"The  House  will  review  any  legislative  reforms  proposed  by  the
administration,  but  we  will  not  erode  the  operational  integrity  of
critical  programs  that  have  helped  keep  America  safe,"  Boehner
said  in  a  statement.

On  the  other  side,  Republican  Sen.  Rand  Paul  of  Kentucky  said  the
speech  deserved  "an  'A'  for  effort  and  probably  a  'C'  for  content,"
while  WikiLeaks  founder  Julian  Assange  told  CNN  that  it  was
"embarrassing"  for  a  head  of  state  to  speak  so  long  and  "say  almost
nothing."

"Unfortunately,  today,  what  we  see  is  very  few  concrete  reforms,"
said  Assange,  who  noted  that  Snowden  intends  to  publicly  respond
to  Obama's  speech  as  soon  as  next  week.

Sen.  Bernie  Sanders  of  Vermont,  an  independent  who  caucuses
with  the  majority  Democrats,  called  Obama's  speech  an  first  step  in
a  necessary  dialogue  on  balancing  security  needs  with  privacy
rights  in  the  digital  age.

"The  devil  is  going  to  be  in  the  details,"  Sanders  said,  adding  that
the  discussion  will  continue  for  years  as  technological  capabilities
expand.

Obama:  Intel  has  helped  us

Obama's  changes  to  the  controversial  NSA  telephone  bulk
collection  program  disclosed  by  Snowden  require  intelligence
analysts  to  get  approval  from  the  Federal  Intelligence  Surveillance
Court  to  go  into  the  metadata  stored  by  the  agency.

Today,  the  NSA  determines  when  analysts  can  examine  the
metadata,  a  senior  administration  official  told  reporters  on  condition
of  not  being  identified.

"That  is  no  longer  an  issue  that  is  dealt  with  solely  within  the  NSA,"
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the  official  said.  "They  have  to  bring  it  to  the  FISA  court."

In  addition,  Obama  said  he  ordered  Attorney  General  Eric  Holder  to
work  with  intelligence  officials  on  finding  another  place  to  store  the
metadata  records  that  include  phone  numbers  and  the  length  of
calls,  but  not  content.

Obama  also  called  on  Congress  to  authorize  establishment  of  a
new  panel  of  outside  advocates  to  participate  in  "significant  cases"
before  the  secret  FISA  courts  that  handle  intelligence  collection
issues.

Another  step  extended  U.S.  legal  protections  involving  surveillance
to  foreign  nationals,  noted  CNN  Chief  National  Security
Correspondent  Jim  Sciutto,  who  called  the  President's  speech
extraordinary  in  one  way  for  publicly  addressing  what  had  been  top-
secret  programs  seven  months  ago.

However,  Sciutto  noted  Obama's  reforms  made  no  mention  of
losses  by  U.S.  technology  businesses  around  the  world  due  to
concerns  that  customers  would  be  spied  on  under  the  programs
disclosed  by  Snowden's  leaks.

Some  critics  on  both  sides  of  the  political  aisle  contend  collection  of
such  vast  amounts  of  information  violates  personal  privacy.

Democratic  Sens.  Patrick  Leahy  of  Vermont  and  Tom  Udall  of  New
Mexico  said  they  intend  to  continue  pushing  legislation  to  limit  the
metadata  collection  beyond  what  Obama  proposes.

Republican  Rep.  Justin  Amash  of  Michigan  said  that  "Congress
must  do  what  the  President  apparently  will  not:  end  the
unconstitutional  violation  of  Americans'  privacy,  stop  the
suspicionless  surveillance  of  our  people,  and  close  the  era  of  secret
law."

In  his  speech,  Obama  argued  that  national  security  depended  on
access  to  such  data  as  long  as  it  was  under  proper  control  and
regulation.

Read  Obama's  remarks

"No  evidence  of  abuse  has  been  found  involving  surveillance
programs,  but  changes  are  needed  in  response  to  legitimate
privacy  concerns  that  have  been  raised,  Obama  said.

The  new  guidance  he  issued  declared  the  United  States  will  not
collect  intelligence  "for  the  purpose  of  suppressing  or  burdening
criticism  or  dissent,  or  for  disadvantaging  persons  based  on  their
ethnicity,  race,  gender,  sexual  orientation,  or  religion."

Offering  a  historical  review  of  U.S.  intelligence  gathering,  Obama
recalled  events  in  American  history  going  back  to  Paul  Revere's
famous  ride.

The  9/11  terrorist  attacks  raised  the  profile  and  priority  of  U.S.
intelligence  efforts,  the  President  said,  and  now  technological
advances  that  allow  supercomputers  to  gather  huge  amounts  of
digital  data  have  complicated  efforts  "to  both  defend  our  nation  and
uphold  our  civil  liberties."

Obama  and  the  bottom  line

Obama  remained  critical  of  Snowden,  who  is  now  living  under
asylum  in  Russia,  following  his  series  of  leaks  that  began  last  June
and  transformed  the  debate  on  national  security  surveillance  in  the
post  9/11  era.

"Our  nation's  defense  depends  in  part  on  the  fidelity  of  those
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entrusted  with  our  nation's  secrets,"  Obama  said.  "If  any  individual
who  objects  to  government  policy  can  take  it  in  their  own  hands  to
publicly  disclose  classified  information,  then  we  will  never  be  able  to
keep  our  people  safe,  or  conduct  foreign  policy."

While  the  bulk  telephone  data  remains  with  the  NSA  for  now,
Obama  wants  those  records  moved  out  of  government  hands,
though  it  is  uncertain  where,  a  senior  administration  official  said  in
briefing  reporters  on  condition  of  not  being  identified.

Federal  courts  are  divided  on  NSA  telephone  data  collection.  One
judge  in  Washington  ruled  preliminarily  in  December  that  it  was
probably  unconstitutional  on  privacy  grounds.  A  second  judge  ruling
in  another  case  in  New  York  subsequently  found  it  lawful.

CNN's  Michael  Pearson,  Ashley  Fantz,  Matt  Hoye.  Evan  Perez,  and  Bill  Mears
contributed  to  this  report.
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POLITICS

U.S. to Expand Rules Limiting Use of Profiling

by Federal Agents

By MATT APUZZO JAN. 15, 2014

The Justice Department will significantly expand its definition of racial

profiling to prohibit federal agents from considering religion, national

origin, gender and sexual orientation in their investigations, a government

official said Wednesday.

The move addresses a decade of criticism from civil rights groups that

say federal authorities have in particular singled out Muslims in

counterterrorism investigations and Latinos for immigration

investigations.

The Bush administration banned profiling in 2003, but with two

caveats: It did not apply to national security cases, and it covered only

race, not religion, ancestry or other factors.

Since taking office, Attorney General Eric H. Holder Jr. has been

under pressure from Democrats in Congress to eliminate those provisions.

“These exceptions are a license to profile American Muslims and Hispanic-

Americans,” Senator Richard J. Durbin, Democrat of Illinois, said in 2012.

President George W. Bush said in 2001 that racial profiling was wrong

and promised “to end it in America.” But that was before the terrorist

attacks of Sept. 11. After those attacks, federal agents arrested and

detained dozens of Muslim men who had no ties to terrorism. The

government also began a program known as special registration, which

required tens of thousands of Arab and Muslim men to register with the
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authorities because of their nationalities.
“Putting an end to this practice not only comports with the

Constitution, it would put real teeth to the F.B.I.’s claims that it wants
better relationships with religious minorities,” said Hina Shamsi, a
national security lawyer with the American Civil Liberties Union.

It is not clear whether Mr. Holder also intends to make the rules apply
to national security investigations, which would further respond to
complaints from Muslim groups.

“Adding religion and national origin is huge,” said Linda Sarsour,
advocacy director for the National Network for Arab American
Communities. “But if they don’t close the national security loophole, then
it’s really irrelevant.”

Ms. Sarsour said she also hoped that Mr. Holder would declare that
surveillance, not just traffic stops and arrests, was prohibited based on
religion.

The Justice Department has been reviewing the rules for several years
and has not publicly signaled how it might change them. Mr. Holder
disclosed his plans in a meeting on Wednesday with Mayor Bill de Blasio of
New York, according to an official briefed on the meeting who spoke on
the condition of anonymity because the conversation was private.

Mr. de Blasio was elected in November after running a campaign in
which he heavily criticized the Police Department’s stop-and-frisk tactic,
which overwhelmingly targets minorities and which a federal judge
declared unconstitutional. The mayor and attorney general did not discuss
when the rule change would be announced, the official said.

A senior Democratic congressional aide, however, said the Obama
administration had indicated an announcement was “imminent.”

The Justice Department would not confirm the new rules on
Wednesday night but released a short statement saying that the mayor and
the attorney general discussed “preventing crime while protecting civil
rights and civil liberties.”

In the past, Mr. Holder has spoken out forcefully against profiling.
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“Racial profiling is wrong,” he said in a 2010 speech. “It can leave a lasting
scar on communities and individuals. And it is, quite simply, bad policing
— whatever city, whatever state.”

Officials in the Bush administration made similar statements,
however, which is why civil rights groups have eagerly waited to hear not
just Mr. Holder’s opinion, but also the rules he plans to enact.

As written, the Justice Department’s rules prohibit federal agents
from using race as a factor in their investigations unless there is specific,
credible information that makes race relevant to a case.

For example, narcotics investigators may not increase traffic stops in
minority neighborhoods on the belief that some minorities are more likely
to sell drugs. They can, however, rely on information from witnesses who
use race in their descriptions of suspects.

The rules cover federal law enforcement agencies such as the F.B.I.
They do not cover local or state police departments.

That is significant because Muslim groups have sued the New York
Police Department over surveillance programs that mapped Muslim
neighborhoods, photographed their businesses and built files on where
they eat, shop and pray.

Mr. Holder’s comments about the new racial profiling rules came up
in a conversation about that topic, the official said. William J. Bratton, the
city’s new police commissioner, has said he will review those practices.

While the rules directly control only federal law enforcement
activities, their indirect effect is much broader, said Fahd Ahmed, the legal
director of the Queens-based South Asian immigrant advocacy group Desis
Rising Up and Moving.

For instance, he said, immigration bills in Congress have copied the
Justice Department profiling language. And civil rights groups can use the
rules to pressure state and local agencies to change their policies.

“Federal guidelines definitely have an impact,” Mr. Ahmed said.
“Local organizers can say, ‘These policies are not in line with what’s
coming from the federal level.’ ”
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