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Human Rights Watch is dedicated to
protecting the human rights of people around the world.

We stand with victims and activists to prevent
discrimination, to uphold political freedom, to protect people from
inhumane conduct in wartime, and to bring offenders to justice.
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human rights violations and hold abusers accountable.

We challenge governments and those who hold power to end
abusive practices and respect international human rights law.
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. SUMMARY

THE INFERNEY DRAMAHCALLY EMPOWERS PERSONS N HHE EYERCISE oF HEIR RiGHF fo seek,
RECETVE, OND MPARE TNFORMAFION OND fDEAS REGARDLESS OF FRONHERS. ONLINE CoMMINiCaHioN must
HHEREFORE BE FULLY PRoFECHED BY INFERNGHTONOL GUARANIEES oF HHE RIGHE 0 FREEDOM OF EYPRESSTON.

IN #He MivbLE Edst anp NorfH AFRica, INFERNES USE §S GRoWING RAPILY FFER @ Stow start.
Tovay, aLL countRies excePt Ligya, [Raa, and SYRi dllow FHE PugLic 4o dccess e INFERNEH
HHROVGH @ Locdl SERVICE PROVIDER, BUt N @ REGTON WHERE NEBRLY 8LL GOVERNMEN}S BBRIDGE HHE
RIGHE +0 FREEDOM OF EYPRESSTON TN STONTFICANt ways, MANY Have +aken @ cavtious aPPRodcH fowarp
@ MeDfum FHat PERMIES PERSONS EBSTLY, TNEYPENSTVELY, NP RAPTDLY 0 EYCHANGE TNFORMAHON N ways
ot eLwe state controL.

GovERNMENES HAVE @poPHED VaRToUS MEANS fo RESTRTCH HUE FLow OF SNFORMBFTON ONLINE. SAupi
AragTd, Yemen, ane HHe UNitep ARAE EMIRAIES TMPUSE CENSORSHIP Via PROYY SERVERS, DEVICES gt
ORE TNFERPOUSED BERWEEN HHE END—USER aND HHE INFERNEF TN ORDER {0 FiLIER OND BLock, SPECTFiED
conNfENt. IN MANY COUNFRTES, INCLWDING Jorpan, favation anp FELEComMUNications Policies keep
INFERNEF Bccounts qQuite costly anp fHus BEYOND HHE MEANS oF MAONY—wWHEFHER oR Not Hiis s HiE
0BIECHVE oF HHESE PoLicies, TUNTSTA Has ENACHED HE REGTON'S Most DEFAILED INFERNEF—SPECiFiC
LEGTSLAHiON, wHicH is iN LARGE PR} DESTONED 0 ENSWRE Hd ONLINE SPEECH DOES Not ESCAPE HIE
GOVERNMENY'S F0UGH €oNFROLS ON CRiFiCAL SPEECH SN oFHER MEDTA. IN HHE MASORTY OF couniRriES
WHERE INJERNEF—SPECFIC Laws HAVE Not BEEN ENBCHED, LEGAL 0R DE FActo CoNSIRATNES ON FREEDOM
OF SPEECH GNP OF HHE PRESS HAVE @ CHLLING EFFECH ON wWHOt 7S EYPRESSED ONLINE, ESPECTALLY N
PBLIC FORWS LiKE OPEN BULEEIN BoBRPS anp  “cHdf—Rooms” (ONLINE DSCUSSTONS  WHERE
PorticiPants commuNicate N REAL Hmz).

AND N @ REGTON WHERE MABNY GOVERNMENES ROVEINELY 48P HHE PHONES OF DiSSTRENTS, INFERNE+
USERS TN MANY COWIRIES, INCLUDING BaHRAIN anb TUNisia, susPect fiat Hie Riqut +o Privacy of
CORRESPONDENCE S BEING ViOLGJED BY GOVERNMENS SURVESLLANCE oF E—MaiL. ONE BaHRAING SPENt
MORE FHAN @ YEBR §N JATL ON SUSPICiON oF E—MATLING “PoLifical” iINFormation fo pissiveEnts agroap.

ForfunateLy, some GovERNMENTS IN FHE REGTON HAVE 48KEN @ MORE HANDS—OFF GHi+we fowdrp
HiE INFERNEF—EVEN @S HHEY ENFORCE Laws HHat cURE oHHER MEANS OF EYPRESSTON. THiS Has credtep
ParavoYical sifuations iN EQYPF aND JoRDEN, WHERE NEWSPAPERS oR ARFicLES HHat HHE AuhoriHiES
CENSORED BECAME QUickLY GVaiLABLE ONLINE witHout REPERCUSSTONS FOR FHOSE wHo READ, PoSTED, 0R
FORWARDED FHEM. ALGERTA, Morocco, anv HHe PaLESHINTAN AVHHORTHY Have mave LitiLe §F Ny EFFORY
S0 FAR 40 CONJROL ONLINE CONFENT, ALLOWING INFERNEY USERS Access +o @ wedLtH ofF PoLitical anp
HUMAN RIGHFS NFORMBFON HHat HHE Local PRIN aND BRoAPCAsH MEDTA CONNot PUBLiSH.

THis REPORH SURVEYS N 8 NONCOMPREHENSTVE FASHION HHE INFERNEH POLICTES OF GOVERNMENTS N
Hie REGION @S HHeY aFFECE i RiGHE +o FREEDOM OF EYPRESSION. Huvan Ricuts watel joentiFies
PoLicies, Laws, aND PrRActices Hat vioLate orR ENPANGER Hiis RiGHE. BY oFFERING HHis critique
WHILE PROPOSING @ SEF oF PRINCTPLES f0 GUIDE Policies anp LEQisLation, Huan Ricuts watey
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Seeks 40 ENCOVRAGE GOVERNMENES +0 STRENGHEN PROFECHONS FOR FREEDOM OF EYPRESSiON af His
EORLY S1ACE oF HHE INFERNEL'S DEVELOPMENT.



II. RECOMMENDATIONS

PRoFECHNG ONLINE FREEDOM OF EYPRESSTON REQUIRES Not ONLY INFERNEF—SPECIFiC PoLicies fiat
ORE RESPECHFIL OF RiGHES BUF ALso GN ENVIRONMENY N WHICH FREE EYPRESSION MORE GENERGLLY fs
GUARANTEED. [N MANY COUNIRIES, ONLINE EYPRESSiON S iNHiBIHED LESS BY [NJERNEF—SPECiFiC
REGULAHONS FHAN BY PRE—EYISHNG PRESS CODES, DEFAMATON Laws, NP UNOFFicial “Rep Lines.”

THe RiQHF f0 FREEDOM OF EYPRESSTON NCLWES HE RiGHF f0 BCCESS ONLINE Communication; HiE
RiGHF fo SEEk, RECETVE, AND TMPARF INFORMABFION ONLINE withHout arRBiHRARY RESIRICHONS: aND HE
RIGHE +0 CoMMUNTCRIE PRIVAELY OR GNONYMOUSLY ONLINE.

To PRotECH AND FostEr HHESE RIGHFS, GOVERNMENES SHOULD PHERE f0 HHE FOLLOWING PRINCTPLES
iN HHETR PoLicies fowarp HE INFERNEF:

(1) ENSURE Fe INFERNGHONGL RIGHF #0 FREEDOM OF EXPRESSTIN GENERALLY, OND ENSURE #BF dLL
REGULAFIONS PERFAINING F0 ELECIRONIC COMMUNICAEIONS CoMPORE with FHBF RIGHE.

ALL LeGTSLatioN, PoLiCiES, anp PRACHCES, INCLWING fHose HHat Perfain fo HHE INFERNES,
SHOWLD BE CONSTSTENT with HHE UNTVERSALLY RECOGNTIED RiGHE f0 FREE EYPRESSTON. THE INFERNGHTONGL
Covenant oN GiviL anp PoLifical Rigrts, wHicH Has Been Ra$iIFED BY aLL Byt Five counNdRiES N HHE
REGTON, GUARANTEES fo EVERY PERSON “FREEDOM {0 SEEK, RECEIVE OND TMPARY INFORMAEiON N TDEAS
OF ALL kiNDS, REGARPLESS OF FRONFIERS, ETHHER ORALLY, iN WRIHING OR IN PRINY, N HHE FoRM OF aRY,
0R HHROVGH ONY OFHER MEDTA OF His cHoice.”

Many cowiRriES oF HHE REGTON HAVE PRESS Laws aND PENAL copes HHat iNvite ABUSE oF HiE
RiGHF +0 FREE EYPRESSTON TN VARTOUS wa¥s. INFERNEF REGULAHIONS TN TUNiSTa EYPLICHLY EYFEND
CRIMINAL PENALFES FOR DEFAMAFION OND FALSE iNFORMBFION f0 ONLINE SPEECH; NFERNEY VSERS N
Qatar are svesectep o @ VAGUELY wORDED REQUREMEN' iN HHETR SERVICE contract Hiat Hiey
REFRAIN FRoM “caRRYIING] out ANy actkividy wilicl fs con#RaRY fo PuBLic oRDER.” JorpAN anp
Morocco, MEANWHILE, HAVE No INFERNEF—SPECTFiC Laws RESTRICHNG FREE EYPRESSION: HOWEVER, BotH
HAvE Laws HHat cURE PRESS FREEDOM, OND FHOSE Laws, sucl as HHE ones +Hat PRoHiBi PEFAMING oR
DISPARAGTING FHE MONBRCHY, NORROw HHE BOUNDORIES OF wHOt CON BE EYPRESSED ONLINE.

(2) Access 4o HiE INFERNEF 4 RECEVE aND [MPaRE INFORMBEION 1S INFEGRAL +0 HHE RIGHE oF
FREE EYFRESS/ON.

GovernvENts sHoulb fake dPPRoPRIatE MEASWRES fo FaciLitate aFFoRpABLE dccess o aLL
WitHoUF DISCRIMINGHON +0 ONLINE MEGNS OF commuNication. For EYAMPLE, SYRiA, wHERE SELECHED
state instiHutions GRE coNNECtED f0 HHE INFERNEE, SHOULD MovE RAPTOLY fowdRp MAKiNG AccEss
avoiLaeLe +o ORPINGRY CiHizENS.
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(5) (ENSORING  MECHANISMS, iF USED, SHOULD BE N #HE HANDS OF iND/VIDUBL USERS, NoF
GOVERNMENFS,

ENP—USERS SHOWLD HAVE HHE SOLE RESPONSTBILTY TN DECTDING §F aND How fo FILIER 0R BLock
ONLINE €ONFENE FOR FHEMSELVES aND HHETR NON—GPULF CHARGES, GOVERNMENES SHOWLD @BOLISH OR avoip
REGULAFIONS HHAt EMPOWER OFFicial GGENCiES 40 BLock ONLINE CoNPENE.

Users, 7F HHEY wisH, €N CHooSE FRoM @ WiPE RANGE OF FREE OR TNEYPENSTVE SOFhWARE
(“censorware”) H1at FiLtERS CONFEN ACCESSED FRoM HHE WORLD WiDE WEE. THEY can aLso PURCHASE
MOPEM Locks OND OFHER DEViCES 0 PREVENE UNSUPERVISED GCCESS BY HIETR CHILDREN.

THE GovERNMENTS oF TUNTSTa, BaHRaiN, IRAN, anp HHE UNiHED ARAE EMiRAES GRE GMONG FHoSE
HHat BLock seLected weB STHES DEALING witH PoLifics oR HUMAN RiGHES, #Hus PREVENFING USERS N
HETR RESPECHVE COUNIRTES FROM GCCESSING HIEM. THS FORM OF CENSORSHIP VioLaHES HHE RiGHES OF
PEOPLE {0 RECEIVE OND TMPOR} iNFORMAHFION GNP SHOWLD BE HALIED TMMEDTAYELY.

(4) Common p3#3 CORRIERS, SUCH G INFERNEF SERVICE PROVIDERS, GENERALLY SHOUD NoF BE
LiABLE FoR INFERNEF CONFENY.

Laws GSSTONING LIaBILHY For ONLINE content sHoup Faraet HHE content origingfor (For
EYOMPLE, HHE aumoK) anp Not e €aRRER 0r conpUif (sucy 8s HHE INFERNEE SERVICE PROVIDER R
OWNER OF @ COMPUER HIROUGH WHICH CoNFENF 1waS RANSMIHED). Laws FaRGEHNG ISPS iMPosE @
HEAVY GNP PERHAPS fECHNTCALLY iMPOSSTBLE BURDEN ON HHE DAt CORRIER, ONE +Hat iS INCoMPatiBLE
with PRoJECHING HHE RiGHY 0 FREEDOM OF EYPRESSION ONLINE.

TUNiSTA REQUIRES ISPs +o PESTANGIE @ DIRECHOR wHo “GSSUMES RESPONSTBILTEY, TN BCCORDANCE
witH HE..PRESS €obE, FOR HHE conFENE OF PAGES AN WEB PAGES anp sites Hiat e ISP §s
REQUESHED +0 Host oN THs sErvers.” THE vECREE states HHat ISPs must dllow NoHHING o “Remain”
oN HIETR SERVERS +Hat HARMS “PuBLic ORDER and Goob MoRALS.” THis #YPE oF LEGTSLAHON RUNS
coWNtER $0 HHE PRINCTPLE OF FREE EYPRESSTON ONLINE BY TMPOSING @ REGW@HORY BURDEN ON [SPs
fHat—to e extent ot 7+ is EvEN FEASTBLE GIVEN HHE NBFWRE OF pa4a FLow ONLINE—FORCES fHEM
INfo HHE ROLE OF CENSORS ON BEHALF oF HHE state.

(5) SHRONG ENCRYPEIN SHOULD BE GVORLABLE o INDFVDUALS,

[NDIVIDUALS SHOULD BE 8BLE 40 SEND OND RECESVE ENCODED OR ENCRYPIED communications. THeY
SHoWD Not BE coMPELLED 0 0BHAIN QURHORTZAHON +0 Do Soi NOR SHOULD HHEY BE COMPELLED {0
PROVIDE TN GPVANCE fo HHiRD PARFTES dccess +o ENCODING “KEYS” 0R OFHER MECHANISMS HHa+ wolld
PERMiE FHE DECODING OF HIETR communications. CountRies +Hat cURReNnILY BAR UNAUHHORiZED
ENCRYPHION TNCLWE [SRAEL, Saw§ Ardeia, ano TINisia.
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(é} GOVERNMENF SIRVETLLANCE OF ELECRONIC COMMUNFCAHONS SHOULD NoF INFRINGE UNPULY ON
HIE RIGHE fo PRIVACY OND OHHER CIVIL RIGHFS, GNP SHOULD BE SUBJECE #u HHE REQUREMENFS OF DUE
PROCESS GNP JWiCidL SUPERV/SION.

One @rRQUMENY AGAINST CONFROLS ON ENCRYPHION is 4HAH GOVERNMENES REFAIN OHHER EFFECHVE
Law ENFORCEMEN} f00Ls, SUCH @S SWRVETLLANCE, SEGRCH, GND SEIZWRE, HoWEVER, HHESE SHOWD ALwaYs
BE USED TN CONFORMIHY with INFERNGHTONGL HUMAN RiGHTS Low AND HHE REQUIREMENES OF DUE PROCESS,
IN PaRETCULER,

®  |NvesHGAFIONS OR SWRVETLLANCE N PUBLTC ONLINE FORWMS SHOWD 8DHERE 4o iNFERNGFIONGL
stanvarps PrRoJECEING HHE RiGHES f0 FREEDOM oF dssociatioN ane Political actividy. Svey
GUIDELINES SHoULD BE MADPE PuBLicC,

®  (OovERNMENTS SHOWD Not MONTFOR  INDIVIDVAL INFERNEF VUSERS FOR  CiviL OR  CRiMiNGL
INVESHIGBIORY PWRPOSES 0R CoLLECE NFORMBHION ON HHE WY fHEY VsE HHE INFERNEF, EYCEPt
PRsUaNt fo @ Jwicidl PRocess aNb  Jwicial oversiGHE HHAt TS consistent witH
TNFERNGHTONGLLY RECOGNTZED PRINCTPLES OF PRivVACY.

®  (OVERNMENTAL SEGRCHES OR SEIVRE OF ELECIRONIC COMMUNTCAHIONS SHOULD BE CoNDUCHED
PWRSUINE fo LEGALLY autHorTZED PROCEDWRES +Hat REQUIRE HHERE 0 BE SUFFICTENT EViDENCE HHat
HHe VSER s ENGAGED iN TLLEGAL activity +o JustHiFy e SEGRCH. ANY SUcH SEBRCH SHoWLD BE
CONPVCHED UNDER JUDTCTAL SUPERVISTON.

®  ANY SEGRCH SHOUD BE NBRRow N ffS ScoPE anp eFFect.)
(; 7) INDIVIDUBLS SHOULD HBVE HHE RIGHF #0 COMMUNICAIE OND RECEIVE INFORMBFON ANONYMOUSLY.
REGULAHIONS SHOWLD Not UNREASONABLY REQUIRE TDENFIFICAtioN OF PERSONS WHEN HHEY dccess

HE INFERNEF OR EYCHANGE SNFORMBFON GNP OPINTONS ONLINE. ISPS SHOWD, WHEREVER PRACHCABLE,
PRESERVE HHE RiGHF OF VSERS f0 Access HHe INFERNEF ANONYMOUSLY.

! Tese rRecommeEnp@tions GRe apartep From Hie OPEN INFERNEF PoLicy PRINCTPLES, wHicH wERE BpoPHep
8Y @ PANEL OF EYPERFS N 1997 @S @ BLLEPRINE FOR POLICY—MAKERS, <ivw.SOROS.0RG/PRINCTPLESHIMLS> aND
<WIWW.SOROS.ORG/NEWS.HIML>.
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LeqisLation N TUNTSTA REQUIRES INMERNEF SERVICE PROVIDERS 40 sueMmit HHE NAMES oF HIETR
cLients 4o HHe GovERNMENT ON @ MONFHLY BaSiS. SucH @ piSCLoSVRE REQUIREMENT constifules gy iis
SWEEPING NOHWRE @ vioLation of HHE RiGHE +o SEEk, RECETVE, AND TMPAR} TDEAS ANONYMOUSLY.



Ill. LEGAL STANDARDS PERTANING TO ONLINE
FREEDOM OF EYPRESSION

THE INFERNE} REPRESEN}S @ MAJOR DEVELOPMEN N ENGBLING PERSONS $0 COMMUNICAIE wit
otERS AND 0 0BHATN TNFORMAYION. SOME HAVE coMPARED its TMPORIANCE +0 HHE TNVENFION oF HE
PRINFING PRESS.

IN HHe view oF Huvan Ricuts wWatcl, HHE RicHfs +o FREEDOM OF EYPRESSTON, TNFORMAFON,
PRIVACY, BND FREE BSSOCTOFION UNDER INFERNGHFIONGL Lo GPPLY 8s Much +0 ONLINE COMMUNTCHON s
+0 OHIER FORMS OF INDIVIDUAL CoMMUNTCAHTON. WHTLE SNFERNGHTONDL FREAHES aND INSTRWMENFS Bo Not
AODRESS ELECIRONTC SPEECY SPECTFicALLY, HHETR OSSERFION oF HHE RiGHF o “seek, RECEivE anp
MPARE INFORMBHON GND TDEBS HROUGH ANY MEDIA OND REGERPLESS oF FRONFERS” (EMPHaSTS GobED) TS
CLEGRLY OPPLICABLE +o EYPRESSION vid fHE INTERNEL.

ArticLe 19 oF #He UNiversaL DecLaration of Human RicHis ProcLaims:

EVERYONE Has +HE RiGHE f0 FREEDOM OF OPINTON GNP EYPRESSTON: HHiS RIGHF TNCLUDES
FREEDOM 40 HOLD OPINTONS witHout INIERFERENCE ano o SEEK, RECETVE AN MPARY
TNFORMBETON GNP TDEBS FHROUGH ONY MEDTQ OND REGORDLESS OF FRONFTERS.

ARKicLe 19 oF e INFERNGHONAL Covenant on CiviL anp Polifical Ricuts (ICCPR) rearFirms Hiat
EVERYONE'S RiGHE fo FREEDOM OF EYPRESSiON “SHALL INCLWE HE FREEDOM o SEEK, RECETVE OND
MPBRE TNFORMBHION NP TPEAS OF BLL KiNDS, REGARPLESS OF FRONFTERS, ETHIER ORALLY, IN WRIFING OR
iN PRINE, N FHE FoRM OF @RY, 0R FHROVGH GNY oFHER MEDTA OF His cloice.” Article 19 states,
FRIHERMORE, 1At RESTRICHIONS ON HHis RIGHF “SHALL ONLY BE SucH @S GRE PROVIDED BY Law GNP GRE
Necessary: (a) For ResPect oF HE RiGHEs 0r REPUBHONS oF ofers: (8) For e Protection of
NGHONAL SECWRIY oR oF PUBLiC orvER (0RDRE PUBLIC), 0R oF PUBLiC HEALH oR MordLs.” THE ICCPR
Has BeeN RaFiFiED BY ALGERTA, EQYPY, [RaN, [RAR, IsRAEL, JorpaN, Lesanon, Kuvait, Lieva, Moroceo,

> Te JoHONNESBWRG PRINCTPLES oN NakionaL Secwridy, Fregpom oF EyPRession ane Access 4o
INForRMa¥TON, PUE ForRwaRD oN OctoBER 1, 1995 BY @ GROVP oF EYPERFS N INFERNGHONGL Lo, NGTONAL SECWRTHY,
N> HUMAN RiGHTs, stafe HHat RESIRTCHONS ON FREEDOM OF EYPRESSTON SHOWD BE PERMIHED ONLY wHEN “HiE
GOVERNMENE €N DEMONSHRAFE FHat HHE RESIRICHION 7S PRESCRIBED BY Low OND 7S NECESSORY N @ PEMOCRAH|C
sociely fo Protect @ LeaiHimate NaFionaL secwrily interest” (PRineiPLe 1.1, section b). Accorping o Hi
PRINCTPLES, $HE BUWRDEN OF DEMONSIRAFING HHE vaLiDify oF HE ReEstRicHioN REsts witH HHE GovERNMENY.
(Rificism oF HHE GOVERNMENE OR T#s LEADERS §s PRoYECEED, IN AbDifioN, @ GOVERNMENT Must peEmonsRAfE fiat
“Yg RESIRICHON TMPOSED §s HIE LEGSH RESIRICHVE MEANS POSSTELE FOR PRoMECHNG Hiat interest” (PrincivLe
13, sEcHion 8). COPIES oF HE JOHONNESB\RG PRINCIPLES GRE GVAILABLE FRom ARFICLE 19 i Lonpon anp ot
<wWW.OSTHU/CoLPi/al9>,
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SYria, TNisia, ano YEMEN. IF Has Not Been RAFIFTED BY BaHRaiN, Oman, Qaar, Sawi Arasia, ano He
UniHep Arag Emirates.’

THe OPen INtERNEH Policy PRINCTPLES, DECLARED N MARCH 1997 BY @ woRKING GROWP OF
EWROPEAN aND NorRHH AMERiCAN EYPERTS, PoiNt ouf:

THe INFERNEH DoES Not EYist N @ LEGAL vacuu, For HiE Most PARE, EYISENG Laws €aN
NP SHoWD REGULAE conpuct oN HHE INFERNEY fo HHE SOME DEGREE 8S OHHER FORMS OF
conpuct, Sucy Laws MaY DIFFER FRoM COWNFRY to COUNTRY, BUF SHOULD CONFORM with g
APPLICABLE BINDING HUMBN RiGHES 0BLIGAHTONS contaiNeED iN HHE UNiveERrsaL DecLaratioN
of Human Ricuts, HHE INFERNGHONGL Covenant on Civil anp Polifical Riquts anv g
EWROPEAN CoNVENETON ON luman RicHits.

UNpER INPERNGHFIONAL LBw, GOVERNMENES @RE dllowep fo ReEstRict fe FREE Flow oF
INFORMAEION $0 PRoJECE CERIAIN NORROw INFERESES sucl 8s NatioNAL SECURTY OR PUBLiC MORALS.
But ONY PRIOR CENSORSHIP oF MBFERTAL BEFORE i+ is PUBLISHED SHoWD BE SuBJECtED fo HHE siRiciest
LEVEL OF SCRUFINY TN LINE with INFERNGHTONGL STANDARDS, WHICH NORMALLY TNCLUDES TNQUIRY iNto HHE
iINFEREST SoVGHE +o BE PRoFECHED, HHE SERTOVSNESS OF HHE HHREDF, OND WHEHIER HHERE GRE ALIERNGTE
MEANS OF PRofECHING HHat iNtERESE fHat ARE LESS RESIRICHVE oF HHE RiGHE +0 FREE EYPRESSION.
INvEED, HIE AMERTCAN ConvENETON ON Huvan Rigifs states N Ar¥icLe T3 gt Hie RiqHt +o FREEDOM
OF EYPRESSION “SHALL Not BE swBJEct o PRiOR CENSORSHIP.” FiLteriNG or BLocking deccess o
INFERNE} MOFERTAL BY @ GOVERNMEN} aMOUNES fo PRE—PUBLICOION CENSORSHIP. \irfvaLLy @LL
GoveRNMENTS iN HHE MibbLE Edst +Hat BLock content oN HHE INFERNES SUPPRESS Some mafERTAL ot
iS UNQUESHONGBLY LEGAL. MOREOVER, NONE OF HHE GOVERNMENES IN HHE REQTON MOKE PuBLiC How
CENSORSHTP 7S dctuaLLy PRACHCED aND wHAt STHES ARE BLOCKED, INSULAHING HHETR ActioNs FRoM aNY
SCRUFINY OR EVOLVAHON UNDER TNFERNGHONOL HWMAN RiGHES stanvares. THE DECISToN ofF wHat fo
BLock, aNp wHat feciNoLogY +o VSE 4o BLock T, SHOWD BE TN HHE HANDS OF END USERS, RAHHER FHAN
GOVERNMENTS, A VORTEF oF SOFFWORE PROGRAMS 7S READILY AvATLABLE {0 VSERS FoR HHis PWRPOSE,

THe Ricut $o Privacy

* For @ List of coundrigs HHat Have RaFFiED HHE ICCPR) SEE <wiwwiUN.ORG/DEPES/IRERIY/S>,
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THE FREEDOM FRoM ORBHRARY OND UNLAWFUL NFERFERENCE witH ONE'S PRivacY anp
CORRESPONDENCE iS PROFECHED IN INFERNGHONGL Law, GND GPPLIES 40 ELECHRONIC CoMmUNiCations.’
A caPRiICious, UNJUSH 0R DISPROPORFONGIE TNFERFERENCE wolld BE “GRETRARY,” @S wouLd oNE Hiat
wls FoR @ PWRPOSE iNiMicaL fo HHE PRo‘ECHON OF HUMAN RIGHFS MORE GENERGLLY, sucH ds
TNHIBTHING PEACEFWL DiSSENt. SHAFES MAY Not RANDOMLY OR FREELY TNFERCEPH 0R MONTHOR E—MAIL OR
INFERNEY USAGE; TN HHE NORROW CTRCUMSTANCES WHERE SWRVETLLANCE caN BE JustiFiep, i+ must g
swBsect 4o LiMifation anp contRoL +o Vo> SNFRINGING HHESE RiGHES. Moreover, HHE INFERNAFTONGL
Covenant oN Givik anp PoLifical Rigits RequiRes stades fo act PosTHVELY fo Profect inpivipuals
FROM SUCH TNFERFERENCE witH PRIVACY 0R CORRESPONDENCE ON HHE PARE oF HHiRD PaARITES Sucy as
Non—stdde  actors” ENCRYPHON, @S @ deciNology Hat PRotEcts  comMUNiCations  anp
CORRESPONDENCE FRoM ORBIHRARY TNIERFERENCE, SHOULD BE L@WFUL OND AccesSiBLE +o iNpivipual
VUSERS.

Tie Riqut +o Communicate ANONYMousLY

Free EYPRESSION ENCOMPASSES @ RiGHE +0 COMMUNTCE  GNONYMOUSLY. ANONYMHY iN
comMuNTcations is critical +o HiE RiGHE fo EYPRESS Political BeLieFs, anp fo seek anv iMPar}t
INFORMBHON witHout FEOGR oF REFRTBUFON. ANONYMiEY HAS SERVED PERSONS wHo wisH o PRovibE
aNoNYMOUs 4Ps o JowRNALISES 0R “BLow HHE WHISHE” ON TMPROPRIEFIES IN HHETR WORKPLACE,
AVHHORS WHO WisH +0 WRTHE UNDER GSSUMED NOMES, OND PARFTCTPAONTS TN SENSTHIVE DiSCUSSTONS, Sucy

‘ THe UniversaL DecLaration of Hman Riquts aFFiRvs N AR¥icLe 12, “No ONE SHALL B2 sugseciep to
ORBTRARY INFERFERENCE Wit His PRIVACY, FAMILY, HoME 0R CORRESPONDENCE.” THE INFERNGHONAL CovENaNt ON
Civit anv PoLitical Rigrts states iN ARIicLE 17, “No ONE sHALL B2 suBsectep 4o ARBHRARY OR UNLAWFUL
INFERFERENCE Wit His PRIVACY, FAMILY, HOME OR CORRESPONDENCE..” THE LANGUAGE oF HHis PRoVISTON 7S BRoaD
ENOVGH 0 ENCOMPASS ONLINE COMMUNTCBHIONS, TNCLWDING ELECFRONTC MATL GNP NEWSGROVP PoSHNGS.

* The ICCPR, arkicLe 17(2), states, “EvErYonE Has HE RiqHE 4o HHE PRoFECHON oF HE Law acainst suel
INFERFERENCE 0R @Hacks.” See also ManFrev Nowdk, UAN. Covenant onv Gvit awe PoLitical Ricuts: (CPR
Commentary (Kens: NP. ENGEL, 1993), PP. 289=290,
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as aN AIDS SUPPoRE GROVP. THE ROLE OF ANONYMOUS SPEECH N FOSTERING FREEDOM OF EYPRESSTON
WwaS ELOQUENFLY DEFENDED HHus:

DesPide ReavERs' CURTosTY anp HHE PugLic's iNFERESE SN TOENKIFYING HHE CREAROR oF @
WORK, OF 8RY, ON UFHOR GENERALLY §s FREE {0 DECTDE WHEFHER 0R Not +0 DISCLOSE HER
FRVE TDENFHY. THE PECTSTON TN FAVOR OF ANONYMIHY MY BE MoHvadep BY FEAR oF ECoNoMicC
OR OFFicial ReFALTAtiON, BY CONCERN 8Bout social ostRACisM, oR MERELY BY @ DESTRE 4o
PRESERVE 8S MUCH OF ONE'S PRVACY @S PosSigLE. WHAtEVER HHE motivation May gg, at
Least N HE FIELD OF LTHERARY ENDEAVOR, +HE INFERESH TN HAVING ONONYMOUS woRKS ENFER
HE MARKEFPLACE OF TDEAS UNQUESHIONBBLY OVMWETGHS ONY PUBLiC iNFERESE TN REQUIRING
DISCLOSWRE 8S @ CONDTHON OF ENFRY.S

ENeryPHioN

ENCODING ELECHRONTE CommUNTCations (“ENCRYPHION"") TS GROWING MORE COMMONPLACE, aND
TNDEED, fS COMMONLY RECOGNTZED 8S ESSENHAL +0 FACILIFAING HHE GROoWHH OF ELECHRONTC COMMERCE,
“SHRONG” ENCRYPHON SOFHWERE, HHBE §s, CobiNg HHat 7S NEGRLY TMPOSSTBLE FOR HHiRD PaRIES fo
DECTPHER, 7S WIDELY BVATLABLE Now 0 iNDIVIDUALS OND BUSTNESSES, WHERE ONCE i+ waS SOLELY VSED BY
GOVERNMENES. ENCRYPHON PRofECES PRIVACY OF CoMMUNICAtioNS, BUE EVEN MORE TMPORFANALY, i
ENGBLES HHE FREE EYPRESSION OF TDEAS OND TNFORMAHION, PARFTCULARLY WHERE +HERE Has BEEN @
RECORD OF GOVERNMEN} SURVETLLANCE GND REPRESSTON. BY GUARGNFEEING PRIVACY OF COMMUNTCAFIONS
aND AUHENFICBHING HHe TRENFTHY OF CoMMUNTCBFORS, ENCRYPHON OLSo ENBBLES FREE @sSociatioN
BEFWEEN TNDIVIDUALS N CYBERSPACE, AN TMPORFANT EYHENSTON oF @ FRapiHioNAL RiGHF IN FHE NEW
CIRCWSHANCES OF GLogaLizatioN.

* EYeErRPIED FROM HHE DECTSION OF HIE U.S. SUPREME CoRE IN MACINARE v. Qlio ELECHNS (CoMMISSToN,
514 US. 33t (1995).

T ENCRYPHON TINVOLVES ENCODING @ +e¥F PRIOR +o +RANSMISSION, FHROVGH HHE USE oF matHematical
LoGarRHHMS, so HHat i+ caN BE REGD ONLY BY HHE SENDER aND HHE TNFENDED RECTPIENE, wHo ORE TN POSSESSTON
oF “keys” Hiat pECRYPE HE ENCODED fEYF AND PRESENF T IN THS ORTGINGL FORM.
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WHTLE HHERE BRE LEGTHIMATE LA ENFORCEMENT CONCERNS HHat Must B2 HakeN iNfo dccownt iN
ONY NaFONBL PoLicy oN ENCRYPHION, FHERE TS No JUsHFICaioN FoR EHFHER BANNING TNDIVIDUAL USE oF
ENCRYPHION OR LTCENSING USERS. ENCRYPHON SHOWLD BE VIEWED 8S @ VEHICLE oF EYPRESSTON LikE @
LANGVAGE; HHE USE OF ENCRYPHION GLONE SHOULD Not SUBJECH AN INDIVIDUAL 0 CRIMINGL SANCHION, Ny
MORE FHAN SHOULD HHE VSE OF ESPERANFO OR SwaHiLi $0 coMMUNTCAHE. INDivibuaLs SHowp Not g
REQUIRED H0 0BHaIN QVFHORIZAFION FRoM HHE QUFHORTHES iN ORDER 40 SEND OR RECETVE ENCRYPIED
COMMWNTCAHIONS, NOR SHOWD HHEY BE COMPELLED {0 PROVIDE N 8GPVANCE f0 LBw ENFORCEMENT
autorHiES dccess 4o KEY RECOVERY OR OFHER MECHANTSMS +Ha$ wolld PERMIE HHE DECODING oF HHETR
CoMMUNTCAEioNs. THESE GRE ALL OvER—BRo@D PoLicies Hjat PENALIZE Law—aBIDING PERSONS.

AssTaNiNG LiasiLi#y For ONLINE Content

THe RiqHt 0 FREE EYPRESSION fS BESH SERVED BY Laws At Focus LiggiLity For sPegey oN HHE
ORIGINGIOR OF HHE OFFENDING CONFENT, RAFHER HHAN ON Tfs conpvit. ISPs po Not Fit NeatLy into
aNY EYiSHING MEDTA PARADIGM OND SHOWD Not BE SuBJECHED +o REGULAIORY stRuctures fHat may ge
SUHGBLE FoR OoFHER HECHNOLOGTES OR MEDA, SUCH 8S @ NEwSPAPER H+Hat CON BE HELD LYGBLE FOR
articLles GPPEARING N T+s PAGES. ISPs dct most of HHE HiME MERELY @S CoNDVitS OF iNFoRMBHiON
(vata carRiERs, Akin fo FELEPHONE COMPANTES), OFFERING HHE FECHNTCAL MEGNS FOR USERS 40 RECEIVE
OND DISSEMINGHE INFORMBHION. IN Most cases, ISPs HavE No kNOWLEDGE oF HHE content ofF Hie
MESSAGES FHEY fRANSMIF, OR EVEN OF HHE WEB STHES HHEY Host—MONY OF wHiCH 8RE REVISED paiLy ey
HER avtHors. THE SHUHION 7S GRQUABLY DIFFERENT WHEN HIE OFFENDING CONFENF 7S CONFBINED N
MAHERTAL OVER wHicH HHE ISP EYERCiSES EDTHORTAL CONFROL, SUCH @S @ PROPRIEFRY OPINTON COLUMNS
OR WHEN HHE ISP 7s MABVE BWARE HHAt OFFENDING CoNENF Has BEEN PosteDd oN @ wes site i Hosts
NP DOES Not REMOVE 1.

To Holp ISPS PRESUMPHVELY LIBBLE For aLL content HHEY Host OR C@RRY wolWd PosE @
REGULAFORY BWRDEN ON PROVIDERS HHat wolld DRAsHicALLY REDUWCE aND Slow HHE Flow OF
INFORMBFTON—IF HHE BURDEN COULD BE CORRIED af ALL. THE (LogaL INtERnEF Ligerty Cavpaian (GILC)
ARQUES, “No ONE €N MONTHOR HHE ENORMOUS QUANFTHY oF NEhWORK FROFFIC, wHicH MaY consist oF

* DinaH PoKemPneR, “BRTEFING PaPer: ENCRYPHON iN HHE SERvice oF Hwan Ricuts,” Avgust 1, 1997,
<HHP://\w.8885.0RG/ SPP/pSPP/ este /BRIEFING/ CRYPH0/DiNaHAHM>.
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HUNDREDS OF HHOUSANDS OF E—MGiLS, NEWSGROVP MESSAGES, FILES, GND WEE Paces ijat Pass +HRowaH
N DOZENS OF ¥} GNP BINGRY FORMAES, SOME OF HHEM REGDABLE ONLY BY PARIICWLAR PROPRIEFARY
fooLs.” Seconp, GILC Points ovt, “ISPs canNot PRoVIDE MBJERTAL TN ONE COUNIRY WHILE BLocking T+
N GNOFHER; sucl @ PISHNCHON would REQUIRE N ENORMOUS NEw fNFRASHRUCHRE ON 0P oF HIE
CURRENY NEFWORK.”

? (QLogaL INFERNE+ Ligerdy COMPAIGN, FEGARPLESS oF [RON#ERS: PROFECHNG HIE Humaw Ficits #o

fReeoom oF EYPRESSToN on MIE GLogdl IWAerne# (WasHinGton, DC: (ENER For DEMOCRACY anp TECHNOLOGY,
Seplemger 1998), PP, 30—31 (ILC 7 @ CoLifion oF oRGANTZAKONS, INCLWiNG Huvan Ricits waken, fat seeks
0 PROMOFE FREE EYPRESSION, PRIVACY, OND OFHER RIGHES TN ONLINE COMMUNICBHIONS. FEGARPLESS oF FRONFERS §S
also 8 <www.GTLC.ORG/SPEECH/REPORT>.



IV. INTRODUCTION

THis REPORY SWRVEYS HHE EVOLVING POLICiES OF GOVERNMENFS iN HHE MipbLe East ano Nor#H
AFRicd aFFECHNG HIE RiGHF OF PERSONS +0 RECETVE OND TMPARY INFORMAETON HHROVGH HHE INFERNEL.
14 gims +o REINFORCE GNP EYPAND ONLINE FREEDOMS Not ONLY BY TDENFIFYING VioLAFioNS oF FREE
EYPRESSTON RiGHES +Hat Have taken PLACE, BU ALso BY PROPOSING—0at @ #iME wWHEN INFERNEF LAws
OND PoLicies GRE BETNG DEVELOPED—SIEPS GOVERNMENFS SHouLd #ake fo PRoFECH GND ENHANCE g
RIGHES OF BLL PERSONS 40 EXCHANGE iNFORMAION AND DEAS FREELY HHRoVGH Hiis mEDiuM,”

" T INFERNEF 7S 8 WORLDWIDE NERWORK. OF COMPUIER NERWORKS A+ PERMIES GNY fwo COMPUIERS N HiE
System 4o EXCHANGE vata vid suc MEans as ELectRonic aiL ("e—maiL"), HHE WoRLD WiDE WEE, NEWSGROVPS
(eLectronic “BULLEHN BoaRDS”), FILE 4RONSFERS, OND REOL—FIME “ciat Rooms.” WHEN VSED iN s FasHion,
“INterne” s capifaLized; “INFERNEE N LOwWER—CASE REFERS +0 @ Locdl Nehwork ofF comPuigrs Huat
COMMWNTCFE Wit ONE ONOFHER USING @ COMMON COoMMUNTCatioNs Protfocol.

" Tiis report BUiLbs oN HHE FiNDiNGS oF Huvan RicHis wWatel, “SiLencing Hig Net: Tie Tireat o
Fregvom of ExPression ON-LINg,” A Human Ficits wotey RePor%, vol. 8, No. 2, May 1996: anp Human Rigrts
Watel, “ELEcHRiFYING SPegci: New Communications TEcHNoLogTEs anp TRaviHionaL Givil Liserties,” A Hman
Ricuts wetcy RePor%, vol. 4, No. 5, JuLy 1992,
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IN @ REGTON WHERE $0RFURE 7S COMMONPLACE OND FREE ELECHioNS HHE EYCEPHON, HHE TSSUE OF
INFERNEF SPEECH MAY SEEM Low ON HHE HUMAN RiGHES AGENDA. [+ MaY also aPPEAR 4o BE aN ELiHist
CONCERN N COUNFRTES WHERE fLLT{ERACY 7S RAMPAONE aND HHE cost OF @ PERSONAL CoMPUIER aND
PERHAPS EVEN 8 FELEPHONE 7S BEYOND HHE REACH OF MoSt HoVSEHOLDS.

But 4 fs BRGUABLY N LESS—DEVELOPED OND iN MORE REPRESSIVE COUNFRTES HHat fHe INFERNEF
€aN Have HE Greddest MPact. WHEREVER 74 s dccessiBLe, HHE INFERNES HAs PROVIDED DRAMAHC NEW
PosSiBILIHES FOR PEOPLE +0 0BYATN OND EYCHANGE iNFORMAFiON LocaLlLy anp INFERNAFIONALLY. [+ Has
BEEN HOTLED BY MONY 8S @ FORCE FOR ERODING AUHHORIHERTAN PoLitical contRoL anD GiDING
PARFICTPAFORY DEMOCRACY.

As He First FRWY “Mass” mebiwM, ONE HHAF 7S NHERENILY OPEN OND DECENIRALiZED, HE
INFERNEF €N ENGBLE ANYONE 0 RECETVE AND fo DissemiNgte aLternatives 4o state—contRoLLED
INFORMBFTON 8t @ Low €ost. WHILE FEw INDIVIDVALS aND GROVPS HAVE HHE MEANS 4o PUBLISH Books oR
NEWSPAPERS, MAKE @ Film, 0R Q7R @ RAVi0 OR FELEVISTON PROGRAM, ONY PERSON with dccess 4o a
PERSONOL COMPUIER 8ND MODEM CAN COMMUNICAHE wit 8 HUGE TNFERNGHONGL GUDTENCE. A CONNECHON
to HEe INFERNEY CON INCREGSE Access 4o INFORMAFION TN LESS—DEVELOPED COUNIRIES BY PUHING
WiHHIN E8SY REACH ONE OF HHE wWORLD'S GREAF REPUSTHORIES OF INFORMAFION, MUCH oF i FREE OND
CONFINWOUSLY UPDRHED, aND BY MAKING HHAF INFORMBHION MORE EASILY MONAGEABLE AND fRANSFERGBLE.

Svey BENEFi4S Do Not DEPEND ON @ LARGE NWMBER OF PERSONS HAVING HIE MEANS {0 PURCHasE
HHETR owWN EQUIPMENT N INFERNEF BcCounts. A GOVERNMENF Policy oF MBKING CoMPUIERS AvaiLasLE
fo HE PuBLic 8t LTBRARIES, SCHoOLS OR COMMUNTFY CENFERS, OR +HE PRESENCE OF PRIVEHELY RUN
“INFERNE} COFES” 0R “cyBErcaFEs” (SHoPs OFFERING HE PUBLIC FEE—FOR—USE INFERNE} BCCESS), €an
HELP 40 DEMOCRBHTIE VSE oF HHE INFERNEF EVEN TN RELGHIVELY PooR COWNFRIES.

IN LiGHt oF HHe INFERNEF'S vast PoFENETAL FOR EMPOWERING PEOPLE 40 EYERCISE HHE RiGHF 4o
FREE EYPRESSTON, SOME HAVE ARGUED FHat GOVvERNMENTS HAVE AN FFiRMAtIvE cBLiGatioN fo FaciLitate
INFERNE} BCcESS FoR OLL SEQMENES oF HHE POPWAtION ON FERMS OF NONDISCRIMINGEION. SOME Have
aLso confenpep Hiat HHe INFERNEE €aN STONTFiCaNILY Bssist GOVERNMENES TN ENBBLING citizens fo
EYERCTSE HIE RiGHE, WoER aRficLe 25(8) oF HiE INFERNGHONGL CovEnant on GVl anb PoLikicaL
Riquts, “fo +ake PaR+ N HIE conbuct oF PuBLiC BFFATRS, DIRECHY OR HHIROVGH FREELY CHOSEN
RePRESENIAFIVES.” THE EYERCISE OF HHis RiGHE iS ENHONCED BY PRoVIDING ciffzEns dccess fo aLL
PROFF NP EFFECHVE Lows, FRANSCRIPES OF PARLIAMENIERY DEBAIES, AND OHHER INFORMAFON RELEVAN
o civic aFFaiRs. As He (Logal INFernet Ligerty CavPaion (CILC) notes, “IN almost evewry
COUNFRY N HHE WORLD, Most GOVERNMENT INFORMBHION 7S Now CREGHED BY wWORD PROCESSING, MEANING
Hat HE INFORMBEION 7S BLREBDY piaTHizEp.[anp] caN BE RAPTOLY OND TNEYPENSIVELY PUF ON-LINE,
EVEN USING STMPLE (JOPHER fEciNoLogy.””

THe INFERNEY'S Potential condriButoN o DEMoCR@HC anp PaRITCIPatoRY PoLitics s QaiNING
RECOGNTHON. IN His 1998 RePoRt 40 g UN. Commission on Huvan Riquts, He SPecial RaPPoRIER

" RecaroLess ofF FRon#iERs, PP. 7-3.
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INFRoDUCHTON Is

oN HHE PRoMOFION OND PRoFECHON oF HHE RIGHE +0 FREEDOM OF OPINTON GND EYPRESSTON OVILINED HHE
CAse 8QAINSt GOVERNMENF REGUAHION oF INFERNEY GccESS ND CONFENE 8S Follows:

[The New HeciNoLoGTES ND, TN PARFTCULER, HIE INFERNEY, GRE INHERENILY DEMOCRAtiC,
PROVIDE $HE PUBLTC AND INDIVIDVALS witH ACCESS 40 INFORMBFION GND SOVRCES AND ENGBLE
AL fo PARKCTPAIE GcHVELY TN HHE communication PRocEss. THE SPECTAL RAPPORIEWR
dLso BeLieves Hat action 8y States fo IMPOSE ENCESSIVE REGUAHIONS ON HHE VSE OF
Hese HEcHNOLoGTES NP, GATN, PARFICWLARLY fHE INFERNEY, ON HHE GRounps Hiat
CONFROL, REGULAHON GNP DENTAL OF ACCESS GRE NECESSARY f0 PRESERVE HHE MORAL FOBRIC
aN> CULHRAL ToENHHY OF sociedies s PatERNGLisHiC, THESE REGULAFIONS PRESWME o
PrRo{ECE PEOPLE FRoM HHEMSELVES GNP, 8S SUCH GRE TNHERENILY TNcomPatisle with HHe
PRINCIPLES OF HIE woRH| GND DIGNHHY oF £dcH iNpivipvaL.”

INFERNEY cONNECHVIHY §s OF SPECTAL STONTFiCONCE +o €iviL Sociedy. CoMPUIER NEFWORKS FiLL @
“MEDTA GAP” BEIWEEN INFERPERSONOL COMMWNICOfioN FaciLitater BY JELEPHONE, fELEGRAM, aND
LEHERS, GND MASS COMMUNICAFION FACiLitaten ey Ravio, HELEVISION, AN PRINF MEDTA." CoMPUiZR
NEFVORKS €N GQREGILY FACILHAIE SMALL—GROVP PARFCTPAFHON—WIHHIN GROUPS, BEFWEEN GROUPS,

" UNiep Nations Economic anp Social CounciL, “RePort of #HE SPecial RaPPortewr, MR, Agiv Hussain,
svemitep PRSUIN o Commission on Huvan Ricits Resolulion 1997/26" (New York: UniHep Natons, 1999),
E/CN.4/1998/ 10,

" See ANvred Kavanaval, IE Sucial (oN#RoL of TECHNOLOGY iN NoRH AFRICE: INFORMBON in HHE GLogaL
Feonomy (WeskPort, Connectieut: (Reenwoob, 1999), P. 5.
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OND BEFWEEN GROUPS aND HIETR CONSHHVENCTES—AND FHUS HELP f0 STRENGHIEEN HIE FORCES OF Civil
Socedy. MaNY HUMAN RIGHES 0RGANTZA4TONS HAVE EMBRACED HHE INFERNEF @S @ MEANS OF EYCHANGING
INFORMBEION QUICKLY aND CLEBPLY.” (RoVPS iN HIE MiboLE Edst and NorHH AFRICA HAVE PROVED No
EYCEPHON fo His +Renp.”

IN PREPARING HHis REPORY, Huvan Ricuts WateH sent @ WNTFoRM LEHER 40 HE GOVERNMENTS OF
Morocco, ALaerTa, TuNisTa, Ligya, EqyP4, ISRAEL, +e PALESHINTAN AUVHIORTHY, LEBANON, JorpaN, SYRA,
IRae, Kuwaid, e Unitep Arag Emirates, Sawi Arasia, Gatar, Oman, anp YEMEN. IN Most instances,
Hie LEHER was SENt +0 MORE HHON ONE OFFicial BPPRESS, OND FOLLOWED UP witH PHONE cdLLs oR
Faves. THe LEHER coNFAINED @ SERTES oF QUESHONS 8BouH INFERNEF Policies. 1 §s REPRINIED N
APPENDTY B, WRIHEN RESPONSES WERE RECEWVED FRoM HHE GOVERNMENES oF JorpaN, TINTsia, YEMEN,
an> [RAQ. THE GovERnMENFS oF Morocco, Kundit, Gatar, anv HHe Unitep ARAE EMRAFES FURNTSHED
LiMitep iNFoRMAEION 8BouE HHE INFERNEY N HHETR couNRiES. ALGERTE, BaHRAIN, Ligya, EQYPY, ISRaeL,
LEBANON, SYRTA, Saw§ AraBia, anb OMAN PROVIDED No GNSWER WHATSOEVER; HHE PaALESEINTGN AUHORTHY
BCKNOWLEDGED RECETPE oF Human Ricits WateH's LEHER gut bib Not RESPOND o Tts content.  THE
OFFicial RESPONSES Ho HE Hluman RicHts WateH LeHER HAVE BEEN EYCERPHED BELow IN HHE COUNIRY
PROFiLES SECHiON OND REPRINFED IN APPENDTY (.

Tie CountRY PROFILES SECHON oF His REPOR} DESCRIBES GOVERNMENY Policies aFFECHING
ONLINE FREEDOM OF EYPRESSION N EiGHF COWNIRIES. AS HE FiRst stwy of Hiis sugsect gy Human
RigHts wWatew's Mioole East anv NorfH AFRica bivision, fiis REPoRE 7S 8Y No MEANS @
COMPREHENSTVE SWRVEY OF ONLINE EYPRESSTON TSSUES TN GNY ONE COUNFRY OR iN +HE REQION @S @
WHOLE. WE HOPE +0 EYPAND OUR INFORMAHON BASE aND f0 KEEP i# UP—+o—DAIE, ND WELCOME QUERTES
aND comMMENES SENt 400

B A vsefuL RESOWRCE s SHEPHEN A, HANSEN, GEAING ONLINE For Hman Ricifs: Frequently Askev
QEstions awe AnsweRs dsovt UsING' #E INERNEE in fHman Ficuts work (WasHinaon, D.Ci AvERTCAN
AssociaFioN For HE ADVANCEMENF oF SciENce, 1998). THe FULL 4ey} oF HEE PRINFED VERSTON €ON 82 Founp ot
<HHP://SHR.808S.0RG/ ONLINE/ COVER Him>,

* See Naney (aLLacHer, “MiooLe East anp Nor#H AFRica Human Riquts Activism iN (YeErsPace, MibpLe
East SHwies Association BULLEFiN, vol. 3], NO. 1, Juy 1997,
<HHP://WIFP.aRIZOND.EDV/MESASSOC / BULLEFIN/ GALLEGHHIM>.
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V. THE INTERNET N THE MIDDLE EAST AND NORTH AFRICA:
A CAUTROUS START

THe MivbLe East anp NorHH AFRTCA 7S ONE OF HHE MoSt UNDER—REPRESENIED GREAS OF HHE WORLD
iN FERMS OF PER COPTHA INFERNEF CONNECHVIHY. IN @ REGTON WHERE NEBRLY EVERY GOVERNMEN'
CENSORS OR PUNTSHES SPEECH cRiFicaL of HHE QuiorTHES,” HHIERE caN Be LiHLE povet fat INFERNES
GRowHH HAS BEEN SLOWED BY HHE FEGR GMONG HHoSE TN PoweER HHat pEMocRAtiZING INFERNEY dccESS
WiLL UNDERMINE SHAFE CONFROL OVER INFORMBEFION. Sawi auttori+ies statep BLUNELY DWRING 1992 +Hat
HHe coNFINVING DELAYS TN OPENING HHE INFERNEY 0 PuBLic dccess were P fo HHE SEARCH FoR @
system 8Y wHicH auvtoriHiEs coulb BLock HHE FLow oF “UNDESTRABLE” TNFoRMAtiON.

But aFfer @ stow start, HHe SPReEdD oF HHE INFERNEF iN FHE REQTON HAS AcCELERAFED OVER HHE
Last FoLR YEARS. PRo—INFERNEF FORCES wWitHIN GOVERNMENES OND TN HHE BUSTNESS, GCavEMic, aND
RESEARCH COMMUNTHES, WisHING fo KEEP CURRENF GNP GLOBALLY CoMPELTHVE, HAVE PUSHED FOR EASTER
dccess +0 ONLINE Data aND CoMMUNTCA4iONS.

As oF May 1999, everY couNtRY N HHE REQION EYCEPE [RAQ ONd LiBYA HAP SOME FORM oF
INFERNGHTONGL CONNECHiVitY. MEMBERS N 8LL OF HHESE COWNERIES EYCEPE SYRT could connect fo
e INFERNEH TN SOME FasHion vid LocdL INFERNEF SErvice Provivers (ISPs).

" For coUNtRY—BY—COUNFRY COVERAGE OF PRESS RESHRICHONS, SEE HIE REGWARLY UPDAIED REPORES oF HIE
Commitiee To  Profect  JowrnaLists (<www.d>s.oRc/cOVN¥K~/s¥a4vs>), Reporiers  sans  FronFiEres
(<itwiRSF RS ), HuaN RiGHES WatEH (<ivivivHRw0RGS), anp HE US. StHate DEPaRIvENt's (oY ReForts on
Homaw Ficwts PRaCHCEs (< SHIHEGOV// i/ GLOBAL/ HWMBN_RIGHFS/HRP_REPORES_MATNHP HMLS ).

" AN ISP 7S @ coMPaNy Hat PROVIDES INFERNEF BCCOUNES, CONNECHIONS, BND SERVICES 0 iNDivibuaLs
aND/OR BUSTNESSES.
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At gt Fime, HERE WERE ON EstiMafep 990,000 PERSONS “oNLiNE” N fHE MivpLe Edst,
INCLWDING [SRAEL BUF EYCLWING NoRHH AFRicd, 8ccorDiNG +o Nd, @ DUBLIN—BASED NFORMAEION
fecunotoay Firm (see FagLe i APPENDY A).” IN 8 Least Fowrtgen coundries (Moroceo, ALaeria,
Tunisia, EQYP4, [sRaeL, e PaLEskiNiaN SELF—RULE GREdS, LEBANON, Jorvan, Kuwait, BaHRaiN, GataR,
lRan, OMaN, anp e Unitep ARde Emirates) cyBercarés GFFoRvED HE PuBlic dccess 4o Hig
INFERNES FOR N HOWRLY Feg.”

Tie ARGE PRESS ViDLY FoLLows INFERNE: NEWS, GNP CONFERENCES ON HIE INFORMABEON
REVOLVFION HAVE BECOME COMMONPLACE iN HHE REGTON. For EYAMPLE, SYRia—wHicH Has Yet 4o dllow

¥ Nua's SWRVEYS, BF <wivw.NU.TE/SURVEYS/How_MONY_ONLINES, BRE REGQULARLY UPDa#eD. [fs MipbLe East
SURVEY DRAWS HEQVILY ON TNFORMAHON coLLECHED BY ANOFHER coMPaNy Based iN HHE UNifep Arag Emirafes, HHE
DagsacH INFORMBFON TECHNOLOGY (ROVP (<iiivwdTENEFS ), NU@ caukions HHat HHE SURVEYS ARE TMPRECTSE.

* WHEN ViSHED ON MaY 12, 1999, HIE WEB SHE <iwNEFCAFEGUIDE.COM> PROVIDED @ NONCOMPREHENSTVE
List oF FiFty—HiREE CYBERCOFES iN HHE MivoLe East ane Nort AFRica. For @ PROFILE OF fHE First CYBERCOFE
o oPeN N [RaN, seg Mike THEopoLov, “THE IMaMs ARE WRESHLING with HHE INFERNEF IN HHE BaHLE For NaFoN's
Yowa Minos,” 752 7mes (Lonoon), APRIL 17, 1999, ano CHRistoPHE bE RoQUEFEVIL, “IsLam oN Ling EF
croissants,” LigErRdtion, Decemeer 10, 1993, ON HHE FiRsH cyBERCAFES TN ALGERTA, see CHERTF Quazani, “Bag EL
Wee Ciy,” JEWE AFRiqUE, Avgust 4, 1993, For @ coMMENFARY BY @ YEMENT JOURNALTSH DECRYING HHE BBSENCE oF
CYBERCOFES N HHaF COUNIRY, SEE WALiD aL—SaqadF, “low o UPGRAvE Use oF e INFERNEL,” Yemen Jies,
FEBRVARY 1, 1999, <wiwiw.YEMENFIMES.CoM/99/iSSO5/4ECHNOMIMS,
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INFERNEY Access fo e PuLic—Hostep HE “Seconp AL—SHaaM INFERNGFTONAL CONFERENCE ON
INFoRMAEiON TECHNOLOGY” iN Damascus SN APRIL 1999.” ANOHER TNDICakioN oF INFERNEE GRowHH 7S
HHe PuBLicafioN iN 1998 oF @ coMMERCTAL YELLOW—PAGES, HHE MDpLE Edst INFERNES DiRECHoRY: A
COMPREUENSTVE (UioE o MipbLE East wee StHes (<utip://MivpLeEastDirRectory.coms ).

THE FOLLOWING EYOMPLES DEMONSIRAIE How HHE INJERNEF 7S EMPOWERING cHiZENS aND
NONGOVERNMENFAL FORCES, OND ERODING GOVERNMENI—TMPOSED CONFROLS ON HHE FLow OF TNFORMABHON:

®  TUROWGH E—MOIL GNP WEB SHES, HWMAN RiGHIs orGaNTzations N EqyPd, HiE PaLestiniaN
FERRTHORTES, AND ELSEWHERE DISSEMINGHE TNFORMBFION FOR MORE EFFECHVELY $HAN EVER BEFORE,
DESPHE HHETR MODESH RESOVRCES aND LiMitep dccess +o g Local Mepia.”

T “SyraN CONFERENCE CALLS FOR WiDER INFERNEH Access,” Revters, May 1, 1999.

* See (aLLacHer, “MivvLe East anp Norh AFRica Human Richts Activism iN CyBersPace” ano Degoran
WHEELER, “IN PRAISE oF HE \iRFuaL LiFe: New Communications TEcinoLogies, Human Riquts, DEvELOPMENE, anp
HHe DEFENSE oF MivbLE EaSHERN CULFRAL SPACE” <pwiniv CWRLVIEYES.EDU/ ~MONTHORS/ 1.1/ \WHEELER /INDEY HIML>, THE
WEB SHE ON wiicH Hilis aRFicLE GPPEARS 7S ENFHLED MonifoRS: A JOVRNBL oF Himan Ficts ane TECHNOLOGY.
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®  /Ragic, ENGLisH, N> FRENCH NEWSPAPERS #Hat HAVE BEEN CENSORED iN EQYPH, ALGERTA anD
JoRPAN HAvE PostED HHIETR BANNED STORTES ONLINE, WHERE Locdl NP iNFERNGHONGL READERS CaN
ViEw FHeM. SHoRTES HHAt NEWSPAPERS PECLINED +0 PUBLiSH, DUE 40 PoLifical PRESSURE 0R 0FHER
FACIORS, HAVE CIRCULAIED wWiDELY ON HHE INFERNEE.” WHEN PRIVAJE DATLIES IN ALGERTA WENF ON
strike iN Ocdoger 1998 fo PRotest PRESSWRE FRom SHME—RUN PRINFING PRESSES, FHEY
PUBLISHED BULLEAINS DALY ON HHE WEB $0 MOBILIZE SUPPORY FOR HHETR cause.”  INFERNES—BASED
oRGONIZAFIONS Like HE Diaiol Freevom Network (<wwwaoPnora>) HOVE Been waking
CENSORED MOHERTALS GVATLABLE ONLINE. DVRING 1998, +HE DFN Postep arficles Hijat Hav BeeN
BANNED BY aUhoriHES iN EQYPE, Mavritania, Tunisia, ano TURke.

® AL—Qws AL—ARGET WS BANNED FRoM ENFERING JoRDAN oN MaY 19, 1998, THE LoNpoN—88SED aiLY HIEN
took. out avvertisemEnts TN JORDANTON NEWSPAPERS DIRECHNG REGDERS 40 S ONLINE EDTHON af
S BLQUPS.CoK>, WHEN EGYPHTAN CENSORS EYCiSED aR¥TcLES FRoM HE Nicosia—Based MipLe East Times,
REQPERS CoUD ViEw FHE CENSORED Material at HHE wEB STE oF fHE ENGLISH-LANGVAGE wEEKLY,
<WiWwWMEFMES.CoM>. IN ALGERTA, JoVRNALiSHS @ HHE MUCH—CENSORED L@ NAFioN wWERE BBLE 40 Post aN Epion
OF HIE WEEKLY 8% HIE wEB STHE oF RePortERS sans FRONHERES, 8 FRENCH FREEDOM OF EYPRESSTON ORGANTIAFON,
FIER L3 NoHion €LosED S DOORS IN 1996 (<uwwiRSF.FR/CENSURE/DaTiER0/INDEYHIMLS ),

A wRiHER aF HIE ALGTERS—BASED FRENCH-LAONGUAGE DALY EL—WAFAN WROIE, “SENDING oVt via g
INFERNEF SPECTAL EDTHONS OF HHE MBIN PRIVATE NEWSPAPERS, wHicH HAVE BEEN ON SHRTKE FoR fEN paYs, Makes
i Possigle fo HORGEF @ REAPERSHIP fHat Follows wHAt is HAPPENING SN ALGERiA. NEFSURFERS, MosiLy
ALGERTANS wHo GRE DISPERSED FHROVGHOUE HHE wWORLD, €N READ iN REDL +iME TNFORMAHON FHat s PPRESSED fo
Hem. THis PECTSTON, MADE DELTBERAHELY BY EDHORS WHO PENOUNCE $HE PoLifical PRESSWRES 8Y HHE autHoriHies, is
a First. THE WORLD WiDE WEB 7S BECOMING TNDISPENSABLE. “L@ PRESSE LigRE SR LE we,” Octoger 27, 1994,
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GiH71ENS oF ARBB COUNIRTES HAVE DEBAED AND CONVERSED witH ISRAELTS IN “cHat Rooms” anp
oFER ONLINE ForUmS af @ FiME wWiEN T+ S DiFFicWLt oR TMPOSSTBLE For fHEM o Have Face—
fo—Face contact, HELEPHONE CONVERSBHONS, GND Postal CORRESPONDENCE, DVE o fRAVEL
RESHRICHONS AND FHE BBSENCE OF PHONE OR MATL LiNks BEFWEEN Most ARAB counNtRiES aNp
[sRaeL.

MOROCCANS €N FIND CoPious iNFORMBFON Postep oN HIE WeE 8y HHiE PoLisario FRont anp
OHIERS WHo CHALLENGE HE OFFiciaL MoRoccaN LINE oN HHE WESTERN Sanara (seg, For evamPLE,
SWWWABRSO.0RGS ). SUCH INFORMAFION 7S ETHHER NONEYTSTENF OR ONE—STDED IN HHE LOCBL NEWS
MEDTE, BookSHOPS, OND LiBRARTES.

ALGERTAINS €aN visit NWMEROUS WEB STHES MOUNIED BY [sLamist GRouPS fHat GRE BANNED aND
HAVE No LEQAL PUBLICAHONS INSTPE ALQERTA, INCLWING fHE FRont IsLamique pu SaLut (<uww.
FiSALERTA.0RG>).”

AN ARE (oY aNp LESBIAN wEB SiHE (<iiww.GLES.0RGS ) caters o PEGPLE wHo, TN MONY ARaB
CoWIRiES, HavE FEw PLAcEs +0 Go +o oBHAIN INFORMAFION PERIAINING fo HHETR SEYVAL
ORTENFAEION.

THE WoRLD WibE WEB, witH T#S ONLINE NEWSPAPERS anp Rabio aNb TV weEBCasHinG, Has
PRAMAHTCALLY ENHANCED HIE DIVERSTHY OF NEws GVATLABLE fo PEOPLE SN Hig MivoLe East. (So
HAVE HHE TMMENSELY POPLAR ARGETC—LANGUAGE SAMHELLHE JeLevision stations.”) THE crance s
ESPECTALLY MARKED FOR HHOSE LiVING iN COWNIRIES WHERE FOREIGN NEWSPAPERS 8RE ETHHER
UNBVATLOBLE, EYPENSTVE, OR OVF—0F—DB+E WHEN FHEY BRRIVE.

Most countries +1at HAvE ALLowED INFERNEY dccess Have F0LERGIED FREER EYPRESSTON ONLINE

Han §s PERMIHED IN HHE Local News MEDTa. Kuvait, Morocco, ALGERIE, EqYPY, Jorpan, anb LEBANON

* ON ALgeria, see CHRistoPHe Lageé ane OLivia Recasens, “INFERNE+ DONNE LA PAROLE aw ALGERiENS,”

Le Monpg, MareH 22, 1999.

* See Jon B. ALIERMANN, ABiy MEDiG, New PoLiticsT [Rom SGteLLHE TELEVISION Ho HIE INFERNEF iN HHE

Arae worto (WasHinaton, DC: THE WasHinGfon INsFHUIE For Near East Poliey, 1998).
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Have aLL PerRMitHED RELAHIVELY UNFEHERED ONLINE SPEECH FOR +HE HHOUSONDS OF USERS N EdCH
coWNFRY, EVEN @S HHEY ENFORCE PRESS LAws aGaAINSt PRINF  PeERiobicals fHat PusLisy
“oBIectionaBLE” materjaL.

THe EY4ENt OF INFERNEY CONNECHVIHY TN @ COUNIRY §S DEFERMINED BY MANY FACHORS TN @vpition
+o GQoveRNMEN} PoLiciEs $owdRD FREEDOM OF TNFORMBITON ND EYPRESSTON. THESE INCLWE g
AFFORPABILIHY +0 HHE PuBLic oF coMPUER EQUIPMENT AND OF INFERNEY 8NP PHONE CONNECHiONS, OND
He stade oF @ countRY's JELECOMMUNTCAETONS NFRASTRUCHRE, INCLWING SucH aHRiguies ds fHE
NUWMEBER OF FELEPHONE LiNES PER cGPiHa” anp HHE TNFERNGFONAL CONNECHON'S BANDWIDHH.™

7 For couNtRY—BY—COUNIRY statiskics oN JELEPHONES aND coMPUERs, see THE WoRLD Bank, WoRLP
DeveLoPmEnt REFuRE: KnowlebGE For DEveLorment, 1999/99 (OvPorv: QxForD UNTVERSHY PRESS, PUBLISHED FOR
e WorLD Bank, 1999), PP. 226—227,

* Banowivh 7S HHE aMOUNF OF pata FHaF CaN FLow OVER @ NEhwORK TN @ FIYED aMowt oF HimE. “Low
BANPWIDHH MEANS SLow, EVEN EYCRUCTAFINGLY SLow, CONNECHiONS $0 HHE INFERNEY wHicH MAHER MORE witH fie
MORE GDVANCED USES sucl as HIE WORLD WiDE WEB, ESPECTALLY UNDER 8 WIH—PRiCiNG ReqivME [7£, @ slow
BANPWIDHH Wikl REQUIRE LONGER ONLINE #iME +0 PERFORM HHE SOME +asks, #Hus HIKING costs FoR USERS wHo PaY
FoR HIETR PHONE SERVICE BY +iMe seaMents]. THE WEB §s oPHiMizED FoR piReEct connECHoN +o HIE INFERNES
sued 8s HROVGH @ UNTVERSTH OR CORPoRAIE NEhWORK. THE MORE MULHIMEDTA T+ BECOMES, witH GRaPHics,
ONTMBEION, SOUND, EVEN VIDEO—CONFERENCING, HHE GREGHER THS BANDWIDHH DEMANDS. So HHE Low BANDWIDH N
MivbLE Edst Locdal services ane HHE HiGH cost oF INFERNGFHONAL FELEPHONE caLLs cHaRGED BY MipbLE EastErN
teLECOMMINTCAFToN VHTLTHES DISCOVRAGE WEB USE, wHiCH 7S RARER TN FHE REQTON #HAN E—MATL GNP DiSCUSSTON
aRoWPS.” JoN ANPERSON, “THE INFERNEF anD HE MiopLe East: CommeRrce BRiNGs Reqion ON—LINg,” MipLe Fast
Execufive FePorfs, vol. 20, No. 12, DECEMBER 1997, </\wwW.GEORGEFOWN.EDV/RESEARCH/BRABIECH/MEERGT.HiM>.
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IN Most CoUNIRTES OF $HE wWORLD HHat HAvE kNowN RAPTD INFERNEF GRowHH, HHE PuBLic sector
HAS PLAYED @ RoLE BY, GMONG ofHER HHiNGS, BUILDING “BACKBONE” FELECOMMUNICHTONS NEFWORKS,
PROVIDING INTHAL FUNDING, REGULAHIONS, GNP SEANDBRDS, OND BY ENCOVRAGTING PRIVAHE INVESHVENT aND
coMPUIER LiHERACY.  THus, GOvERNMENTS fHat FAVOR DEVELOPMENY oF HHE INFERNEF must apopt
GFFiRMOHIVE PoLiciEs, aND Not STMPLY REFRAIN FROM CENSORSHIP OND RESHRICHNG dccess. Few
GOVERNMENFS iN HHE MiboLe East anp Nor#H AFRCA HAVE EMBRACED Sucl N APPRoACH. THE REBSONS
NCLUDE COMPEFING DEMONDS FOR SCARCE SHBFE RESOWRCES, FEAR OF LOSING CONFROL OVER
INFORMBFON, OND @ DESTRE 40 PROFECH MONOPOLY PROFiES oF SHAE FELECOMMUNTCAFIONS coMPaNiEs.”
(Hak.e LauricHi, PRESTOENT oF HHE TNPEPENDENT INFERNEF Association iN Morocco, statep Hat wHiLe
Hie MoROCCAN GOVERNMENY HAP No EYPLICH Policy oF CENSORING OR RESHRICHNG dccess to HE
INFERNEY, TS GRowHH HAD BEEN STUNFED BY UNFATR GpvANFAGES ENJOYED BY HiE sttE—coNtRoLLED
feLecommnications comPany [HissaLat aL—MagHRie iN TS comPedition witH PRivate service
PROVIDERS, BLONG with HHE GOvERNMENF'S FATLWRE 4o Epucate Hig PugLic agout HE INFernet.™

THE Locdl PRICES oF COMPUER EQUIPMEN} OR SERVICES aLso DEFER INFERNEE VSE N MANY
COWNFRIES OF HHE REGTON. THOSE PRiCES May REFLECH GOVERNMENY GHTFWES fowaRp POPULARIZING
INFERNEF USE, NSOFBR @S HHoSE PRiCES GRE SE+, $aYED OR SUBSTDIZED BY HHE GovERNMENE. THROVGHOUH
HHe REGTON, INFERNEF OND ELEPHONE costs GRE MORE EYPENSTVE FHAN FHEY GRE, FOR EYAMPLE, iN HHE
UNi4ep States. THeY GRE EVEN MORE CoSELY wWHEN PREVAILING MEDTAN TNCOME LEVELS GRE fakeN into
CONSTOERAFION.

ANoHER Factor INHIBTHING INFERNEE GRowHH TN HHE REGTON S HHE CONFINVING DOMINGNCE oF
ENGLiSH-LONGVAGE ™MaferiaLs. ALfHouGH +HE VOLUME oF MAtERTAL TN ARBBIC iS GROWING anb HHE
ARBETC SOFhWARE BVATLABLE FOR BROWSING HHE WEE S IMPROVING,” VSERS wHo po Not sPEGK ENGLISH
REMATN 84 @ DiSAPVANFAGE TN HHETR GBTLHY +o dccEss oNLINE RESOWReES.” FRENCH sPeakers, sucy as

7 ON HHE OFFEN REGRESSIVE ROLE OF FELECOMMUNICAHON MONOPOLTES, SEE Mulammap ARJF, “AL—mustaceaL
L§ HAKF L—INFERNEF ELERHT YapkuaL AL—mantaqa aL—'araB7yYa gi—HatiR,” (“THe PURRE oF INFERNEF Lines Hat
ORE CAUHOUSLY CoMinG o HE ARBE worLY”), aL—Havaf (Lonbon), JUY 6, 1998, anp Davio BuHer, “TELecoms
ReForm Takes g Leav,” MibpLe Edst Economic Dicest May ¢, 1998, PP, 2—3.

® NFerviEw, (AsBLANCA, APRIL 30, 1993, GNP E—MEIL CommNication FRom Ladricii +o Huvan Ricrts
Watel, May 12, 1999.

* Tie Fact HHat, INFHALLY, Mucl oF HHe ARaBic MAtERTALS FHAt WERE PostED ON HHE WEB WERE Postep ds
GRAPHiC FiLes RAHHER HHAN as eyt FiLes meant fHat FHeY piv Not Lenv fHemseLves fo feyd SErcHEs, @ key
OVANFAGE OF HANDLING CONFENE ONLINE.

* SWRVEYS OF HHE PRESENCE oF LANGVAGES ON HIE WEB Nbicafe fHat MatERTALS TN ENGLISH Bccount For
MORE HAN 90 PERCENE OF CONFENF, ALHHOVGH HHat DOMINANCE SEEMS +0 BE DECLINING. SEE, FOR EYAMPLE, “Weg
Lancuaces i+ Parave,” Jung 1997 (<uHP://BagELALis.com:3080/ PALMARESENMIMLS ), COMPILED BY HHE BageL
TEam, @ JoiNt INHIAHIVE oF ALis TECHNOLOGTES aND HHE INFERNEF Sociedy. ARagic MateriaL accounts FOR oNLY
@ +iNY FRACHON oF HIE REMATNDER. SEE “EYPER} (ALLS FoR PRoMOFION OF ARGBIC ON INFERNET,” YiNHUA NEWS
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MANY Nor#H AFRiCANS, HAVE dccESs 4o STONTFICONILY MORE MAtERTALS HHAN Do MONOLINGVAL ARdBic
SPEAKERS.

SOME SoCTal FORCES HAVE VOTCED HosHLHY 4o HHE INFERNEF 0R 4o THs AvaiLagiLity o +He PusLic
ot LargE. LeqisLators iN Kuwdit, [SRAEL AND ELSEWHERE HAVE PENOUNCED HHE INFERNEY @S @ HHRedt
$o Local cULHWRE, MORALS, OR RELTGTOVS SENSTBILTHES. IN [RAN, HHE CLERTCAL MONFHLY SuBH CALLED FOR
@ gaN oN FHE INFERNEL®

AGENCY, DecemBER 30, 1999,

* NeiL MacFarauiar, “With Mivep FeeLings, [RaN TiPtoes to Hig INFERNEY,” THE Naw York Times, OctoBer
8, 1996.
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GoverRnMENSS aND HHIETR SUPPORIERS HAvE SOUNDED Hijese Hiemes fo SUsHPY @ Go—sStow,
PaternaListic aPPRodcy fo BLLowiNg PuBLic dccess fo Hie INFERNEL, For EYaMPLE, Hie SPokesMaN
oF Hle SYRIaN ComMPUIER Sociedy, wiich fs claiRep 8y HHE SoN oF PRESTENt HaFer aL—Asav, was
Quotep s saying, “OR PROBLEM is..wE ORE @ FRADITONGL SOCTERY ND WE HAVE to kNow iF HHERE s
SomeHING HHat caNNot Fit witl OVR sociedy. We Have fo make i+ sare.”

SMILAR ARGUMEN}S HAVE BEEN MODE BY Saubis. SALEH ABDULRAHMAN aL—'ADHEL, HE HEDD oF HE
King ABouL—Aziz CHY For SciENCE anp TECHNOLOGY (KACSﬂ, REPORIEDLY stater fHat HHE INFERNES
PRESENTS “ON TMPOREANT SERVICE SN RELAYING OND DiSTRIBUFING SNFORMBFiON BUF ALso Has @ NEGative
SIOE At conPLicts with oVR Farhl O oW ARGB Musim fRabHioNs.” THE cHaiR of HHE Sawi
JECHNOLOGY CoMPANY SiLkINEY, EYPLATNING DELAYS iN OLLOWING Local INfErRNe! dccess, stafep,
"EFFORES GRE ONGOING 40 PROVIDE HIE BESH OF MODERN FECHNOLOGY, WHILE ENSWRING HHat HHis poES
Not CONFLICH with HHE #RADIHIONS GNP CULIWRE oF HIE REGTON.™

* Jack Revven, “INFERNEF ARRIVES iN SYRTE, BUF Not wittlovt LiMits,” Revigrs, JuLy 10, 1998, AN E-maiL
sent gy Human Ricits wWatel fo Hie SCS SEking comment oN HHE REVIERS SHORY WENF UNBNSWERED.

® Associatep Press, May 12, 1997

* “Legry Sawis (et Wirep,” Reviers, May 6, 1999,



A Cavfiovs Start 27

WHILE STHES OF WESTERN ORTGIN SHLL DoMiNGHE HIE INFERNEL, MANY GDVOCHES OF [sLaM anp
[sLamism Have EmBRACED HHE INFERNEF @S @ MEANS oF PRoJECHNG HiEIR messace. OF aLL fie
REGTON'S PoLi4ical oPPosTHON FORCES, [sLaMists ARE AMONG HHE most active oNLINE, FHanks PariLY
{0 8 LARGE NWBER oF comPUWER—Li{ERAME Activists LiviNG N EVROPE anp NorHH AmERjcd. At aN
INFERNGHTONGL MEEFING SN JULY 1998 IN (AR, [SLaMIC 0RGANTZAFTONS aND PERSONBLTFIES vowED Fo USE
HiE NEW INFORMBHON FECHNOLOGTES +0 ENHANCE HiE TMAGE oF IsLam.” THE [stamic Sociedy of Nor#H
AMERTCA SCHEDULED FOoR May 1999 @ CONFERENCE DEVOIED fo VSING HHE INFERNEF “Bs @ fool For
EFFECHVE PRESENFAHON OF KNOWLEDGE ON [SLam” (SEE <iwiSLOMICINIERNES, 0RG>). IN [RAN, N
OFFTCTaL ONNOWNCED TN JUNE 1999 #ijat HHE CoMPLESE woRKS oF e Late AvatoLLad Rudotlad KHomeing
WOULD SOON BE OVBLBBLE ONLINE N VBR7oUS LANGUACES.” A coMPUIER insFHAVIE iN HHE €4y oF Gom
WS PREPARING 2,000 [sLamic iNSHRUCHONAL DocUMENES For PRESENIGHON oN HHE Wes. Tie
iNsHHHUEE’S DiRector, SHETKH ALT Korani, DEFENDED HHE INFERNES FHus: “Many FHINGS HAVE..d DovBLE
NAHRE aND HHE INFERNET §S ONE OF HHEM,” HE EYPLAINED. “You caN UsE T+ iN DIFFERENE wavs. THE
MAiN HING s 4o USE T+ For HHE Goob. ANp @F PRESEN' OWR CLERGY HAVE Not sai> fuat i+ s
ForBipPEN.””

No MipbLE Edst or NoRHH AFRICAN GOVERNMENE, Not EVEN HHE waRiEST, $008Y WiSHES 0 BE SEEN
as ONFI—INFERNEL. SYRTAN GNP SAW] oFFicials AsSURED HHETR CiHZENRY +Hat HHE PUBLTC wWoULD SOON
Have dccess fo HHE INFERNEY, EVEN 8s HHEY INVOKED Social conservatism o SustiFy @ GrapuaL
aPPRodcl. THe oFFiciaL Tisyrin vaiLy of JANVARY 27, 1997 REPORIED HHaH INFERNEH SUBSCRIPHONS

¥ MusaMMED SaLAH, “AL—ATHAR wa BL—JaMa’a% BL—IsLamivya yatanarasan ‘aLa aL—INterned,” (“AL—Aznar
o> HE [sLaMic (RoWP coMPEfE oN HHE INFERNEH) aL—fayat, Juy 28, 1993, Seg dlso “EqyPH's MosLem
avhiorikiEs 4o Launel [stamic wee site,” Acence France—Presse, Juy 1s, 1993,

? “Iran $o Put KHoMEINT'S CoMPLEFE WoRkS ON INFERNEY,” Agence France—Presse, JWNe 1, 1994,

Y “olam,  RaN v FE INFERneR” N INERAckVE  (<iiwvenn.com/WORLD/
9705/22/iRANAECH/INDEHIMLS ), May 22, 1997,
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WOULD BE OPEN {0 HHE SYRTAN PUBLIC iN STY MONFHS, 8CCorRPING 40 @ pisPatcy HHE SAME paY FRoM
UNT#ED PReESS INFERNGHTONDL. TWENTY—ETGHE MONFHS LATER, PRESS REPORFS FROM SYRTA CONFINUED o
Forecast ot PugLic INFERNEF ACCESS wWoULD SoON BE avaiLABLE. IN Sawi ARrasia, A—dz/rd
NEWSPAPER REPORFED ON MaY 12, 1997 #at King Faup Hav agreep iN PRINCTPLE 4o dllow PuLic
dccess. 1 was Not WNHL Janwary 1999 HHat Locdal ISPs wWERE ALLOWED f0 SERVE ORDINGRY
ciHi1ENs—almost FivE YEARS FFER state INSHHIVEONS WERE FiRsH LiNkED fo HIE INFERNEL. THE LonG
wait was Necessary fo “FiNALiZE e fECHNOLOGY NEEDED {0 BAR AccESS fo TNFORMAHON wHicH s
CONFRARY 40 OUR IsLAMFC VALVES GND DANGEROUS $0 OUR SECWRiHY," EYPLAINED HE HEAD OF @ GROUP
SHDYING HIE fssuE 8t Rivav's CHAMBER OF COMMERCE anD iNDUSHRY."

“ Hagie TrageLsi, “Saubis Near ENp of Seven—YEGR Wait To SURF e Net,” Aqence France—Presse, Juby
15, 1998.
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RequLators AROUND HHE WORLD GRGUVE $Hat CURBS ON FREEDOM OF EYPRESSTON ON HHE INFERNE+
ARE NEEDED f0 PRo}ECE CHILDREN FROM HORMFUL CONFENY, PRESERVE RELIGiOUS VALES, SAFEGUARD
LocaL cwLturegs, Profect NatioNaL sEcWRitY, HiwaRE FERRORTSES, GNP STLENCE Racists. IN HHE MivbLe
East anv NorHH AFRica, FEw OFFicials wiLll apmit HHat BLOCKING UNWELCOME PoLitical iNFormatioN
§S AMONG HHETR 0BJECHNVES TN TMPOSING €oNFROLS ON HHE INFERNET. IN FHE PERSTAN GULF COUNIRIES,
NotE seHoLars (Rey E. BUWRkiar: anv SEYMOVR E. (oobMaN, PORNOGRAPHY is “dlmost alwdvs First
MENFTONED” WHEN 7+ coMES f0 wHAt HHE INFERNEE “MaY vo fo NaFionaL, cuLuraL anp RELiGTouS
VALVES.” AMONG 0FHER F0Pics ROTSED WERE “PROSELYHIZING BY 0FHER RELIGIONS OND HHE avaiLagiLity
oF Un—Istavic SNFormation (suen as How to commit su?dmz), He Potential FFECES ON WOMEN'S
RoLes N society, [anp] DiLukioN ofF Local cuLHRAL Norms.” THESE CONCERNS, HHEY WRIHE, SRFACED
“iN HHE PRESS OND TN OWR INFERVIEWS Wit GOVERNMENS, BUSINESS, ACAPEMIC, RELIGTOUS OND PRIVATE
snpfvipuaLs,”!

Sawi ARaBia HAS GoNE FWRHHESE iN DEFINING HHE SCOPE oF wHat kine ofF vata 4 wisHes o
keeP oFF e INFERNEF: THs COUNGIL OF MiNTSHERS TSSUED @ DECREE REQUIRING SERVICE PROVIDERS 4o
REFRAIN FROM “CORRYING oUW any activifies vioLading HHE social, cuLfwral, Political, meDTd,
ECoNoMiC, OND RELIGTOVS vALVES oF HHE Kinabom oF Sawi Aragia.””

UAE. officiats folo Huvan Ricuts watel fHat KEEPING ovt PORNOGRAPHY was HE oNLY
0BIECHVE oF HiE ULAE.S INJERNEY CENSORSHTP REGTME. QFFiciaLs oF oFHER COUNFRTES GNP CORPORAE
REPRESENIGHVES oF ISPs iN HIE REQTON HAVE SPOKEN MORE GENERALLY oF PRoJECHNG cULIwRAL
vaLues, For EYAMPLE, @ REPRESENFAHVE oF TELEYEMEN, YEMEN'S MoNoPoLY ISP, folb Huvan Ricuts
HHat Hie TELEYEMEN was WNDER “@ GENERGL REQUIREMENYE $o “LiMit Access +o iNFORMAETON wHiCH fs
CONSTPERED +0 BE UNDESTROBLE TN +ERMS OF CAUSING OFFENCE 8GATNST socidl, RELIGTovS, oR cuLiwraL
stanoarps.” Like HiE UAE. ano Sawi ARagia, YemeN FiLters wHat VsErs caN dccess HHrRovaH HiE
USE OF @ PROYY SERVER GND “CENSORWERE.”” A PRoYY SERVER fs @ DEVicE Hiat s INFERPOSED

' Grey E. BurkHaR: anp SEYMOWR E. (oovman, “THe INFERNEF (AINS AcCEPHance iN HHE PERSTAN GULF,”
(OMMUNFCBEoNS oF HHE ACH, Marel 1999, vol. 41 No.3. THE ACM §s HHE Association For CoMPUEING MAcHiNgwy.

© Quotep N AL—zRd NEwSPAPER, May 6, 1999, s REPORIED in FORETGN BRodveast INForMaHion SERVicE,
Nedr East anp Souh Asia (Herearder FBIS), May 12, 1994,

“ Leter 4o Huvan Rigrbs Watel From CURisHoPHER D. Leakhier, TELEyEMEN Divisional MANAGER, Avgust 8,
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BEFWEEN VSERS OND HHE INFERNEE: TN RESPONSE f0 VSER REQUESES AND 8CCorDING fo HHE CRFERTA |
S PROGRAMMED +0 FoLLow, HHE PROYY EYAMINES MOGHERTAL REQUESTED BY @ USER NP ETHHER DELTVERS T+
OR BLoCkS #S DELTVERY.

PRo—AcHve APPROACHES BY (OVERNMEN+S

1998, THe LeHER 7S REPRINIED N APPENDIY C oF Hiis REPORE.
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GovERNMENSS HAVE RESPONDED 10 HHE GpvEnt oF fiE INFERNEF PRo—ACHVELY @S WELL @S BY
CENSORSHIP aND REGULAFION. EVERY MiDbLE Edst GOVERNMENT HAS LAUNCHED ONE OR MORE WEB STHES fo
GE} THs voicE HEARD AMDSt HHE DN OF BLIERNGHVE INFORMAEION SOURCES N CyBERSPACE. Sawf
ARagia, BauraiN, EQYPY, [RaN, IsraeL, Kuvait, Morocco, Oman, TUNisTa anp Hie PALESHINTAN AutHoRHY
ARE MONG fHose fHat weBcast state ravio anp/or FELEVISTON.

Sawi ARagia Has iNVESTED HEAVILY iN GEHING Tfs MESSAGE ouf, FHROVGH BN INFERNEY PRESENCE
(see, For evawPLe, HE oFFiciaL site <www.saUDT.N£+>) aND LSO HHROVGH OWNERSHIP 8Y PRo—
GOVERNMENF Sawis oF iNFLUENHTAL EVROPE—BASED ARGE NEWSPOPERS, MAGOZINES, GNb BRo@pCast
mMepid. ONE APPARENE TMPEFUS HAS BEEN @ wisH fo COWFER SMALL LoNDON—BASED Sawi pissipENt
GROVPS, SUCH 8S HHE CoMMTHEE For HIE DEFENSE oF LEGHIMBIE RicHts (SimivUvMBH.0RGU/EpLRS )
ano HHE MovEMENY FOR [sLamic REFORM TN ARABTA (<wiwwMIRASERVE.COMS ), WHICH HAD ACHTEVED @ HiGH
PROFILE HHROVGH GDROTH USE OF FaY MACHINES anb HHE INTERNEL.”

THE GOVERNMENY oF TUNTSTA MAINIGINS SEVERAL SHES CONFAINING OFFICiaL  INFORMAEION aND
LINKS 40 PRO—GOVERNVEN} MEDTA (SEE, E.., <ivwiw FUNISTAONLINE.CoM> ). [Fs PUBLC RELGHONS EFFORIS

“ DiRecoRiES OF QovERNMENE SHES <N BE  FouND  8F  <wiww.GksoFhcom/Govis  anp

<yiaGoRASIMIE/PoLitic>, A BRIEF OvERVIEwW §S PRoVIDED N JonafHan B. Lincoln, “MibLe Edst
GoveERnMENES ON HHE WORLD WiDE WEE,” WAEP Fesedray Ao#es, No. 6 (WasHinGton, DC: WasHINGHoN INSHfule
For Near East PoLicy, Fegruary 1999).

® Tl sRONGESH MANTFESHARON OF OFFICTAL DISPLEASURE with HHE DISSTOENE GROUPS €AME N 1995, WHEN
e Sawis HUReatened (REGE BRIFAIN with @ cVWoFF oF peEFENSE contracts iF CDLR sPokesman Mujamman
Mas’ari was Not SomEHow STLENCED. THE BRiFiSH GOvERNMENS aHeMPIED +o DEPORE Mas'ar} BUF was HiWaRIED BY
BRiHAIN'S cowris.
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WERE @iDED BY @ PRO—TINISTAN BUSTNESSMAN N PARTS wHo LAUNCHED @ weB site Huat Hav an
APPEARANCE LikeELY 40 Fool ViEwERS iNFo HHINKING HHEY Hav Accessep aN AMNESHY INFERNGFiONGL
WEB STHE 8Bovt TUNTSTA. THE STHE, <immivGMNESHY—FUNISTA.0RGS OFFERED ONLY FAVORABLE iNFORMAtON
dBout TUNsia’'s HWMAN RiGHFS RECORD NP NoHIING RELAIED fo HE FINDINGS OF AMNESH
INFERNAHONAL.

NWMEROUS BRHTCLES N HIE REGTONGL PRESS HAVE VRGED @ MoRE dctive “Arag” PRESENCE oN g
INFERNEE. AN @R¥icLE SN HE OFFiCTaL Damascys baiLy /iswRrin, VEPLORING HHE Fact Higt wes—sasep
RESOVRCES DEALING witH HHE ARBB—ISRAEL] CONFLICH WERE DOMINGHED BY MAHERTALS OF [SRAELT ORIGIN,
caLlep For “cieck[ing] aLL gt is PLaced oN HIE INFERNEF ON SYRTA anp conFrontling] # ey
GIVING EYPLANGHIONS OR CORRECHING Distortep INFoRMAFON.” THE SYRTAN ARAE NEws AGENCY
LAWNCHED 8 WEB SHE N 1998 (< SANGORGS) Fo PROPAGHE OFFICTAL NEWS ND VIEWFPOINFS aF @
+iME WHEN Local NFERNE} dccEsS was UNavaiLasLe fo HHe SYRiaN PusLic,

IN @ FEw COWNFRIES, NaFIONAL GNP Locdl GOvERNMENES GRE WSING HHE INFErnet fo make
EASTER FOR CTHi7ENS +0 CONSUE OFFiCial INFORMAFION OND CoMMUNTCRIE witH autHoritiES. SEVERAL oF
JorPAN'S  GOvERNMENE  MiNiSIRiES, @S wELL @S HHE (ENERAL INJELLiGENCE  SERvicES
(<pvwweNie.Gov.50/ c:7b>), MATNFAIN FHETR oWN STHES aND SNVIHE E—METL CORRESPONDENCE. MoRocco
(<iwaMineomGovmas), EayPt (via <wwwMFa.Govea>, Hie Foreian MinistrY sife), ano Hie
PaLesHiNIAN AVHHorTHY (<www.\>Na.Nz+>) Have +akeN stePs N Hilis viRecHoN. However, FEw ARAE
GOVERNMENTS HAvE EMBARKED ON @ systematic eFfFort fo PUt ONLINE INFORMAFioN +Hat wollp
ENHANCE TNFORMED PoLidical ParticiPation 8Y HHETR PuBLics—mateRiaLs sucy ds LeGaL anp
REGUAHORY CODES, DRAFH LEGTSLAtiON, OFFicial REPORIS anb statistics, FRANSCRIPHS oF PRESS
CONFERENCES AND PARLTAMENIARY DEBATES, COURF RULINGS, GNP ECONOMIC Dat+a VSED +0 DEFINE BWGEY
dLlocations.

» o

“ THe gusiNESSMAN DENTED Bt HIE UsE oF “GvNestY” N HHE wEB STHE GDPRESS was iNFENDED fo Fool
Users. SEE CouNFRY PROFILES, BELow.

7 fusayn aL—lgradiv, “THE INFERNEF anp INFormakics [sic] N HE ARag—[sRaELi ConFLict,” TisuRrin,
Feervary 23, 1998, s RePoried SN FBIS, Maren 1, 1993,



VI. CYBERCENSORSHIP: ITS VARIOUS FORMS

THe INFERNEF OFFERS PROFEAN PUSSTBILIHIES FOR EVAPING CONFROLS ON HHE FLOw OF NFORMAHON.
IN COUNFRTES WHERE HHERE 7S No Locdl [SP, PERSONS €aN, FoR HHE PRICE oF AN TN{ERNGFHONAL caLL,
DAL SERVICE PROVIDERS N OFHER COWNIRIES. F @ wEB STHE §s BLockeD, 7#S SPONSORS OR FONS €N
CHINGE §Hs BPDRESS OR “MIRROR” HHE SAME ContEnt 8t otHER WoRLD WDE WeB sies. Locdal users
AN ViEw wEB SHES Hiat GRE BLOCKED BY BCCESSING HHEM vid FREE “Onti—CENSORSHTP PRovY (ACP)
sErvers.” “ THEY €aN ALso HAVE PERSONS wHo ENJ0Y Bccgss +o content Hiat fs BLockep Locally e—

“ BriaN Ristuccia, N AMERTCON wHo SE+ UP 8 FREE, WEEB—BASED ONF—CENSORSHIP PRoYY (AcP) SERVER,
<WIWW.OSTRISMLORGS, EYPLATNED HHAH His ACP works BY CREGEING N ALIERNGHE NOMESPACE FoR HHE ENYTRE
INtERNEE. “THis MEANS HHat EvERY sHE oN HiE ENHRE INFERNEY 7S MabE to APPEAR @S fF # s @ PAGE ON MY
SERVER...THE ACP SERVER iS @ VERY EFFECHVE INFERNEF CENSORSHIP REPAIR fooL BECAUSE 7+ +8KES ONLY ONE
WNELockep sHE +o WNBLock HIE ENFRE INFERNEL” [E WORNED, HowEVER, HHat fF SWRVEILLANCE 7S BEING
conpuetep oF INFERNEY UsERS, HETR dctivities via +HE ACP SERVER GRE Not PRoFECHED FRoM MONTFORING. [lE
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MaiL # 4o Hiem as aHAcHED FiLES. WARY E—MEIL CORRESPONDENS €N Foil SWRVETLLANCE BY USING
PSEWONYMOUS E—MEIL 8CCoUNES 0R ENCRYPHION, OR BY ROVFING MESSAGES HIROVGH @ WEB—BASED RE—
MATLING SERVICE FHat “ONoNyMiZES” FHEM BY STRTPPING INFoRMAFiON HHat TPENFTFIES HHE SENDER.

But iF e IRicks avaiLaeLe fo USERS GRE BOWHIFUL, o 7S HHE FECHNOLOGY ON HHE oHHER STDE
OF HHE cBt—aNP—MOVSE GOME. (OVERNMENTS MaY Not 8 8BLE 4o StoP, BUF HHEY CON CERIAINLY SLow
HE Flow oF “0BIECHONBBLE” contEnt aND fHus BW HiME o @baust 4o N ERA SN wHicH HHETR
aBiLity 4o BLock OR CRowb oUF TNFORMBEION 7S DIMINTSHED.

State’s can veNY HHE PuBLic Local dccess fo HE INFERneY aLtocefiier, as [Raa, Ligya, SYRia
aND, UNFIL RECENILY Sauwi ARABIA HAVE DONE. BUF NETHER SYRTA NoR Saupi AR@BTA HAS GONE So FOR
as o PROHiBTH POSSESSTON OF MODEMS 0R CONNECHiONS f0 FORETGN INFERNEF PRoVIDERS. BotH RivavH
aNp Damascus Have Hus +oLERGHED @ LIMTHED OND GRAPVALLY TNCREASING BMOUNF OF INFERNE} Bccess
ROHHER HHAN GpoP+ HHE DRACONTAN MEASWRES REQUIRED {0 PREVENF Access 4o FOREIGN [SPs, wHicH
wouLD LiKELY ONFAGONTZE HHE MEMBERS oF HHE PuBLic wealLtHy ENoVGH +o aFForD it

sai> N MareH 1999 +rat fie Latest version oF His ACP “Makes T MoRE BIFFTCULE For PROYY dpministRators +o
SEE wHAt STHES @ PERSON Has viewep, BEcause eacH URL fs ASSTGNED @ RaNpoM HiME—EYPTRED FokeN FHAF oNLY
HHE PROYY SERVER kNows HHE acual vaLie For.”

THe Osiris ACP ReECEWVED Heavy #RAFFIC FRoM VSERS N HHE UNTHED ARAB EMTRAIES, BMONG 0HHER COUNIRTES,
Ristuecia saiv, 8ut was BEING BLockeD BY HHE Sawi avlHorities. E—MaiL communication FRom BriaN Ristuccia
o fluman Ricuts Waten, Janvary 7, 1999 ane Mared 11, 1999.
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GoverRnvENts gt PRESENILY dllow PUBLiC Locdl decess fo e INFERNEE Have apoPiep @
RANGE oF MEHIobs +o REQUGHE Hiat dccess. THE (Losal INFERNE} Ligerty CaMPaiGN pivipes HiEse
MEFHODS iNFO FOR CHEGORTES: INFERNEF—SPECIFIC Laws: GPPLICAtON oF EXiSHING LAws: CoNFENI—
gasep License (or cON+KaC+) {ERMS GPPLIED +0 USERS GND SERVICE PROVIDERS, GNP COMPULSORY USE
OF FILIERING, RAFING OR CONJEN} LABELING Hools.” ALL oF HIESE MEMIODS CON BE Fowp N HiE
MivbLe East ano NorfH AFRica, BLOoNG witH EYIRA-LEGAL MEASURES Hat dLso DiMINISH ONLINE
FREEDOMS.

LAws aND LICENSING #2RmS. TUNTSTA HAs DEVELGPED HIE REGTON'S Most DEFATLED INFERNES—
SPECIFiC Laws. TUNTSa also EYPLicHLY evtenps to HHE INFERNEF EXiSHING PRESS Laws LiMitiNG
FREE EYPRESSION, SOMEHIING Hidt FEw OMIER CONIRIES SN HHE REGION HAvE DoNE. However,
HE EYiSHNG PRESS LOws OF SEVERGL COWNIRES, TN HHETR DELINEGHON OF OFFENSES, DEFINE
“PUBLISHING” 0R “DISSEMINGFING” INFORMAHON TN SO BROBD @ FASHION HAE No NEw LAwS GRE NEEDED
o BRING INFERNEY SPEECH UNDER HHETR PURViEW. (@FRT INFERNEF USERS Must STON @ contrAct with
#e Gatar PueLic TeLecowmunications Corporation (QTEL) PLeEbainG Not Ho sE HiE sErvice o
“carry ovb Ny acHViRY wiicH TS contRARY fo PuBLic oroer” (arficle 3.2.4). Askes For HiE
DEFiNTHON OF HHis PHRASE, QATAR’S EMBASSY TN WASHINGFON REPLTED Hiat wHILE HHERE 7S No “concise
DEFINHE contEYE OF HHE PHRASE,” T4 “REFERS TN GENERAL o HHE NECESSHY oF commitment 4o Hie
State’s PueLic PoLicies anp fo HiE commMNIHY's FRaDIHONS anp vaLwes.”™

Firtering of content. THe UNHED ARGE EMiRa#ES Has SEt UP @ “Proyy SErver” fHat pENiES
USER @ccess o STHES DEEMED INGPPROPRIGIE, MoSTLY BECAUSE oF HHETR EYPLiCiH SEYVALTHY. BAHRAIN,
[raN, YemeN, TUNTsTa, anp Saupi ARaBia also BLock wEB STIES, USING @ VARTEH oF FECHNiCAL MEANS
avaiLaeLe fo FiLtER aNp BLock conteNt. BLocking fs EasiER fo TMPLEMENY FOR GOvERNMEN'S fHat
REFAIN CoNFROL ovER HHE NoFioNAL FELECOMMUNICHTONS NEFWORK, TNCLUDING HHE INIERNGHToNGL
GateEwaYs. NEARLY EVERYWHERE N +HE REGTON, FELECOMMUNICAtioNS REMAIN @ state—coNtROLLED
MONOPOLY. AND EVEN IN HHE FEw COUNIRTES #HAt HAVE BLLOWED SoME PRivAHIZAHION OF INFERNE+
SERVICES, sucy s EQYPY, HHE TNFERNGHONGL GAtEWDY REMATNS UNDER SHAtE control.

IN @opitioN fo tECHNiCAL aND LEGAL MEONS, OFHER GOVERNMENT PRACHICES, INCLUWDING FHREGES
aND INFIMDAEION, €N CREBIE @ CHILLING EFFECH ON ONLINE SPEECH, Just 8s sucH PRAcHiceES oFfEN
P0 MORE FHON PRESS LAwsS f0 CONSTRAIN wHAt PRIVEFE NEWSPOPERS OND MAGAZINES 8RE WILLING fo

¥ (GLoBaL INFERNEF Ligerdy CAMPAIGN, FEGARDLESS oF FRONFERS, PP. 11-12.

® UNDBIED WRIHEN commnication o Human Ricifs wakel, RECEIVED NovEMEBER 1998 GNP REPRINIED iN
Arrenpiy C
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PRiNE. FEARS 0F GOVERNMEN} SURVETLLANCE 0R REPRISALS, FOR EYAMPLE, €N FOSTER SELF—CENSORSHTP
iN @ NEwSPAPER, @ WEB STHE, 0OR AN ONLINE “cHat Room.” IN JorpaN, For EYAMPLE, &t Least fwo
PERSONS WERE REPORFEDLY SUIMMONED FOR QUESHONING BY HHE POLICE DWRING 1996 BECAVSE oF GR¥icLES
0R commENts HEY Hav PosteEd oN ELECHRONTC BULLEFIN BOARDS OR TN CHAt ROOMS—FORUWMS WHOSE
CONFENFS CON BE READ BY EVERYONE, INCLUDING HHE PoLice (see seckion on JorvdN, BELow).

No GOVERNMEN} IN HHE REGTON, 0 OWR KNOWLEDGE, Has aoMitep o “EAVESPROPPING” ON E—
maiL, anp Human Ricits Watel Has No PRooF #at 74 s Haking PLace. Yet qiven hie fecinieaL
EOSE oF CoNPUCHING HHiS SORE OF SURVETLLANCE—ESPECTALLY wWHEN OLL INFERNE} AcCESS GUES HHROVGH
8 qotewdy HHat s maiNtaiNed BY @ state—contRoLLED InstHHURioN— aNno HHE Fact fhat Police
FORCES N SO MONY COWNIRIES oF HE REGTON +8P HHE PHONES GNP OPEN HHE MAL OF REAL OND
SUSPECHED DiSSTDENTS, T+ 7S Not SIRPRISING f0 HEGR FEARS EYPRESSED BY INFERNE+ USERS iN TUNiSTd,
BaHRAIN, AND oHHER COUNIRTES @BVt HHE PRIVACY OF HIETR ELECIRONTC CoMMUNTCAHONS. AVHoRiHES
MONTHOR HELEPHONE CONVERSBFIONS iN 8 LEASH HHIRIEEN COUNIRTES OF HHE REGTON, BCCORPING +0 HHE
US. DeParivent of SHate's (ON#RY RePurts on Hman FiGits PRActices For 1998, anp N Most
HiEY D> S0 witHoUt LEGALLY JSSUED wWaRRANES OR JWicial SUPERVISTON. THOSE wHo SUSPECH ONLINE
SWRVETLLANCE oFFEN CTHE INSTANCES OF E—MBiLs TNEYPLICABLY DiSAPPEARING EN ROVIE 0R 48KiNG w0
paYs +o RedeH HIETR PESHINGFON, SUCH 0CCURRENCES CON BE CAVSED BY SNOOPING BUF OF COURSE MaY
HAvE oHHER EYPLANGHONS 8S wWELL.

GOVERNMENYS HAVE OLSo PURSUED OLD—FASHIONED FORMS OF SURVEILLANCE AGAINST ONLINE
EYPRESSTON. IN MAReH 1997 BAHRAINT AuHHORTHES DEFATNED @ FELECOMMUNTCAHIONS ENGINEER SUSPECIED
OF FRANSMIHING INFORMBFON +0 OPPOSTHON GROUPS 88BRoBP vid HiS COMPUIER, wHiCH was
CONFiSCOHED, ACCORDING +0 SORCES BBROAD, HHE ENGINEER, Sayyiv ‘ALdwi Sayyiv SHARGF, COME UNDER
SUSPiCioN Not FHROVGH HiGH—4ECH SWRVETLLANCE BU FHROVGH HHE #RADTHONAL MEFHODS OF HHE SECRE}
POLiCE, INCLWING JHE NFERROGALION OF JHIRD PARETES N FHE USE oF iNFormands (see sechion oN
BAHRANN, BELoW).



VII. GOVERNMENT-IMPOSED FILTERNG SCHEMES VIOLATE THE RIGHT TO FREE EYPRESSION

GOVERNMENF—TMPUSED FILFERING PosES +wo Basic HuRedts fo e RiGHE +o FREE EYPRESSION.
First, as eYPLAINED N HHE LEGAL SECHON BBOVE, i+ CONSHHVIES @ FORM OF PRIOR CENSORSHIP GND 8S
SucH sHouLb BE SuBJECHED o HHE stRictest LEVEL oF SCRUEINY. SECoND, N PrRAckical fgrms, HiE
FILIERING FECHNOLOGTES DEVELOPED SO FOR GRE TMPRECTSE fo0LsS. EVEN WHEN HIE statep mMobives For
CONFENI—FILIERING HAVE BEEN JUSHFTABLE, suel @s +o KEEP PORNOGRAPHIC MAFERTALS FROM MNORS,”
e MEANS VSED HAvE dlmost TNVARTABLY TMPEDED, wWHEHIER NFENFIONOLLY OR Not, HHE Flow OF
PoLitical, cWLfuraL, MEDiCAL AND OFHER HYPES oF CoNFENY HHat 8RE UNQUESHONGBLY LEGAL UNDER
INFERNGHONBL SHANDARDS.

IN BaHRAIN, [RAN, Sawi Aragia, fHe UNiep Arag Emirates, ano YeMEN, ISPs—ETHIER UNDER
GOVERNMENY ORDERS OR PRESSWRE—OLL BLock WEB STHES ON HHE BASiS oF HHETR content.” IN HHe
FiRst FOUR iF Not GLL OF HHESE COUNIRIES, BLOCKING EYFENDS +0 CWLHURAL aND/OR PoLitical content.

U.AE. oFFicidLs BRE PERHAPS MORE FORFHCOMING FHAN OFHERS HHat ENGAGE TN BLocking. THEY
JUsHFY @S @ MEANS oF LiMi+iING Bccess +o PORNOGRAPHY. PERSONS iN HHE EMIRAIES wHo pidL WP 8
Locl SERVICE PROVIDER Do Not HAVE UNMEDTED dccess 4o HHE INFERNEL. RatHER, HHETR REQUESTS GRE
ROVIED HHROUGH @ PROYY SERVER MATNFATNED BY HHE GOVERNMENI—CONIROLLED FELECOMMUNTCOFIONS
coMPaNy, EisaLat.” WHEN @ USER REQUESHS @ wEB SHE, HIE REQUESH will BE REFUSED §F HE

? Tie INtERNGHONGL Covenant oN CiviL anp Political Ricits Permits, iN GrRHCLE 19, RESIRICHONS ON
sPegcy “ForR HHE PROJECHTON OF..PUBLIC HEALH 0R MORALS"—BUF ONLY “SucH @S GRE PROVIDED BY Law GND GRE
NECESSORY.”

[ is oFFEN DIFFTCULE o CONFIRM wHiCH WEB STIES GRE BEING BLOCKED BY 8 GOVERNMENF aND FOR wHat
DURAHION. THE TNBCCESSTBILIY oF @ STHE MaY HAvE oMlER CAUSES Sucl @S @ SVRGE TN DEMAND OR fECHNjCAL
GLHcHES. ALSo, GOVERNMENES GENERALLY Do Not coMMENE ON wHicH wEB STHES HHEY BLock, anp SitES SomEtiMES
ORE BLOCKED ONLY TNFERMIHENLLY.

* Users can cirewvent fe UAEs PRoYY SERVER TF HHEY DAL inFo aN ISP TN GNOHIER COUNIRY, OR F
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FILFERING SOFFWEARE ON HHE PROYY SERVER DEfECES “0BIECHONABLE” MAtERTAL ON FHE STHE OR FiNDS
Hat e sTHE s oN @ List oF eaNNeD sifes. THe Presence oN Hie ULAE.s List oF 4agoo sHes oF @
PoLitical ono cULfRAL wWEB STHE FoR ARGB HOMOSEYVALS REFUES OFFicial cLaimMs HHat oNLY
PORNOGREPHY 75 BanneD (sez geLow).

HHey caN access AN ONFI—CENSORSHIP PROYY SERVER.
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A PROYY SERVER SucH @s HHE oNEs N PLAcE N HHe (LAE. ano Sawi Aragia <an Be VSep ey

avtorHigs 4o fRAck wHicH coMPUIER JERMINGLS GRE ACCESSING wWHICH WEB STHES AND FOR How LONG.

U.AE. auviHorifiES DENY MONTFORING TNDIVIDVAL WEB VSE. IN SAuwi ARAEIA, HOWEVER, VSERS wHo
REQUEST @ sife fHat 7s BLockep GEF @ MESSAGE ON HHETR SCREENS WARNING #Hat aLL dccess
aHemPis 8RE Logqen.”

SHHe—coNFROLLED 0R SHAE—TNFLUENCED INJERNEF SERViCE PRoViDERS IN TINTST, IRAN, anp
BAHRAIN BLock wWEB STHES CONFBINING PoLitical orR HUMAN RiGHIS criticism oF HHE GOVERNMENS.
TUNTSTA HAS ACKNOWLEDGED BLOCKING ONLY HHoSE STHES #1at OFFEND MORAL VALUES, BUF QPPARENILY
His iNcLwpeS HHE STHES OF VARioVS HUMAN RIGHFS ORGANTZAHIONS CRitical oF HHE GOVERNMEN' (s:»::»:
BELOW).

BAHRAIN HAS BEEN LESS BGGRESSIVE HHAN NETGHBORING Sawi Aragia ane e U.AE. iN RYiNG o
BLock, PORNOGRAPHY CENFRALLY. ALtHouGH HHERE GRE REPORIS fHat 7 7S BLOCKING SOME SEYvALLY
EYPLiCi STes, BateLco, HHE sHAFE—CONFROLLED MONOPOLY SERVICE PROVIDER, SEEMS f0 RELY MORE ON
ENCOWRAGTNG SUBSCRTBERS +0 DOWNLOGD FILIERING PROGRAMS, SHOWLD HHEY DESTRE if.

THe @BILTHY oF MiNORS 40 8CCESS ONLINE PORNOGRAPHY was ONE TMPEJUS FoR HE ENACHMEN TN
1996 8Y e US. CoNGRESS oF e Communications Decency Act (CDA). Tie act cRIMINGLTZED oNLINE
commNTcation Hat s “0BSCENE, LEwD, LAscivious, FiLHY, orR TNDECENE, with INFEN' +0 ONNOY,
8BUSE, HHREAIEN, OR HARASS BNOTHER PERSON,” OR “0BSCENE OR INDECENE” iF HHE RECTPIEN OF HHE
COMMWNTCAiON S UNDER ETGHIEEN YEBRS OF OGE.

THe (DA was oPPOSED BY @ CoBLIHION oF HUMAN RIGHES GND FREE EYPRESSTON GROVPS. As Human
RiqHts Watel, @ MEMBER GRoVP oF HiE codLiHioN, BRGUED §N N aFFvavit +o Hie SuPReme CowrY, e
LAw'S PROHBIHTON oF “INpECENE” SPEECH COoULD BE GPPLIED 40 TS 0WN HUMAN RIGHES REPOREING HHat
TNCLUDES GRAPHIC ACCOoUNES oF RAPE 8NP OFHER FORMS OF SEYVAL GBVSE. IN 8N TMPORFAON' RUING FOR
INntERNEY Ligerties, e U.S. SuPreme (oY IN 1997 voivED kEY PRovisions oF HHe act oN HHe
GROWNDS FHat HHE INFERNEY 7S EntTHLED Yo HHE HiGHESE LEVEL OF FREE SPeEcH PRofeECHoN anb HE
act vioLater gt PRiNCPLE”

54

DovgLas Jenk, “THe INFErnet's ‘OPen SesaME’ s ANSWERED WERILY,” Al York 7iMEs, MareH 18, 1999.

* Reno v. Averican (it Liserkies Inion, 117 S. (4. 2529, 158 LEb.2v. o74 (1997).



10 THe INterned iN Hig Miveast: Free EYPRessioN anp CENSORSHIP

WHILE cautioniNg 1Bt aLL MEHHODS OF CONFROLLING Bccgss +o INFERNEF CoNFENE POSE DANGERS
{0 He RiGHF fo MPORE OND RECETVE INFORMBHION, SOME TNFERNGEIONEL civiL LIBERFTES 0RGANTZAFIONS
Have aRQUED HHat FILFERING SOFMWARE INSHALLED BY FHE END—VUSER RATSES FEWER FREEDOM—OF—SPEECH
CONCERNS HIN CENSORSHIP iMPOSED FRoM GBOVE.™

FiL4ERING SOFFWERE wORKS BY EYOMINING @ DA#a SHREAM aND BLOCKING ANy materiaL Hiat
MAtCHES SPECTFIED CRTIERTA, Sucy S FHE PRESENCE oF “stoP worpS” IN @ WEB STE'S HoME PAGE OR
URL, or +He Presence of HE URL oN @ List oF BANNED SiHES A MORE AQGRESSIVE HYPE oF
SoFtWERE, suey as e KivDesk INFERNEF SaFE PRoGRAM, “wHite—Lists” MateriaL By PROHBIHING
dccess fo ALL MaterTaLs EvcePf +Hose ot GRE EYPLICTILY GPPROVED BY HHE PAREN' OR SUPERVISOR.

Making HHe case HHat ENp—USER FILIERING SOFIWORE §s @ “LEsSER EviL,” HHe (ENIER FoR
Democracy and TECHNOLOGY, @ WasHINGFoN, D.C—BASED 0RGANTZAFTON, ARGUES:

BY PLACING CONFROL OVER CONFENF TN HHE HANDS OF INDIViDUAL PORENTS, 8S 0PPOSED o
BUREQUCRAFS OND PROSECUFORS, Policy MABKERS C€AN 8SSURE FUL RESPECE FOR OWR
consHHUETONAL PROFECHON OF FREEDOM OF EYPRESSTON aND ENGBLE HHE INFERNEF f0 GRow
FREE FROM UNNECESSORY OND TNEFFECHVE REGULGFORY TNFERFERENCE....A GREAF VARTEFY OF
BLOCKING 8NP FILIERING SOFFWERE EXists wHiCH €N SERVE HHE DIVERSTHY oF FaMiLy vaLues
OF AMERICAN COMMUNTHES, PROVIDING CHoTCE f0 FAMILTES ONLINE witHout INFRINGING HHE
consHvEionaL First AMENDMEN RiGHES OF INFERNE} VsERs.”

* For @ grigF dccouwt of HHE PRoS GNP CONS OF VARIOUS MEHODS OF REGUGHING BCCESS BY MiNORS fo
SENVALLY EYPLiCH MAIERTAL ONLINE, SEE JoSEPH WESIFOLL, “CYeersmub,” festes iv EAfies, voL. 9 (Winter 1999),
PP, 6=10; REPRINIED TN BUSINESS aND SociEdy Revidin, No.102/103 (1998), PP, 89—94,

7 “Interngd Family EMPoweRMENt WiHiE PaPer: How FiLtering Tools EnaeLe ResPonsieLe Parents +o
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Protect THERR CHILbREN ONLINE,” A Wii#€ PAPER PREPARED BY HIE (ENFER FOR DEMOCRACY aND TECHNOLOGY, JuLy
16, 1997, <wiww.CoF.0RG/SPEECH/ SUMMBRY.HIMLS. THE AMERicaN CiviL Liger$ies UNion writes, "WHile vser—
BASED BLOCKING PROGRAMS PRESEN} #ROVBLING FREE SPEECH CONCERNS, wE SHLL BeLieve fovay fHat ey are
FOR PREFERGBLE f0 ONY statuie HHat TMPoSES CRiMINAL PENALFTES ON ONLINE SPEECH. [N contRasE, MaNy ofF Hie
NEw RBFINGS scremes [systems SN wHicH content fs RAED BCCORPING Fo CERIBIN CRIHERTA GND INAPPROPRIGHE
MALERTAL §S HHEN BLOCkED] POSE FAR GREGIER FREE SPEECH CONCERNS FHAN Do USER—BASED SOFHWARE PROGRAMS."
“FaurenHert 451.2: [s CygersPace BURNINGT How RaFing anp BLocking ProPosals May Toren Free SPecel on hie
INFERNET,” AmeRTeaN Civil LiBerties UNioN, August 7, 1997, <wiwiw.0CLU.0RG/iSSVES/ CYBER/BURNING HIMLS, SEE
aLso, Cyger—Riamts anv Cyger—Ligerties (UK), “Who WatcHes He Watcuven: INFERNEF Content Ra¥InNG Systems
aND PRIVAFISED (ENSORSHIP,” NOVEMBER 1997, <iviviv.CYBER—RIGHS.0RG/WaFCHMENMIMS,
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WHEHIER EMPLOYED BY END—VSERS OR GOVERNMEN} SERVERS, FILIERING SOFFWERE S ON TMPRECISE
fool Hiat N Practice almost aLways eLocks Materials BeYoNd s sHatep PURPoSE. THis 7S #RUE
EVEN OF HHE MORE SoPHisHcaten Propucts Hat RE REQULARLY UPDAIED BY SHAFF MEMBERS wHo CHECK,
WEB SHES FOoR “sUitagiLity.”™  Accorving f0 POPWAR BNECDOES, SOFMWERE Hiat HUNFED FOR
SPECTFIED “SHOP woRDS” ENDED UP BLoCkING SHES H1iaf MENETONED HHE ENGLISH CouNtY oF MippLESEY
OND RECTPES FOR cHickeN Breasts. ONE POPWAR PROGRAGM BLOCkED @ wEB STHE CONFAINING
iNFORMBFION ON AIDS PREVENFTON. EVEN 8@ PRO—FILIERING WEB STHE waAS ONCE BLOCKED BY SWRF
Watel, @ LEADING FILIERING PROGRAM, BECAUSE 7+ SHARED @ COMMERCTAL SERVER witH @ PoRNOGRAPHiC
sie”

* See ELectronic PRivacy INFormation Center, “Faulty FiLters: How Content FiLters Block Access 4o
Kiv—FRiENDLY INFORMBHETON ON HHE INFERNEY,” DECEMBER 1997, < 2EPTC.ORG/REPORIS/FILIER—REPORFIIMLS, A
BiBLIOGRAPHY oF REPORIS aND RFicLEs critical ofF FILIERING SOFIWERE 7S Postep oN HHE wEEB STE oF fie
[NtErRNET FREE EYPRESSTON ALLINCE, <)nivw.iFEBNEFS, SEE also HHE "CENSORSHIP — Acavemic & Epucational —
LieraRy FiLIERING" ARCHIVE ON HHE WEE STHE oF HHE ELectronic FrRegpom Founpation (<umwwerForas). THe
LaHER contains “Kivs ano +ie INFERNeF: THE PRoMises anb HHE PERiLs,” @ DECEMBER 1998 PAPER BY MEMBER
oRGANTZAEIONS oF HHE INFERNES FREE EYPRESSTON ALLTANCE wWHicH CRISQUES FILIERING SOFHWERE GND DiSCUSSES
aLterNGHivES.

* Matt RicuteL, “TagLes TURN oN @ FiLIERING STHE As # [s TEMPORARILY BLocken,” Agw York Jimes, Maren
11, 1999.



Vill. CONTENT AND CARRIER: THE QUESTION OF LIABILITY

THE DEVELOPMENY OF HIE INFERNES HAS SPURRED HHE PROMULGAFTON OF NEw LaWS, 8S wELL as Hig
oFfEN—HAsHY aPPLication fo HHE INFERNEY OF EYiSEING MEDTA Laws. ONE controversy Hhat 1as
FLARED TN SEVERAL COWNFRIES S OVER GPPORFIONING LTABILTHY FoR 0BIECHONGBLE content ot
GPPEARS ONLINE® IS aN INFERNEF SERVice PrRovipER HHat Hosts @ we site or “eyat Room”
RESPONSTBLE FOR Tt CoNFENE, OR Ts HIE ORIGINGHOR oF HIE OFFENDING Content (For evaviPLe, Hie
au»lnov\) SOLELY RESPONSTBLE? AND SHOULD @ CYBERCAFE BE RESPONSTBLE FOR MESSAGES SEN' BY cLients
FROM 1S PREMiSES?

As Notep a8ove, HE RIGHE fo FREE EYPRESSTON 7S BESH SERVED BY LAwS HHat Focvs LigBiLity oN
HE ORIGINGFOR OF HHE OFFENDING CONFENT, RAHER HHAN ON s conpuit. But @t LEGst oNE CoUNIRY
N HHE REQTON, TUNTSTA, HAS PROMULGAHED Laws HOLDING ISPS LTABLE For CoNFENY, INCLWDING stafuies
REQUIRING FHE ISP pirector o “MAINIAIN constant ovERSTGHF oF HHE contENt oF HiE ISP'S SERVERS
fo INSWRE HHa+ No INFORMBFTON REMATNS ON HHE system fHat is contRARY +o PUBLIC ORDER NP Goob
moRaLs.”

THe EwRoPEAN CoMMiSSTON, TN @ 1996 REPORY, statep, “INFERNE} ACCESS PROVIDERS aNp Host
SERVICE PROVIDERS PLAY @ KEY ROLE IN GiVING USERS Access fo INFERNEY confent. H sHowp Not
HowEVER BE FORGOHEN HHat HHE PRIME RESPONSTBILTHY FOR CoNTENT LiES witH auHorRS anp conteENt
PROVIDERS.” ISPs “SHouLd Not BE $ORGEIED BY HHE SNPIVIDVAL GOVERNMENTS OND Law ENFORCEMENT
BODTES WHERE HIE ISPS HAVE No CoNFRoL OF HIE INFERNEF contENE.” THis GPPROBCH waS ENDORSED BY
e EwoPEAN PaRLiAMENE ON May 13, 1998 anp BY fHe Cowneil oF HHe EwroPEAN UNioN iN @
“RECOMMENDBFION” FORMEALLY @boPH+eED oN SEPHEMBER 24, 1994,

© SEE <pwiGTLC.0RG/SPEECH/LIBBILIYS FOR TNFORMBHFION 88oVH [SP LTBBILIHY JURISPRWENCE iN SEVERGL
WESHERN COUNFRTES.

T W 2ECHOLV/LEGEL/EN/INFERNEH/ COMMUNT CHAMLS,

2 “CouneiL RecommeENDBHON oF 24 SEPIEMBER 1998 ON HHE DEVELOPMENE oF HHE COMPEFHTVENESS oF HiE
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EVROPEAN Wiovisudl ane TNFORMAHION SERVICES iNDUSTRY BY PRoMOFING NatioNaL FrRamEwoRks aiMep af
ACHIEVING @ COMPARABLE OND  EFFECHVE LEVEL OoF PROFECHON OF MINORS N HWMAN  DiGNHY,”
<HHP://EVRGPALVINE/ comm/DQT10/BVPOLTICY/ NEw_SRV/RECOM—INIRO_ENHIMLS. FoR MORE ON EVROPEAN UNioN
PoLicy +owarp HHe INFERNES, SEE PENNY CAMPEBELL anD EMMANVELLE Macigt, “EvRoPEAN Policy oN RequLation of
Content oN HiE INfErNEL,” IN e NationaL Couneil For Civil LiBer¥ies, ev., [/BERGHNG (YBERSPACE: (iviL
Ligerties, Homan Ficuts avo #iE INtErneS (Lonbon: PLuto PRESS, 1999), PP, 140-15¢,

44



Content anp CaRRiER: THE QUESTion oF LiagiLity 45

IN HHE U.S., #He CommwNications Deceney Act of 1996 cLEBRLY DiSHNGUISHES, FoR HHE PURPOSE
OF BSSTGNING LTBBILTHY, HHE CONFENF PROVIDER FRoM FHOSE wHo fRansMit HiE content. THe (DA’s
section 250(e)1), avenping HHE Comminications Act of 1954, states, “INo] PROVIDER OR USER oF aN
INFERACHVE COMPUIER SERViCE sHaLL BE +REAIED as fiE PUBLISHER 0R SPEAKER OF ONY NFORMAiON
PROVIDED BY ANOFHER TNFORMAFTON CONFENE PROVIDER,” SEVERAL EVROPEAN COUNTRTES HAVE GPOPHED OR
PROPOSED LEGTSLAtON LiMitiNG HHE L7gBILTHY oF ACCESS PROVIDERS FOR CONFENT PROVIDED BY HHiRD
Par¥fES.”

(YBERCAFES GRE SHOPS WHERE PERSONS €N walk iN oFF HE StReet anv UsE INFERNES—
CONNECHED COMPUIERS FOR 8 FEE. AMONG HHETR PAIRONS GRE PERSONS wHO HAVE No OFHER MEANS OF
dccessiNG HHe INFERNEY, S WELL @S PERSONS wHo SEEK @ MEASURE OF ONONYMIHY oR PRivacy HHey
FEEL +HEY Do Not HAVE WHEN VSING HHETR OWN COMPUIERS. THe FLUID NBHURE OF HE CLiENfELE
OF CYBERCOFES HAS BROVSED CONCERNS AMONG SOME GOVERNMENTS. IN VIEANGM, SECURTHY oFFicials sHub
DOWN @ CYBERCAFE AFIER EYPRESSING 0BIECHONS fo E—MaiLs HHat wERE ALLEGEDLY SENt FRoM T IN
SINGAPORE, wHiCH HAs LEGTSLAFioN REGUAFING coNtENE ON HHE INFERNEE OND MPOSING OVERSTGHE
RESPONSTBILIYY ON ISPS, aN ONONYMoUs commeENnt iN FEBRUBRY 1996 sent FRom @ cYBERCAFE fo g
<S0C.CULHRESINGAPORES NEWSGROVP TMMEDIBHELY RESUFED TN 8N GP0LOGY FROM HHE COFE'S OWNERS
N> @ pisassociation FRom HE contENE oF HHE PosEING. APPARENILY FEARING GOVERNMEN'
PRESSURES, SEVERAL SINGAPOREAN CYBERCAFES HHEN REPORIEDLY RECONFIGURED HHETR EQUIPMENT SO

“ For EYAMPLE, (ERMANY'S INFORMBEION nD CoMMUNTCAHIONS SERVicES Act, ar¥icLe 1 section 5, states,
“[INernet SERVicE] PRoVIDERS SHALL Not BE RESPONSTBLE FoR aNY HHiRD—PAREY content wilicH HiEY Make
OVATLABLE FOR USE UNLESS HHEY HAVE KNOWLEDGE oF SucH coNIENY OND ARE FECHNTCALLY GBLE AND CaAN REASONGBLY
Be eyPectep +o BLock e VSE oF sucl condent.” But Hiiis LeaisLation PoES Not FULLY aLLaY FReE—sPeecy
CONCERNS 0B0VH HHE BURDEN PLACED oN HHE SP.

“ David Case, “Big Brother Is Alive and Well in Vietnam—And He Really Hates the
Web,” Wired, vol. 5, n0.11 (November 1997) .
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Hiat PAIRONS COWD BROWSE BUF No LONGER Post MOFERTAL N NEWSGROUPS.” IN TUNisia, ot Ledst
SOME INFERNEY cAFEs PURSVE Practices it LiMit USER PRIvACY GND ONONYMIPY, ACCorpinG fo @
EVROPEAN JOVRNALTST wHo ViSTHED o Locations iN GREAFER Tunis iN Fegruary 1999, Tre #2RMiNGLS iN
BotH SHOPS WERE GRRANGED So #Hat ALL oF +HE MONTHOR SCREENS WERE VISTBLE FROM @ STNGLE Point
iN FHE ROOM. N ONE LOCBHiON, CLIENES WERE REQUIRED {0 PRESEN' TDENFIHY pocuMeENts 4o He staFF;
N HE 0HER HHEY WERE REQUIRED 0 PROVIDE HHETR NAMES GNP OPDPRESSES.

“ Gary Rovan, "THe INFERNEF aND PoLitical ContRoL iN SINGAPORE," PoLifical Seienee QuirterLy vou. 11,
No. 1, SPRING 1998, PP. 6390, <HHP://EPN.ORG/PSQ/ROPANHIMLS R <HHP://+8P EPN.ORG/PSQ/ROPANHIMLS,



IY. HOW USERS CAN PROTECT THER RIGHTS
TO PRIVACY AND ANONYMITY

INFERNEY  COMMUNTCAHION S HIGHLY VILNERGBLE +0 SURVETLLANCE aND iNFERCEPHION. A
GovERNMENE AGENCY €N violade HE PRivAcY oF E—MAiL CORRESPONDENCE Just 8s EdsiLY ds i+ caN
1P @ PERSON'S $ELEPHONE iN ORDER f0 ListEN +0 CONVERSAHONS OR INFERCEPH FaYes. THE EQUIPMENT
NEEDED 7S NETHIER €oStLY NOR CoMPLicAIED +0 OPERGIE. Avhiorities caN  MoNTFOR  BY
FAPPING ON TNDIVIDUAL PHONE LINE 0N INFERCEPHING pata sEReaMs as HHEY GRE SENY GND RECETVED.
[F @ vser Has INFERNEF dccess vid @ Private ISP, emMPLovEES OF fHat ISP €aN OPEN NP REGD E—
MaiL SENt FHROVGH 7+ 0R BLlow PoLice iNvestigators 4o bo So, UNLESS SPECiAL SBFEGUARDPS GRE Put
iN PLAacE +o ProfECE PRivACY. IF auforiHiES Have dccess fo aN ISP's SERVER oR HIE cowtrY's
feLecommUNiCations NEtwoRk, FHEY €N cAPHRE E—MiLS wHILE FHEY RE IN fRANSTH.

AvloritiES €N READ, BLOCk, OR DELEJE MESSAGES BASED ON SUCH CRTIER[A ds fHE E—maiL
AODRESS OF $HE SENDER OR HHE RECTPIENT, $HE INFERNEF PRoFoCOL GDDRESSES TDENFIFYING HHE SENDING
comPUIER anp HE pESHNGHON coMPUER(S), 0R HHE PRESENCE OF SPECTFiED CHARACHER SERINGS TN
He BobY oF HHE MESSAGE—SAY, HHE wWoRDS “EMR” N “CORRUPHION” N CLoSE PRoYiIMiHY. SucH @
system is aNALoGovs fo @ Postal DELTVERY sYstEM N wHicH ALL PiECES oF ML GRE FiRSH DELTVERED
to 8 SINGLE Loc@tioN, wHERE OFFicials can iNsPECt ifEms 8+ will.

ALtiougH vata is BRokeN WP anp sent iN “Packets,” edey Packet contains INFERNET PRofocol
(IP) OVPRESSES, PAckets caN EASTLY BE REASSEMBLED WHILE EN ROVIE witl HHE @7b oF EAVESPDROPPING
fooLs.

AN EQVESDROPPER CON GENERALLY ToENHIFY HHE comPulgr JErmingL fHaf s SENDING OR
RECEIVING Datd, BUF Not HIE PERSON wHo s HYPING oN s keyBoarp. For 4iis REASON, SoME
GOVERNMENTS GRE UNEBSY 8Bout ALLOWING CoMPUIER fERMINGLS with INFERNE} Access N PLaAcES
WHERE EYIRA EFFORF woLLD BE REQUIRED +0 MONTHOR wHo iS USTNG E@cH +ERMINGL, FOR wHat, anp
WHEN. A contRact PRoviveD gy TUnTsia's state—run AGEncE Tunisienne vInternet (ATT) requires
INSHHUTONAL INFERNEE SUBSCRIBERS {0 REFRATN FROM OFFERING ONYONE REMOYE dccess vid HHETR
COMPUIERS witlout PRIOR QUHHORTZAFON, OND fo DECLARE 40 HE ATl HIE NOMES oF GLL PERSONS
HAVING AccowNts ON, 0R Bccess fo, HHE coMPUIERS aND f0 TNFORM HHE GGENCY OF CHANGES N HHE
USER List,

EYPRESSTON vid HHE INFERNEF TNCLWDES HIE USE oF MEANS fHat aRe PRIVAIE anp otHERS fHat are
PuBLic, E—maiL §s PRIVAIE iN HIE SENSE fHat HHE SENDER SPECIFiES HHE PERSONS OND OPDRESSES 0
whom 7 will g2 sent. (OF cowrse, ReciPients can HHEN RE—SEND 7 f0 oHHERS OR Post it oN @
BWLLEFIN BoGRD, Just as HHEY €ON Po witH AN ORPINGRY LeHeRr,) BY CONFRASY, LAUNCHING N OPEN—
dccess wEB STE 0R PosHNG @ coMMENT TN @ PUBLTC NEWSGROVP ORE 8cts oF PUBLiC SPEECH SINCE
fHey GRE VIEWABLE BY GNYONE wHO WiSHES fo visi# HHE wWEB STHE OR NEWSGROUP.

CoMPUIER USERS HAVE vaRious MEANS o PRofECE HHETR PRIVACY ND ANONYMIHY, SOME MORE
EFFECHVE HIAN oFHERS. A+ HHE Low—+ECH END, @ USER €ON #RY +0 @v0id SWRVETLLANCE BY USING @
CcoMPUIER JERMINGL OR E—MBIL dccouNt +1at s Not BETNG MONTHORED, FOR EYAMPLE, ONE BELONGING

47



48 THe INterngd N Hie Miveast: Free EyPRession anp CENSORSHTP

+o @ FRiEND. THE USER €aN bidL iNto GNOTHER COUNFRY GND BYPASS HHE LoC@L SERVICE PROVIDER OR
VSE @ PSEWONYMOUS E—MATL ACCoUNt FRoM ONE OF HHE MANY COMPANTES HHat OFFER \WEB—BASED E—
Mail dccowts anp HHat po Not REQUIRE cLients fo FURNTSH HHETR REAL NAMES, sucl ds MSN.coM’s
“UotmaiL,” Yaoo.com's “Yaroo! aiL,” anv USANEF's “Wee@poress.” THESE FECHNIQUES MAY HELP
USERS ESCAPE TDENFIFication iF HHEY GRE Not GLREGDY UNDER SWRVETLLANCE, BUE +HEY GRE No
INSURANCE AGBINSH INFERCEPHION fF @ USER'S COMPUIER COMMUNTCAION TS BEING MONTFORED.”

EYPerts AGRee HHat HHERE GRE BaSicALLY HHREE MEHopS HHat, ForR HE +iME BEING a8t Ledst,
MAKE SWVETLLANCE EYIREMELY DiFFicuLt: DIRECI—fo—SAIELLTIE OND OFHER FORMS OF WRELESS
FRANSMISSTON, BNONYMOUS RE—MATLERS, AND ENCRYPFHON.

SMALL pisHES GRE avaiLasLe +Hat EN@BLE VsERs fo fRAONSMit OND RECEVE pata piReciLY vid
SBHELLIE, BYPASSING FHE GROUND—BASED JELECOMMUNTCAtON system. THESE Fit into @ suitcase—sizen
CARRYING CASE OND CAN BE PLACED DISCREEILY ON @ BALCONY WHILE TN USE. THEY RESEMELE N Siz€
Hie “Pizza” visHes VSED 40 DowWNLOBD SAHELLHHE JELEVISTON BRoGPCASTS, BUF GRE CAPABLE OF SENDING
@S WELL @S RECEIVING. SoME COUNIRIES OF HHE MipbLe East anp NorRHH AFRica ETHER BAN OR REQUIRE
PERMIFS FOR DIRECH—Fo—sHELLIE bisHES. Cost aLso Pubs His 4EcHNOLOGY BEYOND HHE REACH OF Most
TNDIVIDUALS NP NONGOVERNMENFAL 0RGANTZAFIONS TN HHE REGTON. BUF @S +HEY GRow MORE GFFORDABLE
OND  WIDESPREGD, WIRELESS COMMWNTCAHiONS OFFER @ PotENt MEONS OF EVADING GOVERNMENT
MONTHORING AND CENSORSHIP.

“ Most WEB—BASED FREE E—MOIL SERVICES GRE Not ENCRYPHED, USERS COULD ENHANCE SECWRIFY wWHEN
USTNG FHESE SERVICES BY ENCRYPHING OND/OR ONONYMIZING HHE MESSAGES HHEY SEND. SEE BELOw.
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ENCRYPHON, ON HHE oFHER HAND, costs NOFHING OR NEYE F0 NOFHING. SHRONG anv EdsY—to—USE
ENCRYPHION SOFHWERE, Sl as HiE “PReHy (oov Privacy” (PEP) PROGRAM, €N BE DoWNLOBYED FOR
FREE FROM HIE WORLD WIDE WEB AND SHORED ON @ LAPHOP OR PERSONAL CoMPUIER.” WHILE EYPER}S
USING POWERFIL CoMPUIERS HAVE BEEN @BLE f0 BREGK SIRONG ENCRYPHON CODES, HHE PROCESS
REQUIRES CONSTDERABLE RESOWRCES OND +IME aND js iMPRACHCAL FoR RoUEINE MONTHORING. UsErs
SHoWLD NeverfHELESS PaY aHeNtioN fo DEVELOPMENES IN HHE FiELD—8S wELL @S f0 Local Laws
QOVERNING HHE USE oF ENCRYPHION. THE (LoBal INFERNEF LigerEY CaMPAIGN MAINFAINS @ COUNIRY—BY—
COUNFRY REVIEW OF LEGTSLAHON 8 <wivw.GTLC.0RG/ CRYPH0/CRYPHO—SWRVEYHIMLE country>.

THe RiGHt f0 ENCRYPH MESSAGES §s oF PaRFCWLAR MPORIANCE to HHE PROJECHON OF HUMAN
RIGHES. IN MANY COUNIRTES HWMEN RiGHES oRGANTZAHONS UsE PGP fo Protect HE foentity of
WIHNESSES NP victiMs WHEN SENDING paHd ELECHRONTCALLY. RigHts GRoVPs iN (uatemaLd, EfioPia,
Haits, Mexico, Sovt AFRrica, Honae Kona, ane TURKEY RE AMONG HHosE HHAF VSE ENCRYPHON,
AccorpING HHE (ILC SURVEY. SOME GROVPS USE CRYPHOGRAPHIC FECHNIQUES +0 DIGTHALLY STGN MESSAGES
fuat +Hey senv over HHE INFERNEF f0 ENSURE HHETR INFEGRIFY anp autenticity, Hat is, +o PRove
HHE MESSAGES GRE TNDEED COMING FRoM HHEM OND HAVE Not BEEN ALIERED IN FRANSMiSSiON.

" See Patrick BaLL anp Mark (iRoVaRD, SHFE (OMMUNICOHONS in 8 DANGEROUS WORLD: (RYPFOGRAFHIC
APPLICatoNS For Humdn Ficts GRovPs (WasHINGIoN, DC: AMERTCON ASSociakion For HHE ADVANCEMENF oF
Seience, eyPECHED 1999). For INFORMAFON 880W How PGP, @ “PuBLic Key” ENCRYPHON PRoGRM, WORKS, SEE
HE FAQ (PREquENtLY dsked QUESHONS) SHEEES @F <HHP:/ /i BRE.NMEDY/ ~DROSOFF /PGP /PQPMLS GND
<WW.COMACUKPOP.NEY/ POPNEL/PGP—FaqS: seg dlso Davio Banisar, BUE OFF A Primer For Himaw Ficits
GhovPs on  WiretaPFing (Lonwon:  PRIVACY INFERNGHONGL, OcfoBER  1995),  <wiwwPRIVACY.0RG/Pi/
REPORFS/BUG_OFF.HIMLS.
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THE POWER OF ENCRYPHON f0 Foil MONTHORING HAS LED @ NUMBER OF GOVERNMENIS +o iMPOSE
ResHRICHONS ON HIE USE, SOLE, OND EYPOR} OF ENCRYPHON SOFIWERE. TUNiSTA, Sawi ARagia, ano
[SRAEL BRE BMONG HHOSE COUNIRTES Hiat BAN HE USE OF ENCRYPHON without PRIOR auitiorization.”

ENCRYPHON Has AN AcHiLLES HEeL: 74 MaY EFFECHVELY SHIELD @ MESSAGE’'S CoNFENES FROM AN
EQVESPROPPER BUF Not HHE Fact H1dt SomMERIING Has BEEN ENCobeD. THiS ALONE MaY LEAd fo HARsH
CONSEQUENCES F HHE QUHHORIHES wisH +o PUNISH +HE SENDER OR RECTPIENY, 0R COERCE HEM o
piscLose e MESSAGE’S confENTS oR HHETR “Private kevs.” UPoN oBHaiNING HHE LaHER, auvttorifies
coWd HEN READ EVERY MESSAGE ENCRYPIED witH HHE UsER’S “PuBLic key” or UsE HHE CoMPROMISED
PRIVAIE kEY fo MPERSONGHFE 1+ VSER SN CORRESPONDING with otHERS.

* Accorping 40 (ILC'S ENCRYPHON SURVEY, OFHER COUNIRTES wit LOWS RESIRICHNG ENCRYPEION TNCLWE
BELARUS, SINGAPoRg, Russia, Pakistan, CHiNG, ano UNHIL Janvary 1999, France. IN e Unites States,
ENCRYPHING s Not RequLafep, gut Laws BaR U.S. COMPANTES FRoM FREELY EYPORFING STRONG ENCRYPHION
SOFFWEARE witHout @ LICENSE, ON HHE GROUNDS HHAt ENCRYPHON will BE USED BY FERRORiSTS, DRUG #RAFFTCKERS,
OND ORGONTZED CRIME GROVPS $0 CONCEAL HHETR DEEDS,



How Users (an Profect Tigir Ricuts +o ANonyMi#Y anp Privacy 51

ONE waY to circumvent Hiis DANGER is +o CAMOUFLAGE ENCRYPIED MESSAGES BY USING
SHEGANOGRAPHY. THiS #YPE oF PROGRAM HIDES ONE FORM OF bata iNSTDE GNOFHER—FOR EYaMPLE, feyt
iNSTPE @ GRAPHiC TMAGE OR @ VibED R Awjo cLiP—iN sucH @ way HHat makes i+ more Likely fo
ESCaPE petectioN BY INFERLOPERS. FoR EYAMPLE, @ SENSTHIVE DocUMENE PROVING HHat @ PoLice Wit
MOONLTGHIED 8S @ PEAH SQUAP CON BE ENCRYPIED AND EMBEDDED N 8 PHoFOGRAPH OF @ SOCCER fE0M,
aND FHEN E—MATLED +0 @ PERSON oVISTDE HHE COUNIRY wHo HAs +HE MEANS 0 EYFRACE HHE DoCcUMENE.
SHEGANOGRAPHY SOFFWARE CAN BE DOWNLOGDED FOR FREE FRoM FHE WoRLD WidE WEB.” However, some
EYPERIS WORN At sSoPHisHcatep EAVESPDROPPERS €aN DEFECE WHEN @ FiLE Has SoMEFHING
SHEGANOGRAPHTCALLY HiDDEN N .

THE HiRD ONF—SWRVETLLONCE STRAHEQY 7S $0 ROVIE CoMMUNICHIONS Vi SECWRE aNb 4RUstED
WEB—BASED RE—MAILING SERViCES +Haf FOoRWARD FHEM f0 HHE DESTONBIED RECTPIENT ONLY OFfER
EYPUNGTNG +HE ORTGTNGL BPPRESS OND OHIER TOENFIFYING D8+, To REDUCE #RACEABILIEY FURHIER, USERS
AN seLEct RE—MOTLERS HHAt KEEP No RECORDS OF HHE APPRESSES FRoM wHicH HHEY RECETVE, anp o
wHicH ey <senp, vada. THeY €an dlso PRoGRAM MESSAGES 40 PASS HHROUGH MORE HHAN ONE RE—
MATLER; SOME RE—MAILERS Do HHis dutomMaticaLLy, AND TF HIETR BROWSER SUPPORES STRONG ENCRYPHON,
HHeY €N cHoose @ RE—MEILER HHat ENCRYPIS ALL MESSAGES s +HeY ARE SeENt fo HHat Re—MATLER,
wHicH HEN SENDS fHeEM oN o FHE INFENDED RECTPIENY TN DECRYPIED FoRM. IN fHE LAHER SCENGRIO,
EVEN F ON EQVESDROPPER 7S “SNIFFING” @ PERSON'S INJERNEF activities, Hie EQVESDROPPER can at
Most DiSCERN HHat HHE PERSON s ViSTHNG @ PARFCUER wEB STHE BUF Not HHE content ofF e
MESSAGES +Hat HHE PERSON 7S SENDING, HHE TNFENDED RECTPIENES, OR wWHEHHER HHE PERSON Has
ENCRYPIED MESSAGES BEFORE SENDING FHEM.

 ForR MORE ON SHEGANOGRAPHY, SEE <HHHP://MEMBERS.IQUESHNEL/ ~MRMIL/SIEGOMIMLS,

" USEFU iNFORMBHTON @B0UE GNONYMOUS RE—MBILERS €aN BE Founp TN HHE AnonMous Re—maiter FAQ
(FrequentLy askep QUESHONS) BY ANDRE BACARD, <wwwiwawELL.CoM/USER/ABACORD/REMATLHIMLS, SEE dlso
<IWIWIN.BNONYMTZER.COM>, WHICH OFFERS GNONMTZING RE—MATLER GNP WEB—BROWSER SERViCES, @ FAQ, anb Links o
oHER sites Hiak DEAL witd PRIVACY ON HIE WoRLD Wibe WEE. FoR @ List oF BcHive GNONYMIZING RE-MBILERS, SEE
<WIWW.CS.BERKELEY.EDU/ ~RAPH/ REMBTLER—LTSTAIMLS,



52 THe INterned N Hig Miveast: Free EYPRESSiON anp CENSORSHTP

For 0BVioUs REASONS, SOME GOVERNMENES SEE NONYMIZING RE—MBILERS S UNPESTRABLE GND HAVE
gLockep Hiem.” THE GovernvENts oF CHING, SINGAPORE, anp HE UNiev ARde EmiRates slock Hig
WEB STHE OF \WIWW.ONONYMIZER.COM, ONE OF HE BESI—KNOWN SUCH SERVICES, AccorpiNg fo Lance
CoHRELL, PRESTDENE OF ANONYMTZER.COM.”> ANOHIER POFENFTAL PROBLEM Wit GNONYMIZERS s gt Hgy
po Not GUARANTEE F1at HHE USER'S TDENFIHY will REMAIN UNKNOWN $0 FHE GNONYMIZING SERVICE THSELF
oR 4o HE VsErR's [SP. ResedrReigr GRE @PPRESSING HHis concerRN., ONe fool #ifat §s sHLL iN
PROFOIPE Form s “CRowps.” 1 worksS 8Y coLLecHing WEB USERS iNto @ GEOGRAPHICALLY DivERSE
GROVP Hdt PERFORMS WEB FRANSACHIONS ON BEHALF OF 7iS NDiviDVaL MEMBERS iN @ way HHat
PREVENTS WEB SERVERS, 0FHER “CRowd” MEMBERS, AND EGVESDROPPERS FROM TDENFTFYING HE SENDER oF
@ PaRITCULAR commNication.”

" ON €ONCERNS N HIE LAW—ENFORCEMENE COMMUNTEY BB0VE ANONYMTEY ON HHE INFERNEE, SEE SHEvE LolR,
“Privacy oN INFERNEF Poses LeqaL Puzrte,” AEiv YORK imes, APRIL 19, 1999.

” Lance CoHreLL, “Commerciol AnonyMidy,” PAPER Presentes at frie ComPuters, Fregvom anp Privacy
CONFERENCE TN WASHINGHON, DC ON APRIL 6, 1999, <wivw.CFP99.0RG/ PROGRAM/PAPERS/CoHRELLIIMS,

™ 4CRowps” GNP OFHER NEw fo0LS FoR PROFECHNG PRIVACY ONLINE GRE DESCRIBED N (UMMINICORONS OF
HiE A, Fegruary 1999 (voL. 42, no. 2). THE ACM 7s HHE Association For CoMPUEING MACHINERY.



Y. CONTRY PROFILES

This secHoN PROFILES HIE SHAtE OF ONLINE LiBERFIES TN EiGHF COUNIRiES oF HE MipoLe East
oND NorHH AFRiCA. THE YPE oF INFORMBHON T+ CONFATNS VARTES FROM COUNFRY +0 COUNFRY, GNP 7S
Not COMPREHENSTVE. THE LENGHH OF EAcH cHAPIER ENFRY iS Not NECESSARILY INDICAHVE oF e EYtENt
OF INFERNEF CONFROL OR REGUAHON N FHAF COUNIRY.

BauraiN

THe INFERNEF 7S HHE BREND OF w0 CONFLICHNG 0BIECHVES oF HHE BAHRAINT GOVERNMENS: s
B> +0 BECOME “HE JELECOMMUNTCAFIONS HUB oF HE QUF"™ anp s pEtERMINGHON o SUPPRESS
INFORMBFION CcRificaL of HiE RWLE oF e AL KuaLiFa FamiLy. AulHoriHiES HAvE oN HHE ONE Hanp
PrRoMOTED HHE INFERNEY, MAKING BCCESS AVATLABLE STNCE 1995 anp EASY +o oBtaiN. No autHorization
iS REQUIRED f0 LAUNCH @ wEB SifE. SEVERAL INFERNE} caFEs sERVE He PuBLic, ON HHE oHHER Hanp,
HHe SECWRTHY SERViCES GRE AWARE HHAt HHE BAHRAINT 0PPoSTHON HAS SKILLFULLY USED HE INFERNEF 0
collect aND DISSEMINGIE INFORMAHION. THEY HAVE BLOCKED wWEB SHES aAND REPORIEDLY EMPLOY
feciNicaL eyPEREs 40 assist iN CONDUCHING SURVETLLANCE oF INFERNEF VSE,

Accorping 4o ONE BAHRAINT PROFESSOR WHO was INFERVIEWED TN FEBRUARY 1999 anb REQUESTED
ANONYMTHY, “HiE sHatoN oF HHE INFERNEY TS Goob, BEHER HHaN HE OVERALL HUMAN RiGHES sHvation,
BECOQUSE HHE CQOVERNMENY UNDERSEANDS s IMPORIONCE FOR MAINFAINING @ CoMPEFTHIVE BUSINESS
EDGE, ESPECTALLY N @ SERVICE ECoNoMY.”  BAHRAIN'S CoNsHHUFON GUARANIEES FREEDOM OF SPEECH,
OF 1He PRESS, PRINFING OND PuBLicatioN, “IN ACCORPANCE witH HHE CONDTHONS AND PROCEDWRE
SPECiFiEp 8Y fHE Law.” [ dlso GUARANIEES PRivAcY oF Postal, fELEGRAPHIC anp JELEPHONIC
commUNTCations. Article 26 states, “No coMMUNTCatioNs SHALL BE CENSORED NoR HHE CoNPENES
JHUEREOF REVEQLED EYCEP+ TN CASES OF NECESSTHY PRESCRIBED BY HHE LAw OND TN OCCORDANCE Wity
HE PROCEDURES NP GUARANIEES statep FHEREIN.”

DesPite HHESE ConsHHVEONAL PROVISTONS, BUFHORTHES EYERCTSE SWEEPING CONFROL OVER @LL
Local MEDTA OND MAKE PuBLic criticismM oF GOovERNMENE OFFicidls anp PoLicies ofFF—Limits.
Accorping fo Hie US. State DePariMENt's (OINHRY REFuRES on Human Ricrts PRACHCES For 1998,

" Sgg, For EYAMPLE, “BaHRAIN: THE POWERHOUSE oF HIE GULF,” N ETGHI—PAGE GDVERFTSING SUPPLEMENS iN
HE DecemBer 21, 1998 ISS\E OF AEwswEEK MAGATINE, U.S. EDHHiON.
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“TELEPHONE CBLLS GND CORRESPONDENCE BRE SUBJECH 0 MONTHORING. POLICE INFORMER NEHWORKS GRE
EYIENSTVE D SoPHisHicatep, DWRING HHE YEBR, HHE GOVERNMEN' FREQUENTLY INFRINGED ON citizens'
RIGHF +0 PRIVACY, USING LLEGAL SEGRCHES AND ORBIHRARY GRRESHS @S tactics 4o control PoLitical
WNRESH....E—MBIL AccESS 0 INFORMAHON 7S UINTMPEDED, aLFHOUGH i+ MY BE suBgect $o MoNTHORING.”

BAHRAING  autHoriHES DD Not REsPond fo Human Ricits water's LeHer anp Follow—VP
INQUIRTES REQUESEING SNFORMAFTON ON INFERNEY Policies., INFERNE+ SERVICE iS @ MONOPOLY oF HHE
PuBLic FELECOMMUNICEFiONS CcoMPaNY BateLco, PRiCES GRE MODERAIE BUF CON GPb UP STNCE HIERE 7S
No 0PFiON FOR UNLIMIFED SERVICE @t @ FiYED PRICE,

TERE 8RE CONFLICHING REPORES ON HIE EtENt 0 wilicH avhioriHiEs elock PoLiHicaLly
SENSTHVE WEB SHES. HowEVER, VARIOUS SOVRCES CONCWR H1ia+ HHE wEB SHE oF HE BaHRAINT FREEDOM
Movement (<HHEP://0URWORLD.COMPUSERVE.COM\ HOMEPAGES\BOHRGINS)—or a4 Least HHE content
BEYOND 1S HoME PAGE—is systematicaLly sLockep., UnLike fHe UNiep Arag Emirates anv Sawf
ARag7a, BAHRAIN PoES Not GPPEAR 0 Have TMPLEMENTED N amBitious system 4o BLock PORNOGRAPHY.
[+ Has PREFERRED 40 ENCOWRAGE VUSERS CONCERNED @BovF SEYVALLY EYPLicit maferials o instaLL
FILIERING SOFHWARE.

AVHoRTHES GRE LESS CONCERNED with BLOCKING wEB STHES HHAN witH CLoSING PowN HHE
SOWRCES oF cRitical INFORMAEION LEGKING ot oF HHE cOoUNIRY, BCcorDiNG 0 HHE PROFESSOR CitED
080VE. A SMALL NUMBER oF BAHRAINTS HAVE REPORIEDLY BEEN DEFATNED OR QUESHONED ON SUSPICiON OF
USING ELECHRONiC MEBNS fo #RANSMIE INFORMAEION fo Political oPPosTHioN QRoUPS oUisiDE HHE
coWNTRY. THE BESH KNOWN €BSE is Hat oF Sayyiv ‘ALawi Sayyiv SHARaF, @ BateLco enaineer. ON e
NiGHE oF Marcl 25, 1997 SECURIY FORCES RAIDED SHARAF'S HOME, CONFISCAIED His COMPUIER aND
PEFAINED HiM. HiE WS HELD FOR NEARLY fww0 YEGRS BEFORE BEING RELEASED witHoUt CHARGE. ACCORDING
+0 @ BaHRAINT wHo MEY SHARAF GFIER His RELEGSE, HE CAME UNDER SUSPICioN Not HHRoVGH HigH—fEcH
MEANS OF SURVETLLANCE BUF +HRoUGH HHE $RADTHONAL PoLice MEFHODS, INCLUDING HHE TNFERROGEFHION OF
HHiRD> PARFTES OND HHE VSE OF iNFORMAONES. AMNESHY INFERNGEFiONGL sfatev fHat SHARAF Hav
REPORIEDLY BEEN +ORHRED WHILE BEING HELD INCOMMUNTCADO BY SNFELLIGENCE oFFicidLs.”

RaQ

” Avnesty INFERNaFONAL URGENF Action APPedL 42/97, MareH 25, 1997.



CouNiRrY PROFiLES 55

[RAQ 75 HHE ONLY contrY IN WeEsH Asia HHat Has No INFERNEF CONNECHON @4 ALL. IN @ Letier
o fuvan Ricits Watel, [Raq's AMBassabor fo He UNTH0 Nations Nizar Hampoon BLaMED Hiis state
OF GFFBIRS ON DOMAGE +o HHE +ELECOMMUNICAHONS TNFRASHRUCHRE SNFLICIED DURING HHE (UF War
anp +o HE UN. sanctions™ Hiat restrict MPoRES oF SPARE PaRYS For Hiis sector. e suaaesten
Hat But For HHESE FORETGN 0BSHACLES, HHE GOVERNMENT OF [RAQ woULD BE PURSUING @ PRO—INFERNEY
PoLicy. IN His LEHER, HHiE aMBASSADOR FFTRMED 1t [RAQ'S CoNsHHUFONAL QUARANIEES OF FREEDOM
OF OPINION ENCOMPASS HHE RiGHE fo RECETVE aND DISSEMINGIE INFORMAFION ONLINE, “IN CONFORMTHY
Wit HEE 8iMs oF HE consHHUEON aND witHiN HHE LiMits oF Hie Law.” e avoep Hat fie state
“spaLL ENDEBVOR fo PROVIDE HIE FACILTHES NEEDED FOR HIE EYERCISE oF Hiis Freepom.””

™ IN RESPONSE 40 [RAQ'S NVASTON oF Kuwdit iN 1990, HiE SECURiY Concil PRoWigHHED aLL [RAGT EYPORES
aNp ALL iMPoRYS EYCEPT EssEntiaL Humanifarian THems. UN.S.C. ResoLuFioN 687 (1991) CONPTHTONED HE LIFHNG oF
HHis EMBARGO ON @ PEJERMINGFION BY HHE SECWRiHY CounciL Hiat e [RAQT GOVERNMENE HAD COMPLIED with
DEMAONDS MADE N HHE RESOLUFON, TNCLWDING HHE DESHRUCHON oF TS WEAPONS oF Mass PESTRUCEION aNp PaYMENT
ofF ReParRations to Kuwait. SiNce 1995, HHE SECWRIY Cowneil Has allowep [RAQ +o EYPORF oil anp UE e
PROCEEDS $0 PURCHASE HUMANTHARiAN SUPPLiES, HIE SELECHON aND DisRiIBUON OF wHicH is UNDER UN.
SUPERVISTON.

T Leter 4o Huvan RicHts Waten From Nizar Hampoon, HHE Permanent RePresentative of Raq +o Hig
UNiep Nations, June 1, 1999,
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However, Given [RAQ's INFOLERANCE OF ONY kiND oF PoLitical pissent or criticism, i is
HARDLY SURPRISING +Hat T+ REPORIEDLY PROUIBIES UNAUFHORTZED USE OF MobEMS, wHicH 8RE @
PREREQUISTHE FOR GOTNG ONLINE.”

* Josu Frigoman, @ REPORIER For HE LONG [SLAND, NEw YORK—BASED ALinspady, tolb Huvan RicHis wWatey
HHat wWHEN HE aND hvo OFHER FORETGN JoURNALISTS ENFERED [RAQ BY LAND FRoM JoRDAN TN DECEMBER 1993, [RAGT
customs AGENES GSKED EACH ONE TF HE waS CORRYING MOPEMS OR SBHELLIFE PHONES. THEY DENTED HAVING MODEMS.
THEY WERE 0BLIGED 40 PaY @ FEg of U.S. $300 For £dcH SHELLHE PHONE, wHicH HHE GGENES HHEN SEALED wWitH
COPPER WIRE ostEnsiBLY fo PRevent HETR USE EYCEPE iINSTDE HE PRESS CENFER oF HHE MiNsHRY oF
Communications N BaGHPED. TELEPHONE INFERVIEW, JaNVarY 11, 1999.
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THE OFFICTaL PRESS HAS BEEN OF hwo MiNDS 8Bovt HHE INFERNEF, DENOUNCING T+ 8S “ONE oF HiE
AMERTCAN MEANS to ENJER EVERY HOUSE iN FHE wWORLD” WHTLE COVERING §# FAVORABLY ELSEWHERE.”
[RAQ7 AutHorTHiES HAVE MOUNIED WEB SHES fo DiSSEMINGIE oFFicial INFoRMAtioN. IN APRIL 1999 fie
1RaGT NEws AGEney (INA) LAUNCHED an ARGBIC anb ENGLISH STHE, <imwivNISCTRAGNES/ TRAGNEWSS. THE
FOLLOWING MONHH, 87—78wRd BecaME HIE FiRst [RAQT NEwSPAPER f0 LAUNCH AN ONLINE EDiFioN,
HosHING # ON @ wWEB STHE BASED TN JORDAN, <wiwiv.iNDEY.COM.J0/TRAQIODAY/INDEYHIML>, [RAQ’S
MissioN fo HiE UNFED NaHTONS HAS LONG HAP @ SHE OF 1S 0WN, <WiWW.UNDP.ORG/Missions/Raa/>.

DesPiHe HIE PAMAGE INFLICIED ON HHE COUNFRY'S TNFRASTRUCHIRE DIRING HHE (ULF WaR aNb HHE
ENSUING SANCHONS, HHE GOVERNMENE OF RAQ coulb SEF WP SoME SorRt oF INFERNEF LiNk For §ts
citizens TF i Hav HHE will +0 Do S0, BCCORPING 0 FELECOMMUNTCAHONS EYPERFS, IN SULAYMANTYEH, 8
NORFIERN city Hiat s controlLED BY @ KURpisy Faction, BEYOND e REACH oF PRESTDENY Sapbam
HusSEIN'S SECVRIHY FORCES, INFERNEF BCCESS 1A BEEN ESHABLISHED VSING @ SMALL S4ELLHHE pisH. Tie
Local UNIVERSTHY conngcts 4o HiE INFERNEF vid fHat Link.”

THe sancHions REGIME Has contRiBuIED +o @ PRASHTC DROP IN [RAQ'S SHANDERD OF LiViNG, HEALHH
CORE, OND EPVCAHioN aND SEF BAck Tis fEciNoLogical aovancemeNt. For MANY oRDINGRY IRAGTS, HHE
HARPSHIPS OF DALY SURVIVAL HAVE No Dougt MAbE [NFERNEF AccESS SEEM @ REMOTE LWURY. IN @opiHoN,
HHe UN. sanctions REGIME Has RESTRICHED HHE TMPORF OF COMPUIERS GND PERTPHERALS, LfHouGH HHE
SECWRTHY CoUNCIL’s sANCHions commiHEE Has BPPROVED SOME PURCHASES OF COMPUIERS FOR SCHooLS,
N> COMPUIER EQUIPMENE §S SMUGGLED iNFo HHE COWNERY anD solp oPENLY.”

" For EYAMPLES OF RAQT PRESS COMMENFARY ON HIE INFERNEE, sgg Hiig Mosdic (RoVP, JHE GLogdL DiFFusion
oF  HE INJERNES  PRogECE: AN INHAL  Iwuctive  SHwy,  Mared 1993, PP, 182—183,
< AGSP.COM/OPTIT/ ORI HIMLS,

© TELEPHONE TNFERVIEW with BARHAM Saled, WasHINGIoN REPRESENFAHVE oF HiE PatRiotic UNioN of
Kwrpistan Party, Fegrvary 23, 1999.

! See PoLLy SPRENGER, “Ledst Connectep Nakion Status, wirep AEivs ONLINE Decemger 17, 1998,
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THe Lack oF INFERNE} Bccess is most REGREHABLE @t @ +iME wHEN IRAGTS FEEL MORE cut oFF
HHaN EVER FRoM HIE OUISTDE WORLD. THE TSOL@HON aND INFELLECHUAL DEPRIVAHON wolld No DoVBY BE
MIHGHED 7F [RAGTS HAP QTVEN FHE OPPORFUINTHY f0 COMMUNTCAIE TNEYPENSTVELY vid E—MaiL aND oBHaiN
FROM FHE WORLD WIDE WEB AND OFHER ONLINE SOURCES MAERTALS anD INFORMAHON HHat 7S aBSEN N
HHETR LIBRARIES GNP NEWSSHANDS.

[RAQ'S oPPosTHON MovEMENES AND PARFES TN EYILE, S wELL as Hie KWRpisH PoLitical Parties
Hiat oPERME N HHE NORFH OF HIE COUNIRY BEYOND BAGHPAD'S CoNFRoL, MAINIAIN WEB STfES. IN
wDitioN, MEMBERS oF HIE [RAQT PIASPORA HAVE CREAIED @ CULIWRAL WEB STHE, <wiww.iRAQNEES, ot
BiLLs THSELF ds “@ smaLL EFForY fowdRPS BRINGING [RAGTS scatERep ARoWD HHE GLoBE, Yo ONE
PLACE, fo SHARE DEAS, PisCuss [RAQT CONCERNS, MEEF oLD FRIENDS, MOKE NEW ONES OR SiMPLY..Just
o vang out”?

Jorvan

INFERNEL USE HAS GROWN RAPIDLY N JoRPAN, with HHE GOVERNMENE EYFOLLING ffs ViRIUES anp
MPOSING FEw RESIRTCHONS. AVHHORTHES HAVE BEEN MORE FoLERANY fowd@RD NEWS GNP CoMMENS
ONLINE HHON fowaRp $RADTHoNAL PRINF OND BRoBPCASE NEWS MEDTA, with HHE RESUE HHat Jorpanians
caN oBHAIN INFORMAHION FRoM HHE INFERNEY $Hat §s EFHHER +8Boo OR TGNORED SN HHE Local PRiNt
PRESS.

INDiViDVALS, CORPORAHIONS, GNP ORGANTZAHONS €ON EsHaBLiSH INFERNEY dccounts EASTLY. No FoRM
OF GOVERNMENY GPPRovVAL 0R REGTSIRAION fS REQUIRED 0 OPEN N 8ccount oR SEY WP @ wEB STHE.
However, HiGH PHONE anD INFERNEF GCCESS costs, INCLWING HBYES aND FEES ColLected FRom [SPs,
Have kEPH HHE NUMBER OF USERS—ESHMAtED 8 BEFWEEN 20,000 anp 30,000—LoweR HHaN 7+ MigHt
OFHERWISE BE. IN EBRLY 1999, @ MoNFHLY Account ForR @ MobERAHE USER cost HE EquivaLent oF U.S.
$70, INCLWING PHONE CHARGES. ALHowGH HHIERE GRE STy PRIVAHE ISPs, aLL Must Gt HIER Lings
FRoM e stote feLEcoMMUNTCAHONS CoMPANY GND ORE caPHive fo its RELGHIVELY HiGH PRICING
PoLicies.

SINWWWIRED.COM/NEWS/NEWS /PoLities /story/16904tmL>, ano JosH Fricoman, “Tie Bacupap MarketPLace:
DesPie EMBARG0, SMUGGLERS KeeP Ricy [Raais SUPPLIED,” AEwspady, JaNVary 4, 1999, P. Ald,

” Lsa NapoLi, “Raai EviLes Reaed For Home o Wee Sie,” agy York /imes, Fegruary 20, 1997,



CouNiRrY PROFiLES 59

Accorping o Hie GoverRnMENY, “THERE S No BLOCKING OR CENSORING BY HHE GOVERNMENY oF
He coNFENE OF BNY WEB STHES OR OF ELECHRONIC COMMUNTCBHIONS Vid NEWSGROUPS, E—MAIL 0R OFHER
INFERNEF ForuMS.”®  Human Rigits watcl Has HEBRD No REPORES Hidt contrapict Hifis asSERFTON.

PRIVAELY RUN INFERNEF COFES HAVE PROLIFERGHED TN AMMAN OND SPROVIED UP iN oMER CitiEs.”
THe Government states, “THERE BRE No SPECTAL Laws RELAHNG o HHETR 0PERAFION oHHER HHan HiE
SHANDARD LICENSES HIEY HAVE f0 0BFAIN 85 ANY OMHER BUSINESS.” WE GRE Not GWORE OF GNY FORM
OF GOVERNMENT EFFORY 40 RESIRTCE 0R MONTHOR USE oF HHE INFERNEY 04 cYBERCOFES.

® Leter +o fan Rigts wated From MarwaN MUasHER, AmBassavor o fre UNHep States, May 21, 1998.

* A NEWSPAPER PROFILE OF CYBERCOFES iN JORDAN REPORIED HHat HIERE WERE FOURIEEN TN AMMEN.
Bassam Bavareen, “MaqaHi aL—INFERNEF Fi Amman: aL—Bant ‘ON 8z—Tawsad aL—MuNasaga..wa AFoHaL af—Turuk
LI-SWNE' BL—QUNBALA aN—Nuwawiva,” (“CYBERCAFES IN AMMaN: LOOkING FOR 8 SUMHABLE WiFE..aND FHE BESH waY
10 BUILD @ NUCLEGR WEGPON”) AL—Qws AL—ARAE], SEPIEMEER 29, 1998 AN BR¥icLe iN HiE Octoger 6, 1998 AL—
SHARG AL—AwsBF REPORIED At HHERE WERE FiFIEEN CYBERCAFES SN AMMAN OND NEGRLY FWENSY ELSEVWHERE IN
Jorvan. As rePoriep iN FBIS, Octoger 29, 1994,

® Leter FRoM AMBASSAPOR MUASHER.
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THe Jorpanian PuBLic Has BEEN BBLE +o 0BIAIN INFERNE} ACCESS LocaLLY SINCE 1996, THE Local
PROVIDERS OFFER NAHIONAL ONLINE NEWSGROWS (ELECHRONTC BULLEEIN BoRDS) anD ciiat Rooms.” N
HHESE FoRUMS, JoRDANTANS HAVE BEEN @BLE +0 CONVERSE @80Vt foPics fHat HHE Locdl PResS Has
COVERED GINGERLY F @ aLL, sucH 8s HE viEws aND TMPRISONMENT oF oUESPOKEN PoLitical pissivent
LeHH SHeeiLat {iwHo HIMSELF Has PARFCTPAIED TN ONLINE DISCUSSTONS), “HONOR” KILLINGS, JoRpaN'S
CONFROVERSTAL PEACE FREGHY ND RELAFTONS wity [SRAEL, anp GRMED aHacks oN [SRAELT +aRGEYS.

VaRToUS GOVERNMENE MINTSHRIES HAVE WEB STHES GNP E—MATL GDDRESSES, INCLUDING FHE (ENERAL
INFELLIGENCE DEPARIMENF (<iniNIE.Gov.30/ TS ). At LEBSE ONE INFERNEH SERVICE PROVIDER, NETS,
INVIHES SUBSCRTBERS +0 Post CoMMENTS AND QUESEIONS Ho PARFICTPAHING GOVERNMENE OFFTCiaLs N aN
“Ask HHe (GoverRNmENE” FOLDER.

Jorvanians HAVE BEEN BBLE 40 Go ONLINE $0 CTRCUMVEN 0ccasiondL PROHTBIIONS OF FORETGN
NEwSPAPERS. ON May 19, 1998, autrorities Banned HHE Lonpon—BasED baiLY AL—Qws AL—Arde)
TNDEFINTEELY FRoM TMPORFGHION. ACCoRDING +0 EDTHOR—IN—CHIEF ABPEL—BARRT AtwaN, oFFicialLs
dceusep HiE PAPER oF PUBLISHING STORIES HoSHLE fo JoRDAN, BYF Db Not SPECIFY wiich.” IN HHETR
May 23 fSSUES, vaRioUS JoRPANTAN DATLTES BND WEEKLTES RAN GDVERFSEMENES FROM AL—Qlps AL—ARAET
REMINDING REGDERS ot e FuL feyd oF +HE NEwsPAPER wads avaiLasLe vaiLy ot
<. LaWS.Cok>,  ACCorRDING o EbiHoR AfWaN, HIERE WERE No REPORES oF HHE STHE BEING
BLOCKED, GNP MONY JORDANTANS REGD HIE NEWSPAPER ONLINE, AL—{ps wis LateR PERMIHED fo
RESWE DiSTRIBUFON OF Tts PRINE COPiES IN JoRDAN.

* Jev WeiNER, “Jorvan anp HIE INFERNEH: Democracy ONLINE?” MiopLE EdsH INSTGHE, May—June 1998, PP.
49—50.

7 TeLePHoNg TNFERVIEW witH HuMan Richts waten, May 26, 1993,
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DesPiHe @ RELAHIVELY UNFEHERED INFERNEY, HHE TNCREASING RESIRICHONS ON FREEDOM OF
EYPRESSTON GNP HIE PRESS N JORDAN™ HAVE cast @ SHAPOw OVER INFERNEF USE, |4 §s wiDELY BELjEVED
HHat JorvaniaN SECWRiY autHoriHiES REBD HHE CoMMENTS Postep iN HHE cHat Rooms anp BULLEEIN
BoARPS ESHABLISHED BY JoRPANTAN ISPS @s ForuMS oN DoMESHC TSSUES, DURING 1996 HHE INFELLIGENCE
SERVICES SUMMONED 8 LEAST +1v0 PERSONS FOR QUESHONING OVER MESSAGES witH PoLitical content
Hat HHey Postep ON BULLEFIN BoBRDS OR cHat GRoVPS, Accorping fo THamer A, Qgeivaf, an
OPPOSTHON PoLitical FIQURE. Two JoRPANTAN JOVRNALiSHS SEPARAFELY CONFIRMED His dccowt o
Human Ricuts waten. Opeivat saiv HIE INDIVIDUALS Dib Not want HIETR PENFTHES piscLosED FOR FEAR
OF REPRisALS.”

Human RicHts Watcl is UNGWBRE OF SUCH INCIDENSS RECWRRING GFFER 1996, However, several
JorvaniaN INFERNEF Users folb Human RigHis watel fHat wWHILE Discussions agovt pomeEsHC
PoLitical fssVes N HHE cHat RoomMs GND BULLEFINS BOGRPS GRE MORE WIDE—RANGING HHAN HHE Local
PRINF 0R BRoBPCAST MEDTA, VSERS FEARED REPERCUSSTONS iF HHEY BROKE UNSPECTFIED RULES GOVERNING
HE Way fSSVES coWp BE Discussep, MarwaN Jomd, $HE GENERAL MANAGER oF NETS, oNE oF HHE
LARGESt PRIVAHE ISPsS, EYPLAINED TN @ MaY 26, 1998 PHONE CONVERSAFION with Huvan RigHts watcy:

THERE GRE VERY FEw RULES, BUF NETS, BEING TN JORDAN, HAS +0 CoMPLY with Local Laws.
THis MEABNS USERS Must Not WSE Foll LANGUAGE NoR atfack Puslic Figures. You can
aHack e Policy oF 8 cerdiN MiNisHER, Buf You can't atHtack [Hiem or ofier]
SUBSCRiBERS PERSONGLLY. NETS DoEsN'$ screen [, censor] meESSAGES, Byt we READ HHE
MESSAGES, LTKE BNY OMIER USER, anp 7 HIERE'S @ [#RANSGRESSION] WE SEND HIE VSER @
REMINDER, GND WE €N SUSPEND fHEm FRom @ [Forum],

* See Sa'eva KiLani, Black YEdR For DEmocRACY iN Jorpdn: THE 1999 PRESS dnp PuBLication Law
(Copenvacen: Ero—Mepiterranedn fluman RicHts NEfwork, SEP#EMBER 1998): Huvan Ricibs WakeH, “Jorvan:
CLaMPING DowN oN CRities: Human Ricits VioLations,” A fman Ficits watcy Report, vol. 9, No. 12, OctoBer
1997 Hman Ricits water, “Jorvan: A Deati KNeLL For Free EYPression?” A fiman Ricits watcy Report, vol.
9, No. 5, JUNE 1997

¥ Leter o wan Ricuts wated, May 17, 1999,
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AVHIoRTES DIRECILY PRESSURED ONE ONLINE PUBLication, Aviv (ARG MEDia INJERNES NEtwoRK,
I IMINGRES ), WHICH SEEKS +0 MOKE GVATLABLE NEWS GNP COMMENIARY Not PRoViDED BY HiE
fraviHioNaL MEDTA. AMN'S JoRPAN OFFICE was OPENED N 1997 @S @ PRoJECE OF HHE NONPROFiH
INFERNGHTONGL ORGANTZAHON INFERNEWS (<www.7~+zmzws.ov\c>), WHICH SUPPORES INDEPENDENT MEDTD
iN wHat 4 DESCRiBES @S “EMERGING PEMOCRACTES” AND WORKS fo comBAY CENSORSHIP. Aminv QuickLy
aHRracted soMeE oF HHE couNIRY'S ™Most FaLentEp JovrnaLists @S condriBUioRs. IN @ppition fo
PROVIDING LINKS f0 HHE WEB STHES OF OVER ONE HUNDRED ARGE NEWSPAPERS, MAGATINES, RADio, AN
feLevision stations, Aminv Posts oN its “EYE oN AMMAN" LiNk HHE LAJESE COMMUNTQUES FROM HUMAN
RIGHES ORGANTZAHONS AND COVERAGE oF JoRDAN'S PARLIAMENS, NONGOVERNMENFAL ORGANTZAETONS, aND
WOMEN'S TSSUES,

Accorping 4o Ra’ev aL—Agep, HiEN MANAGING EDHOR @F Amin, HHE Govent oF HE SERvicE
PRoVOKED HHE TRE OF CERIAIN GOVERNMEN} OFFiciaLs. WHILE SoME oF JoRPAN'S PRINY PuBLications
HAVE INFERNEY EDiHiONS, AMiv was HHE FiRst Local MEDTA oRGAN HHAH S BASED ONLINE. DURING HHE
FiRst WALF oF 1998, BiLaL aL—TaL, HHen—biRECHR oF Hie Government's QFFice ofF PResS anp
PuBLICatiONS, PHONED AMIN'S OFFICES ON NUMEROUS 0CCASTONS, WARNING HHE STAFF f1af fHEY wERE
Not ALLOWED fo wRitE BouE @ PARITCULER foPic, ane FHat FHEY WERE VioLaFiNG JoRPANTAN Law BY
OPERGHING witHout @ License, HoweveRr, BL—TaL NEVER FORMALLY iNTHiBED PROCEDURES 40 CLOSE DOWN
e aGeNcy. Accorving +o Favi aL—0gwi, HHe Progect pirector oF Amiv N Joroan, HHE acENCY
APPLIED FOR LEGAL status @S @ NONGOVERNMENFAL ORGANTZAHON TN 1997, anp iN Auvgust 1998 gt
APPROVAL waS GRANFED.

A JoRDANTAN SOVRNGLISH wHo §S @ FAN oF Aminv commentED fo Human Rigris watel, “Becavse
HE Laws 8RE Not CLEGR, Amiv PRESENIS 8 NEw CHALLENGE: s Like @ NEwSPAPER BU HiE
[avtiori+ies] cannot #reat 7+ as @ PugLication. YE+ wHEN HEY sBw HE ContENt, Hgy DioN'+ Like
# anp So ey sHARIED cALLING fHEM anD FELLING FHEM fHEY WERE vioLA#iNG fHE PRESS Law.”

Accorping +o @ FORMER EDTHOR 8 Amin, HIE GGENCY'S WEB SHE PUSHED HHE LiMits oF wiat
was APPEARING TN JORPAN'S 0FHER NEWS MEDTE, BU bib Not FEGHWRE aNY THem fHat oFFicials Hav
EYPLICILY ORDERED NEWSPAPERS Not f0 PuBLisd. He oBsErvEd, “WE Have f0 BE COREFWL BECAVSE
OPERBFING IN JORDAN..WE €ON'F faLk FREELY @Bout HHE RoYAL FaMILY, wE woULDN'+ HHink. aBovt 7+ as
LONG 8s HHE Laws GRE wHat FHEY GRe. THESE GRE ‘Rev Lings. IF i+ comes fo anaLysis, Hiat's okay,
Ut You cONNOF POINF FINGERS 84 GNY oF HE RovaL FamiLy.””

ON SePIemBER 1, 1999 HHE PRACONTAN PReEss anp PusLication Law fook eFFect, rRestricHNG
PRESS FREEDOM iN @ VARTEF OF wavs. THE BRoBP LANGUAGE oF #HiS NEw LEGTSLAHON HAS BEEN
CRHCiED BY JoURNALiSES OND HUMAN RiGHES dctivists iN JorpaN aND oVERSEDS. ARFICLE 2, wHicH
DEFINES “PUBLICAFION” @S “ONY MEDIA IN WHICH MEONINGS, WORDS, OR TDEAS GRE EYPRESSED iN ONY
wily,” coup EasiLY BE iNERPREFED +0 GPPLY 0 ONLINE PUBLiCAHONS, ALHHOVGH AUtHORiHTES HAvE Not
10 0WR KNOWLEDGE EYPLiCHLY statep Hiis fo 8 hE case. Features oF HE NEw Law HHat Restrict
FREE EYPRESSTON TNCLUDE REQUIREMENTS H1at:

* TELEPHONE INFERVIEW with Huvan Ricits wWatey, May 14, 1999,
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®  PRivAtE NON—DAILY PUBLICAHONS SECWRE @ MiNiMwM c@Pifal oF 100,000 JoRPANIAN DiNGRS
(agout U.S.$140,ooo); PATLIES Must HAVE @ MiNIMUM cAPTHAL oF 500,000 BINGRS witHiN 8 +HREE—
MONHH PERIOD IN ORDER 40 PUBLTSH, @ SEVENFOLD INCREGSE FRoM HHE PREViovs Law (arficLe Ts):

®  pPugLications “REFRAIN FRoM PUBLISHING ONYHHING FHA' conFlicts with HHE PRINCIPLES oF
FREEDOM, NOHONOL RESPONSTBILIY, HUMAN RIGHFS GND vALUES oF fHE ARGB anp [sLamic NaFoN”
(aricLe s); anp

®  Periopicals [wHicH 8RE Also DEFINED TN @ way HHa+ oD SNCLWE ONLINE PugLications]
REFRATN FROM PUBLISHING ANY MBFERTALS CONFAINING CONFENY DEEMED 0BIECHONGBLE, INCLUDING
aNYHIING HHat “DisParaces HHe KNG anp HE RoYal FaMiLY..INFRINGES oN HIE JWTCiaRY oR
UNDERMINES 45 TNDEPENDENCE.[aND #at] ENCOVRAGES PERVERSTON OR LEGDS f0 MORAL
corrPHON” (arfieLe 7).

VioLa¥ions of ar¥fcle 37 make @ PERjopical suBsect o FiNES oF Not LESS HHAN 5,000 DiNGRS
(ar¥icLE 47) aND PoSSTBLE CORI—0RVERED cLoswe (arFicLe 5O). As of May 1999, HHE PRESS anp
PuLicaFONS Law HAD BEEN TNVOKED ONLY ONCE o SUSPEND @ PRiNt PuBLications” s eFFect on
ONLINE MEDTQ REMATNED UNCLEGR,

Moroceo

THe GovERNMEN} oF MoRocco boES Not ResHRicH decess fo HiE INFERNEF OR CENSOR ConteNt,
AccorDING fo SEVERAL INFERNEY USERS TNFERVIEWED N MoRocco. Accounts BRE EASTLY 0BHATINED FRoM
DOTENS OF PRIVAHE SERVICE PROVIDERS, GNP USERS CAN OCCESS HIE UNFILFERED WoRLD WiDE WEB FROM
HoME, HIE OFFiCE, OR ONE OF MANY CYBERCOFES OPERAFING iN HHE BIG CifiEs.

" A cowrE oF First INSHINCE SUSPENDED AL—MAID wWEEKLY oN FEERVARY 14, 1999, PLBLicaHiON RESWMED
OF1ER AN @PPEALS cOWRE OVERFURNED HHE SUSPENSTON, BUF HHE CHARGES 8GaINSt HHE WEEKLY WERE Not DROPPED,
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Yet INFERNEH USE HAS GROWN SLoWLY SINCE 7 was INFRODUCED iN LBHE 1995, ContRARY o
OFFiCiaL cLaiMs oF MORE N 40,000 REGU.GR INFERNEF USERS iN @ COUNFRY oF 29 MiLLioN,” HE
PRiVAIE INFERNEY Associafion EsHiMBIED FHE NUMBER OF SUBSCRiBERS 8 8,000 aND HHE NUMBER OF
REGULAR USERS @4 12,000, Accorving 4o HE @ssociation’s Presivent, Chakig LauricHi, HHE Stow
GRowtH 7s PUE Not $0 GOoVERNMENS RESIRiCHONS BUE RAFHER +0 HIGH costs FoR VUSERS, HHE GBSENCE
OF 8 NatioNaL Policy 4o PRoMOIE INFERNE+ DEVELOPMENY, GNP UNFOTR GpvANFAGES ENJOYED BY HHE
SHAHE—CONIROLLED FELECOMMUNTERFIONS CoMPaNY HissaLat aL—MacHrie (IAM) in s comPERHON Wit
PRivate [SPs.”

IN EGRLY 1998, INFERNE® dccgss N Morocco cost agout (.S, $40—50 PeER mMontH FOR @
SUBSCRIPHON FHat TNCLWED FIFFEEN HOURS ONLINE PLUS e cost ofF HHE FELEPHONE CONNECHION
(apProvimateLy $2 PER HoW). THis cost was QUHE HIGH FOR @ COUNFRY with ONE OF HiE REQTON'S
Lowest PER c@PHA GRosS NaHONAL Propucts.” By 1999 HE QVERAGE SUBSCRIPHONS HAD PROPPED o
agout $20 PER MonHH FOR UNLIMiHED GCCESS, withl HELEPHONE CHARGES REMAINING 8t agout $2 Per
HOWR.,

? T wee s ofF HE stale—conIRoLLED [Hssalat aL—MaGHRiE FELECOMMUNICAFONS UHLTHY,

<HHP://oNPENEFMB/ >, BccessED May 12, 1999, cLAiMED “MORE HHAN 40,000 REGULAR VSERS iN Morocco.”

? E—MaiL CoMMUNTCAtioN FRoM Bssociation Presivent CHakie LauricHi 4o fwman RicHts wWatcy, May 12,
1999.

" INFERVIEW Wit Human Ricits Wakel, CasasLanca, APRIL 30, 199¢ anp E—maiL o Huvan Ricuts watel,
May 12, 1999. See also GHassan Kiager, “INFERNEH Qv MaRoc: DEW ans £+ +ousowRs 8 +AFONNER,” L Economiste
(Moroceo), Janvary 1, 1996.

? Moroeco’s (NP PER caPita was U.S.$1,250 iN 1997, accorving 4o THE WoRLD Bank, WoRLD DEVELOFMENE
Rerort, 1998/99, .91
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LaHRTCHT, wHo HEADS @ MAJOR (ASABLANCA—BASED PRivate ISP caLlep L& TEcHNoLoGTES, Pointed
ovt Hat INFernet GRowHH was TMPEDED BY HHE STRUCHWRE oF FELECOMMUNICAFIONS TN HHE COUNTRY.
PRIVAE ISPs, He sa7D, Must USE HIE LINES OND INFERNGHONAL GaHEWAY MAINFAINED BY |AM. For Hig
SERVICES T4 PROVIDES HiEm, [AM “IMPOSED wWHAtEVER PRICES 1 wWants” WHILE COMPEFING with HiEm
@s oN ISP i4seLr,

LaHRicHi s@iv, HoweveR, #Hat HE was BWERE OF No GOVERNMENF—MPOSED BLOCKING OR FILIERING
OF WEB POGES, NEWSGROWPS, 0R E—MBiL. [SPS PROVIDED INFERNE+ BCCESS FOR GNYONE wHO CoULD PaY
FOR T+ OND WERE Not REQUIRED BY HHE GOVERNMENT {0 FURNISH ONY TNFORMOHiON @Bovt HHETR
cvstomers. Wit ReEsPECH 40 MoRocco’s CYBERCOFES, LANRICHT SBTD ONYONE COULD GPEN ONE AND HE
Hav Not HEGRD OF OGNY BEING HHE 0BJECH OF GOVERNMEN} PRESSURE OR SURVETLLANCE.

KarL Stantick, wHo Manaces an ISP callep MDS (Morocco TRaE anp DEVELOPMENE Services)
iN Ragat, saiv “fHERE 7S No ‘SAGE contRAcH wHicH NEgbs fo BE STGNED oR AGREED fo BY HiE
INFERNE} SUBSCRTBER wWHEHHER PURCHASING N HOWR iN fHE CYBERCOFE, @ Didl—WP dccownt, oR @
Leasep LiNe.” Stanzick avvep Hat No GOvERNMENT @PPRovAL 7S REQUIRED fo 0BFAIN ON INTERNES
dccowt or Post @ weB SHE, aNp “ALL INFERNEF SUBSCRiBERS iN MoRocco AN BE comPLEfELY
ANONYMOUS TF Y wish” He said HHE ukHoRTHES HAvE Not TMPoSED oN ISPS aNY FoRM oF LEGAL
LiagiLify FoR MAFERTALS HHEY CORRY, OND HE waS UNOGWARE OF ANy ISP fHat HA> BEEN PUNTSHED FoR
“oB3ectiondBLE” contENE. STaNTick REMARKED, HowevER, Hiat HHE “ReD Lings” 4Hat iNHiBH PoLitical
coMMENIARY N FREDTHIONDL MEDTG—HHE $8B00S ON QUESHIONING HHE iNSHHHUEION oF HHE MONBRCHY OND
Moroceo’s eLaiM fo Hig WestERN SaHara, anv oN “INSULFING” HIE KING OR [sLam—aLso LiMi+ wiat
MoROCCANS RE WILLING $0 Post IN PUBLiC ciat—RoomMs aND ELECHRONTC BULLEFIN B0BRDS.”

THE OWNER OF N INFERNEF COFE TN @ MAJOR MoROCCAN CidY, wHo REQUESHED aNoNYMitY, saip
f1at HHeRE HAD BEEN No INFERFERENCE BY QUHHORTHES CONCERNING wHAt INFERNEF VSERS Coulbd Do
WHLE a8t Hle estasLisvent. e saib cLients cowp dccess anYHIING HHIEY wiSHED. A SAMPLE wEE
SEARCH 8+ HE CAFE FoR PRo—PoLiSART0” PERSPECHVES oN HIE WESHERN SBHARA CONFLiCH FIRNED VP
MANY STHES, SuCH 8S <www.ORS0.0RG>, CONFAINING MATERTAL HHd+ woud NEVER GPPEGR iN HHE
MoRocecaN PRINF 0R BRoGPCAst MEDTA.

THE ONLY INSHANCE oF CENSORSHIP Hat HHE COFE Hab EYPERTENCED 0CCURRED iN FEERVARY 1997,
WHEN HE OWNER SBiD HE RECEIVED @ WRTHEN ORPER FRoM HHE REGTONAL POLiCE HEGPQUORIERS
WORNING HiM FHat @ PARITCULAR comPact visc SoFhWARE PROGRAM ENFIHLED “3D AfLas” wis BANNED
iN Morocco, ALHHoVGH HHE ORDER DD Not EYPLATN HHE REASON FOR HHE PROHTBIHION, HHE OWNER S@ip
HE Hav BEEN GivEN Yo UNpERSHAND fHat i was pue +o HE way HHat His soFtwaRe PresentED HE
JSSVE OF SOVERETONHY OVER HHE WESTERN Sanara.

* E—mMaiL communications to Human Rigits Watel, May 21, 1992 anp Janvary 12, 1999.

7 Tie PoPuLar FRont For HE LiBEration oF Sacuia eL—Hamra ano Rio b ORo, knowN s HE Polisario
Front, 75 HHE WESHERN SOHORAN LIBERGHTON MOVEMENE, MoROCCO HAS ASSERFED SOVEREIGNHY OVER HHE HERRiHORY
D Has BEEN FIGHFING @ waR aQainst HHe Polisario SINCE HHE Mip—1970s.
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Altoval Hie GoveRnMENt oF MoRocco bid Not REPLY do Human Riquts watew's wriHeNn
QUESHIONS 8BoUH INFERNEY POLTCiES, T FORWARDED N JUNE 1998 @ Fact—sHeet dBout INFERNEF USE SN
Hie Kinagvom. [+ statep it svtEeN GovERNMENE MINTSTRTES aND GGENCTES MATNFAIN WEB STHES anp
SEVEN MOROCCAN NEWSPAPERS GRE ONLINE.”

Sawi Arasia

IN Janvary 1999, Sawi Arasiad BEGAN ALLowing its Puslic +o dccess fHe INFERNES HHROVGH
Lol SERVICE PROVIDERS. [t DD S0 WHILE PROMISING f0 TMPLEMENT wHAt wouLb BE $HE REGTON'S Most
aMeitious PLAN fo BLock HHE FLow OF “UNDESTRABLE” patd ONLINE.

* Tie Frenel emgassy iN Ragat Maintains @ HANDY DIRECIORY OF ONLINE GDDRESSES N MoRocco, ot
<IN GMBAFRANCE—MA.0RG/ PUBLIC /\WEBMBROC HIM.>.
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Saw; AR@gia Has HA> AN INFERNEF coNNECEION SINCE 1994, BUt RESERiciED THs UsE 4o state
dcavemic, MEDTCAL, AND RESEARCH NSHHUHONS. SAWT ciHZENS GNP RESTDENES WERE FREE, HoWEVER, +0
PWRCHASE COMPUIERS OND MODEMS, Coub CoNNECt 4o HHE NFERNEF HHROUGH DiaL—UP SERvVicE o
FORETGN [SPs, aND LAUNCH wEB STHES ON FORETGN SERVERS. BUF INFERNGHIONGL cdLlls fo ISPs wERE
EYPENSIVE: 40 BAHRAIN HHE cHARGE was U.S. $0.60-0.30 Per minutg, anp 4o fHe US. anv Evrope
$1,70-3210 Per MiNviE, SHLL, GCCORDING $0 ONE ESHMALE, SOME 30,000 SAUDIS WERE BCCESSING
Hie INFernet N Hifis FasHion.” THe Sawi PuBLic coulb aLso SUBSCRTBE +o Locdl NEhWORKS suey as
ALNBSEES (<1nwNBSEES.COM.SE>), WHICH PROVIDED DoMESHC anb INFERNGHONAL E—MEIL, Links f0
pomeSHC PAHABASES AND “clt Rooms” FOR TS owN SUBSCRTBERS—BUF No GCCESS $0 HHE WORLD WibE
Wes.

ALtiovgH sHatE INSHAVEONS WERE FiRst CoNNECHED $0 HIE INFERNEE TN 1994 anw King Faup Hav
APPROVED PuLic INFERNEY AccESS SN 1997, 4 was Not WNHL Janvary 1999 fHat Local [SPs egan
CONNECHING  ORDINGRY €if7zEns. THiS DELAY was BUE N LARGE PaR¥ o HHE SELF—PRoCLAIMED
DEFERMINGFION OF aViHoriHES f0 ESHaBLISH @ SYsteM FOR CONFROLLING HHE FlLow OF INFORMBHON
ONLiNE,

QfFiciaLs oF HHE Sawi Governvent ane HHE King Agoul—Aziz (HY For Science anp
Teenotoay (KACSTI—HE RivaoH—gaser state insHHUHON CHARGED with COORDINGFING INFERNES
PoLiCY—DECLINED $0 RESPOND +0 REPEGIED WRIHEN, PHONE, GNP E—MATL iNvitaFions FRom Human
RiqHts Watey o PROVIDE iNFORMBFON. However, Higy Mave HIETR TNFENHON 40 EYERCISE COoNtROL
OVER INFERNEF CONFENF CLEGR TN NUMEROUS PRESS INPERViEWS. SALEH ABPULRAHMAN AL—ADHEL,
Presivent of Hig KACST saiv iN Fesruary 1992

7 “Saup ARGBTA REGDY Fo CRUISE HIE INFORMAHON SUPERHIGHWEY,” AGENCE France—Presse, Juy 15, 1999,
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A staNDiNG comiHEE Has BEEN FORMED aND GPPROVED BY HHE GOVvERNMENE +0 PRofect
Sociedy FroMm MHERTAL ON fHE INFERNEY fHAt vioLddes [sLam OR ENCROBCHES ON OWR
FRavHIONS aND CULHRE, THis CoMMIHEE WiLL DEFERMINE wHicH SHES BRE MMORAL, SucH s
PORNOGRAPHIC STHES AND OFHERS, GNP wiLL BAR SUBSCRIBERS FROM ENFERING SucH STHES.
THERE BRE MANY 83D FHINGS ON INFERNEL. THAH 7S WHY wWE HAVE CREQHED @ MECHANTSM 4o
PREVENF SucH HHINGS FROM REACHING OVR SocTedy so HHat @ HoME Sugscriger +o His
SERVICE CON BE REASSVRED. WE HAVE PROGRAMS, SOFHWARE, ND HARDWARE HHat PREVENE HiE
ENFRY OF MaferiaL fHat corRRUPES O0R HHat HARMS OUR MusLim vaLues, 4Rapition, anp
CULHWRE, WE LSy CREQIED @ “FIRE waLL” R BARRTER to PREVENE OFHER QUARIERS FRoM
BREGCUING OWR Sites. THAH 7S wHY wE HAVE Not RUSHED iNfo PROVIDING Hiis SERViCE, WE
FiRst want 40 MOKE SRE WE ELIMINGIE AL NEGAHVE BsPEcks oF HiE INFERNEL

THat 0BIECHVE waS ENPORSED EARLY ON BY Sauwi ARABA's COUNCIL oF MiNTSHERS wHEN 7+ caLLED
FOR @ FIRE waLL, MaiNtaiNeD BY e KACST 4o keeP HiE PuBLic FrRom GCCessing “INGPPRoPRiGHE”
iNFORMAETON.” THE COUNCIL ALy PREPARED @ SEF OF BROBD OND VAGUELY DEFINED RESHRICHONS ON
INFERNEF coNFENE OND USAGE. [+ DeCisioN NWMBER 163, MADE PuBLic iN May 1993, REQUIRES ISPs anp
UsERS 4o REFRAIN FRoM “USING HHE NEhWORK FOR SLLEGTHMABIE PWRPUSES Sucl @S, FOR EYOMPLE,
PORNOGRAPHY OND GAOMBLING:...CORRYING oUt GNY dctivities vioLading HHE social, cuLfuraL, PoLitical,

" Quoten iN ‘Ukdr NewsPaper, Feegrvary 24, 1999, as reporten iN FBIS, Fegruary 27, 1992,

' Tie Mosaic (RoVP, THE GLoBAL DiFFUSioN of HHE INFERNEF PRoJECHE AN INFAAL INbucHvE SHupy, MaRcH
1993, P. 216, 0R <wivw.8GSP.COM/GDIIT/GDIgTIIMLS. AN UPDBIED VERSTON, DatED FEBRVARY 1999, oF HHE INpUCHIVE
SHwys cHaPHER ON SAWT ARGBIA CON BE FOUND @F <iiww.BGSP.CoM/GRIFF/QoiFFi>, THE HERM “FiRE waLL”
coNNotES VaRioUs fools At RestRicH UsErs’ decess o oNLINE Data, ETHHER TN PROPRIEFARY STHES OR oN HHE
INFERNEL. [# caN BE SEF WP @S @ SECWRTHY DEVICE 40 PREVENE UNBUHHORTZED GCCESS f0 COMPUIER SYstEMS OR @S
@ CENSORSHIP DEViCE 40 BLock VSER dccess +o oNLINE MMHERTALS fHat @ GOVERNMENE 0R FiRE—wWALL OPERAFOR
seeks +o PLACE oFF—Limits.



CouNiRrY PROFiLES 69

MEDTA, ECONOMIC, aND RELTGTOUS VALVES oF HHE KiNGPoM oF Saw§ ARABIE: SENDING 0R RECETVING CODED
INFORMMTON UNLESS OFFER 0BIATNING fHE NECESSARY LiCcENSES FRom HHE dpminisiRatioN ofF fe
NERWORK TN QUESHIoN: [aND] INFRODUCING oFHERS TNto HHE USAGE Bccounts oR BRIEFING HHEM oN HiE
SECRE! NUMBER oF HHE UsER.”'™

"> Quoter TN AL—dziRG NEwsPaPER, May 6, 1999, 8s RePortep in FBIS, May 12, T99e.



70 THe INterngd N Hie Miveast: Free EYPREsSioN anp CENSORSHTP

AVH{oRTHTES HAVE DIVILGED FEv DEFAILS oF HHE fECHNTCAL MEANS aND CRi1ERTA USED fo BLock
content.  AccorpinG H0 ONE PRESS REPORY, “INDUSHRY INSTDERS claim King AgpwL—Aziz Ci4Y For
SCIENCE aND TECHNOLOGY will SIMPLY PROVIDE @ List oF DESTRABLE STHES, OFFTCTaLLY SANCHONED 8Y
N INFERNAL comMiHEE, ALL 0FHER STHES WiLL BE BANNED BY DEFAULL. IN OFHER wWORDS, FHE VSER wiLL
Not 82 aBLE fo #¥PE SN e URL oF any site Hat He/sHE wants fo visi, Bt RAFHER ONLY BE @BLE
fo Pick FRoM ON OFFiCiaLLY sanchionep List.”™ [F accwrate, His would B2 HHE woRLD'S most
RESHRTCHVE REGTME OF WEB—STHE FILFERING. THE LONDON—BASED DALY AL—SHARG AL—AwsoF REPORIED
gt +e Sawis PLANNED fo condrRact with U.S. Firms 4o BoLSTER HHETR CENSORSHIP EFFORIS BY
FLRNTSHING ON @ CONFINUOUS BASTS HHE BPDRESSES OF WEB STIES DEEMED oFFENSTVE,™

Saw§ ArRaBia dllows PRIVAIE ISPS. IN NovEMBER 1993 fHE GOVERNMENT GPPROVED aPPLICAETONS
FROM SOME FOREY COMPANTES SEEKING 0 PROVIDE INFERNEH SERVICES, However, ALL ISPS OPERAHING N
Hie Kinaoom aRe fo B2 LiNkED +o @ mMaiN sErver at HE KACST, wHicH Has HHe couniRY'S SoLg
catewdy +o HE WorLD WibE WeB.'™  THis SIRUCHRE would CERIGINLY FACLiHatE any Possigle
EFFORYS BY HHE GOVERNMENE f0 MONTFOR aND LMt INFERNEF USE aND CoNYENE.

Two MonHHS BFFER Locdl ISPs BEGAN OFFERING dccess, AL—'AbHeL aFFirmes Hat HHe KACST
wils “BLOCKING UNDESTRABLE WEB STHES” BY WSING wHAF HE caLLED “VERY Fast coMPUIER PROGRAMS.”
fle venieb Hiat fie KACST Hav PRoWTEHED aNY GPPLICAEiONS, Suel as cHat serviees—“unLess [y
WERE] LINKED +0 PoRNOGRAPHiC sites.”™

O [T NS, NOVEMEER 4, 1998, <iniwi.DTINELCOBE/HAML/NEWSNOV/ NEWSNOVOT98HHMLS,

Pt INFERNEE SERVICE IN HHIE ARGE WORLD,” AL—SHARG AL—Awspt, OctoBer 4, 1998, 8s RePorED iN FBIS,
OctoBer 29, 1994,

" Tle ReQULAIONS ON ISPs FORETD> HHEm FRoM ESHABLISHING GNY LINKAGE fo HHE INFERNEH EYCEPE vid HiE
KACST. Tie RuLgS wERE PUBLiSHED TN HIE MAY 6, 1998 AL—Azikd vaiLy, 8s RePoried iN FBIS, May 12, 1999

P \asser SaLil AL—SaraMi, “ProgLems anp PossigiLities: INMernet iN HHE Kinavom,” Saws GBrette,
MareH 13, 1999.
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ALfHouaH oFFicial EYPLANGEIONS OF CoNfENE FILIERING HAVE FOCUSED ON MAtERTALS DEEMED
OFFENSTVE f0 CONSERVAHIVE MusLiM SENSTBILTHIES, SawT BLockiNg GPPARENILY EYFENDS +o PoLitical
sies. IN EBRLY 1999, e sHE oF af Ledst OoNE EYiLED DisSToENt GRoWP, He CommiHee against
CoRRVPHION TN SAUDT ARAET (<iwwiwiSUDHOVSE, com>), wils REPORIEDLY BLOCKED.

Users wHo aHemMPt +0 dccess BANNED STHES REPORIEDLY RECETVE WORNINGS ON FHETR CoMPUIER
screens Hiat HERR dccess aHemPis GRE BEING LogGED.” Sawi avhioriies Have dlso Ried fo
HiwarY VSER EFFORES $0 €TREWMVENY CENSORSHTP. THE URL oF @ POPULAR 1WEB—BASED ANFI—CENSORSHIP
PRoYY SERVER, Osiris, s BLockep iN HHE KiNngbom, ALoNG with a4 Least furee “MirroR” sifes,
accorpiNG o BRIAN Ristuecia, wHo MONGGES HHE STHE'™ AND @ WEB SHE OFFERING GNONYMIZTING
SERVICES, <iiv.ONONYMIZER. €oM>, §S OLSo BLOCKED, BCCORDING +0 FHE CoMPANY'S PRESTDENY, LONCE
CoHreLt,”

THe PRICING SHRUCHRE FoR INFERNEF Bccounts HHat was anNowcep ey Hie KACST For ISP
CHARGES APPEARS MOPERGHE 0 HiGH, PEPENDING ON WHEHHER HHE ISPS cHoosE 4o 0FFER RAES CLOSER
fo HE Low OR HiGH EN> oF HHE PERMissiBLE RANGE SE¥ 8Y HE KACST. Sawi NEwSPAPERS ON
NovemBeR 10, 1999 quoten KACST oFFiciaLs saying +HEY Hav GReep +o @ MiNiM ISP cHaRGE oF 15
RiYaLs aN How (1 RivaL equats U.S.30.27) anb @ mayimw oF 4.5 RIYALS, BLONG witH @ FiYED MONFHLY
CHARGE oF BEFWEEN 100 aND 150 RiYaLs. AN @ppitioNaL DiaL—UP CHARGE oF 4.5 RIYALS PER HOUR wouLD
ge Pam fo Sawi TeLecom® (Sawi TeLecom is @ sHAE MoNoPOLY, ALFHOUGH HHE FRRSE SEPS fowaRp

©7 Jedt, “Te INberned's ‘Open Sesame,’” A York Times

foe

E—MaiL comMMUNicatioN FRom BRiaN Ristuecia 4o Human Riquts watey, Janvary 7, 1999 ano Maren 11,
1999.

P9 CoMreLL, “Commercial ANonyMitY.”

o “Sawi Sets LiMits fo INFerRnet Proviper Claraes,” Reuters, November 10, 1998.
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PRIVAKTING T+ WERE HOKEN IN 1998.) Tilus, @ LiGHE USER, ONE wHo SPENDS FIVE HOWRS ONLINE PER
MONHI, WOULD PAY @ MoNHILY RBFE oF Between U.S. Sae-344,

SYRia

DesPiHE BN ONLINE CONNECHON ESHABLISHED N 1997 AN FREQUENF PRo—INFERNES statemends,
SYRT REMAINS HHE ONLY CONNECHED COUNFRY IN HHE REGTON HHat Has Yet 4o dllow Hs PusLic Local
dccess 4o e INFERNEL. But @ FEw HHousaNe MobeEMS ARE S@iv fo BE iN SYRTAN HANDS, ALLOWING
Hose wHo Have dccess 4o fHem fo MAINFAIN INFERNEF dccownts with ISPs N LEBANON anp
ELSEWHERE." SYRTANS wHo GRE BBLE 40 FRAVEL +o NETGHBORING JoRPAN 0R LEBANON CON PAFRONIZE
CYBERCOFES; NONE EYist IN SYRia.

" JosePH Contreras, “THE INFORMBEION AGE DawNs, CHAMPIONED BY Assab’s SON,” ABwsiwezk, APRIL 26,
1999.
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THe qoveRNMENY oF PResTEN Harez aL—Asab b Not ReEsPon 4o Human RicHis watel's Leter
REQUESHING SNFORMBFTON ON INFERNEF PoLiciEs. S Go—sSLow GPPROACH 7S CONSTSTENS HOWEVER with
its EFFoRIS {0 SUPPRESS ALL FORMS OF EYPRESSION DEEMED CRiHcAL ofF How HHE cowNiRY fs
GOVERNED. ALL NEWSPAPERS OND BROAPCAST MEDTA GRE FIGHILY CONFROLLED, AND HUNDREDS oF Political
PRISONERS REMOTIN BEHIND BARS, MANY OF HHEM SERVING LONG #£RMS FoR PEACEFWL pissent.”

QFFiciaL piscowrse aBovt HiE INFERNET Has BEEN amBivaLENS, FavorasLE o THs PotentiaL as a
FooL OF COMMUNTCBEION WHILE MINDFUL OF f4s PURPORIED social pANGERS. A Fegruary 1998 articLe
N HHE OFFiciaL JisHRiN vaiLY Bovocated aN ARGE SIRGIEGY fo DEVELGP INJERNEH USE IN ORDER to
coWIERACt HHE HEQVY INFERNEY PRESENCE OF [SRAELT SOVRCES GNP VIEWPOINS. THE aUFHOR CALLED FoR
“Prerar(iNG] NaFIONAL aNp ARGE PLANS f0 INFRODUCE HIE INFERNEF CULIWRE fo ALL PEOPLE” anp
PrRoVIoLING] INFERNEE CoNNECHoNS 8% symBolic Rates.”™ Since 1997, soME oFFicial anp semi—
OFFiciaL SYRTAN iNSHHUHONS HAVE BEEN LiNKED +0 HHE INFERNEF. SOME HAvE ESHABLISHED @ PRESENCE
ON HE WEB, INCLWING HE SYRIaN ARGE News AGENSY (<uwwsana.ora>), Fakiv vaiy
(<rivwESHREEN.COMS ), anD HHE SYRIAN CoMPUIER SociEd (<uwwwises—syria.oras).

SYRA’s Most PROMINENH GovocaHE oF HiiE INFERNEY fs BasHar aL—Asap, +He PresENt’s soN. He
cairs HHe SYRiaN CoMPUIER SociEdy. ACCorRDING f0 ONE NEwS REPORY, BasHAR's PosiioN SN Favor
OF PUBLic dccess +o HHE INFERNEF HAS BEEN OPPUSED BY SECWRIEY N SNFELLIGENCE oFFiciaLs.™

m

See e SYRIA cHAPIER N fluvan Ricuts Wakew, fvan Ficwts wotey wortp Feport 1999 (New York:
Huvan Ricuts WateH, 1998), PP, 572-576, ano RePorters sans Frontires, “ JowrnaLists Torfires N SYRTG,”
Mare 1999.

"= Husayn aL—lerauim, “THE INFERNE+ GND INFORMAFiCs iN HHE ARAB—ISRAELT ConFLict,” Tisyrin, Fesruary 23,
1999, @s rRePoriep iN FBIS, Mared 1, 1994,

"™ PovaLas Jert, “IN SYRia, ONLY HHE PoPULakioN s GRowiNG,” Al York Jimes, Janvary 2s, 1998,
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A SPOkgESMAN For HHE SYRiaN CoMPUIER Society, SaavaLlan AcHa aL—KaLaa, sustiFies +HE Slow
aPProdcH fo EYFENDING ccESS BEYOND sEAE insHHUEioNs. “OUR PROBLEM iS..wE BRE @ FRADTHONAL
SOCTERY, OND WE HAVE 40 kNow TF HHERE 7S SOMEHHING HHat canNot Fit with oWR Sociedy. We Have fo
Make # saFe.” fle avoep, “WE want fo HAVE INFERNEF with @ MINIMUM OF PROBLEMS, So HHE SOLUHON
was +o Qo By sHAcEs. WHERE HIE NEED iS Most IMPORIANE, TN UNTVERSTHES, CENJERS OF RESEARCH,
MINISHRIES OF ECONOMY...BLL HHESE STHES GRE CONNECHED Now.” KaLaa insistes fHat HHe GoveRnvENt'S
RELUCHANCE 40 0PEN VP SYRTA fo HHE INFERNEF REFLECHED Social coNcERN 880t INFERNEY content
RAHHER HAN PoLiticaL FEBRS 8BoVF HHE FREE EYCHANGE OF iNFoRMAkion.”

IN N arficLe SYMPAtHELTCALLY EYPLATNING SYRiA's “caufiovs” aPProdcH +o HiE INFERNEE, AMR
SaLem, @ co—FoUNDER oF fHE SCS, wRote:

IN ORDER For PRESTOENT Assap 0 FEEL CoMFORIABLE PROMOFING @ PARFCULER $ECHNOLOGY,
74 must Meet HE FolLowiNg CRi{ERTD:

1. 14 SHoLb BENEFTH HHE MAJORIY OF HHE SYRTAN PEOPLE. TECHNOLOGY GEBRED towarp HHE
ELTE 7S Not FOVORED BECAVSE sucy PEGPLE Have HIE RESOWRCES ONb MEGNS fo GEF wHat
HHey want witHout GovERNMENT assistance.

2[4 sHowp Not pisRUPH fie social sIRUCHRE OR GDVERSELY @FFECt HHE MiDPLE CLEsS,
N> Must B witHiIN HHE MEANS oF HHE MAsSES.

3. [# SHoWLD HAvE @ DiRECH TMPACE ON SYRTA'S OVERALL SoCTAL AND ECONOMIC DEVELOPMENT,
4, 1§ SHoWp Not JEOPARDIZE SYRTAN TNDEPENDENCE OR SECWRTHY CONCERNS.™

AccorPING 0 ONE NEwS REPORY, HHE FEW SYRIANS wHo HAVE dccess +o HHe INJERNEY BECAUSE
HHEY work. 8+ conngctep sHate SNsHHUEONS o Not HavE UNFEHERED dccess: SYRIA'S SOLE SERViCE
PROVIDER, HE MONOPOLY SYRTaN TELEComMUNTCations Estaslisuvent (STE), BLocks access o weg

" Jack Reven, “INFERNEF ARRIVES N SYRTA, BuF Not without LiMits,” Revtgrs, JuLy 10, 1998, AN E-maiL
sent 8y Hluman Ricits wWatel +o He SCS segking ComMENt ON HHE REVEERS STORY WENF UNGNSWERED.

" AMR Salem, “SYRia’s Cautiovs EMBRACE,” MipLE FAs INSIGHE MABRCH—APRIL 1999, PP, 49—50,
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sHES CoNFAINING INFORMBHION oR PictwRes peemEd oFFensive.” Human RiqHts Wated Has no
NFORMBFION CONCERNING HHE #YPE oF confent fHat is BLockep. As Notev dgove, HHE SYRiAN
QOVERNMENT OND HHE SYRTAN CoMPUIER Sociedy bid Not RESPOND f0 WRIHEN QUERTES FRoM Human
RicHts WatcH CONCERNING RESHRICHONS ON WEB BCCESS aND CONFENY.

" “INtERNEF SERVICE N HIE ARE WORLD,” AL—SHARG AL—Awsdh, Octoser 6, 1999, as RePoRFED N FBIS,
QOctoBer 29, 1994,
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IN EBRLY 1999 HHERE WERE ONCE 8GAIN PRESS REPORES fHat PuBLic Access was TMMiNENt.
Reuters reported that a public domestic e-mail service would be made available on a
limited basis in February, but would be via a special server at the state
telecommunications center that “would allow control of incoming and outgoing
services, including the ability to block contact with destinations regarded as
undesirable.”''® As of May 1999, public access was still unavailable.

Tonisia

THe RELGHVE LENGHH oF Hiis secton sHous nNot Be faken o weaN HHat Tonisia’s
RESHRICHONS ON HHE INFERNEF GRE MORE ONEROUS FHAN ELSEWHERE. [ is @ REFLECHON, RAFHER, oF HHE
Fact +Hat TUNISTA Has HIE REGTON'S Most DEFAILED INFERNEF LEGTSLAHON, H HAS EYPLICTLY EYFENDED
i#s PRESS Law fo CovER HHE INFERNES, GND HHE GOVERNMENS Has PRoviDED Huvan Ricits wated with
MucH TNFORMBEION ON wHicH +0 coMmENE.

TUNiSTAN PoLicy REFLECHS DEEP GMBIVALENCE fowdRp HHE INFERNEL. PRESTDEN JINE AL—ABIDINE
BeN ALT Has evfolLep e TMPORFANCE OF DEVELOPING TNFORMBHION FECHNOLOGTES, TNCLWING HHE
INFERNEE, BND OF MAKING T+ WiDELY Accessiele.” OFFicial aQencies HAvE an AckiveE PRESENCE oN
HHE WoRLD WiDE WEB (SEE <ivwwMINISHERES.HNS), anD TNTSTAN JELEVISION BN RaDTo GRE BRoBpCast
LIVE ONLINE (<t AUNTSTARV.COMS BND <t REDTOFINTS.COMS ). THE GOVERNMENY: HOS BEEN MPROVING
Hie INFERNES INFRASHRUCHRE BY WIDENING FHE BANDWIDHH, GMONG 0FHER MEASURES. THE RATES CHARGED
FOR INFERNEF BcCESS OND PHONE VSE HAVE BEEN DROPPING, BLONG witH customs pulES oN TMPORIED
coMPUIER EQUIPMENT, MBKING INFERNEL GccESS MORE GFFORDABLE.

TUNISTAN  QUioRiHTES @Y HHE COWNIRY'S INFERNEF—SPECiFiC LEGISLAFioN IS DESIGNED fo
“ProMotE” HHE DELTVERY OF INFERNEF SERVICES aND “PREPARE TUNTSTA FOR HHE AGE OF HHE INFORMAETON
Sociedy.” Tie LegisLation aims fo “FURNISH dccess fo INFERNEF SERvices 40 AL wHo want i+, at
HiE save QuaLity anp e same Price” anp fo “stimuldde i Private SECHOR, within @ FRAMEWORK
OF LoYal comMPEFiHiON, +o COMMERCTALIZE INFERNEF BCCESS SERVICES OND DEVELOP WEB—STE HosHING
capacity.” THe GoverRnmeEnt dlso “dims fo CONNECH GLL UNTVERSHY anNp SCIENHFiC RESEBRCH
instiutions 4o HHE INFERNEY, f0 BE FolLowed N sHaGEs BY HHE CONNECHION OF HiGH ScHools

" “Syria PLANS ConFROLLED E—mMafL SERVicE,” Revtgrs, JaNVarY 6, 1999.

" UNLESS OHIERWISE NotED, ALL citations BRE FRoM HIE REPLY gY HE TUNTSTAN GovERNMENE o Human
RicHts Watel's QuESHONS, REPRINFED N APPENDY C. [+ was #RansLatep From Frencl ey uvan Rigiits watel,
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(“Lycdes £F colLices™) BEMEEN Now OND HE Enp oF HE cwrrent [Five—year] PLan [2001], with
HE INFENFON OF CONNECHING PRIMBRY ScHools fo HHis NEFwORK iN HHE SuBsEQuEnt stage.”

WHILE TUNTSid’s INFERNEF REGUAHONS ESHABLISH SHANDARDS OND RULES FOR N EMERGING
CoMmERCTAL SECHoR, HHEY dlso ReFLEC HHE GOVERNMENF'S REsIRicHivE aPPRodcy fo FREEDOM OF
EYPRESSTON OND TNFOLERANCE OF DSSENE. IN TUNiST@, ALL NEWS MEDIA PROMOIE HHE OFFTCTaL LiNE anD
VOT> NEwS aND COMMENFARY FHAt TMPLY cRiticism oF GOVERNMENT PoLiciEs, SMALLER PUBLicatioNs
HAVE ONLY SLiGHILY MORE LEEWY. PoLitical anv HWON RiGHFS dctivists wHo Have criticizep
REPRESSIVE MEASURES HAVE BEEN JATLED, PENOLiZED 8 HHETR WORKPLACES, PREVENIED FRoM JRAVELING
ABROOD, OR OHHERWISE HARASSED. PERVASIVE PoLiCE SWRVEILLANCE oF dctivists, EY—PRISONERS, OND
HETR FAMILIES REINFORCES @ CLIMBHE OF FEBR BND SELF—CENSORSHTP.™

TUNTsia’s PRESS CobE CoNFAINS MANY R¥TCLES Hiat RESHRTCE HHE CoNFENE OF wHat May BE saiv
OR PUBLiSHED. ARFiCLE 62 ForRBIbS HE DiSIRiBUFON, SALE, DiSPLAY, 0R POSSESSION oF “LE@FLESS,
PUBLTCAHIONS, 0R Books, oF PoMESEIC 0R OF FORETGN ORIGIN, #Hat GRE oF @ NaHURE fiat coulp pisture
PUBLTC ORDER GNP Goob MORALS.” THE PROVISTONS Most FREQUENILY USED $0 PUNiSH critical spegei
ORE GR¥ICLE 49, WHICH CRIMINALIZES HHE DISSEMINGEION OF “FALSE” SNFORMAHION, OND aRITCLES 5053,
wHicH pedL with pEFamatioN. Article 49 states:

THe PUBLiCatioN, DiSSEMINGFON OR REPRODUCETON BY ONY MEGNS OF FOLSE NEWS,
INFORMBFION wWHICH HAS BEEN FOBRICHHED, FALSTFIED OR WRONGLY HRIBUIED 0 otHERS, TF
MADE TN BAD FATHH aNp §F T4 HAS ETHHER DISTURBED OR is LikELY fo DiSHRE PUBLTC ORDER,
M3y BE PUNTSHED BY TMPRISONMEN} OF +wo MONHHS +o HHREE YEBRS aND/OR @ FiNE OF
100-2,000 vinars [equivatent 4o U.S. $93-1,260].

Ar¥icLle 5O states Hat veFamatioN HAS occVRReD TF HHERE 7S “@ PuBLic ALLEGAON oR
aHRiBuHioN oF @ Fact HHat HARMS HHE HONOR OR ESHEEM (cmsfpékd{fm) OF @ PERSON OR state
acency fo whom e Fact was atriguien.” DeFamation is PUNiSHABLE BY WP fo HHREE YEARS SN
PRISON OND @ FINE OF WP {0 1,200 DiNGRS §F HHE OFFENDING MAHERTAL §S PUBLISHED “DiRECHLY R BY
MEBNS oF REPRopUCHoN” (arbicLe 50). TiE cobe SPECIFTES varjous PuBLic entities fHat can g2 fivs
DEFAMED, INCLWING “fHe PuBLic oRDER, 4HE cowIs, fHE GROWD, SEA 8ND @R FORCES, PuBLic

" For GENERAL INFORMAKION BBoVE HE SHAE OF FREE EYPRESSION, SEE AR¥ICLE 19, STRVEFLLANCE AN
Ferression: Freeoom of Expression in Tinisia (Lonvon: ARFieLe 19, May 1999), Human Ricits watew, fiman
Ficuts watcy Worte Rerpor# 1999 (New York: uvan Riibs Watkeh, Decemeer 1998); ano HE US. Deparivent
oF State’s (onvFrY FePorts on fiman Fichts PrRactices For 1999,
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AGENCTES AND PUBLiC apminisTRAtIoNs.” DeFamation s PUNisHABLE BY HHE same PenaLties §F i §s
commitHED ACAINSt ONE OR MORE “MEMBERS OF fHE GOVERNMENS, ONE OR MORE DEPUHES, civil
SERVANTS,” aND 0HHER PuBLic SERvANTS “BY VIRIVE oF HHETR FUNCHONS 0R HHETR statvs.” Tie 4ruy oF
He aLLeqatioN €ON BE VSED 8S @ DEFENSE, BUF Not iN aLL situations.

THe VsE oF Hgse ar¥icles fo PRoseculz JoVRNALISHS anp OFHERS SLLUSIRAIES whHAt HiE
oRGANTZAtTON ARficLe 19 caracterizED as “Hie state using HHE Law fo PREVENE PuBLiC piscussion
ofF MaHERS OF GREG} PUBLiC TMPORE BUE wWHiCH GRE IN SOME Wiy cRifical oF HIE GOvERNMENY'S
PERFORMANCE.”™ ONE EYAMPLE s HiE HHREE—YEAR PRISON SENJENCE SMPOSED ON HWAN RiGHES
activist Kuemar's KsiLa For @ CoMMUNTQUE HE DSHRIBUIED TN SEPHEMBER 1997 DENOUNCING GOVERNMEN
REPRESSTON.

A state acency, Hie Acence Tonisienne o'INterned (ATT), coorvinates INFERNES PoLicies
N> SERViCES aND 8cts as @ KiNe oF SUPER—ISP. | LEdsES INFERNEF dccess 4o SEVERAL PRivatE
[SPs, INCLWING Hwo HHat GRE LicEnsed fo oFFER INFERNEY SERvices fo HHE PRIVAME SEcioR anp
INDIVIDVALS, (LoBAL NEF (<ivwiGNERINS) anp PLaNEd. THESE hwo COMPANIES GRE REPORFEDLY
CONFROLLED BY PERSONS cLosE Yo HHE PresipeNt. ALL PRiVAIE ISPs MERELY REFAIL INFERNEF dccEsS
10 CUSHOMERS; BLL COMMUNTCAHIONS, DOMESHC AND INFERNAHTONGL, REPORIEDLY Go HHRouaH HiE ATl anp
He state feLecommunications NEbwork. THE ATl MaiNABiNS ContRoL 0vER ALL oF HHE PRotocols anp
He contRY'S ONLY INFERNGHONGL GAtEWEY.

THe MaN PECE OF LEGTSLAFION GOVERNING HHE INFERNE} §s @ DECREE JSSUED ON MarReH 22, 1997,
HEREINGFIER  “HiE INFERNEF DECREE.”™ [} Followed BY ESGHE paYS @ DECREE HHat coveRrs
JELECOMMUNTCBFIONS SERVICES MORE GENERGLLY.™

" Ar¥icLe 19, SRvETLLANCE dp REFRESSToN: [FREEDOM oF EYPRESSIN i Tinisid (Lonbon: ARkicLe 19, May
1998), ®. 7.

2 ARREHE DU MINTSIRE DES COMMUNTCAEIONS DU 22 MaRs 1997, PorFant GPPROBAFION DU CAITER DES CHARGES
FiYaNt LES cLAusES PARFICULIERES 8 LA MISE EN eWRE EF L'EYPLOTHAFION DES SERVICES @ VALEWR AJ0VHEE DES
HELEcommNications bE +yPe INTERNET,

" Déeret No. 97—501 pu 14 MARS 1997 RELAHF GUY SERVICES 8 VALEWR S0VIEE DES HELECOMMUNTCAFIONS.
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THE HELECOMMINTCAHIONS DECREE PROVIDES HHE FOLLOWING:

® Tig PRESS CopE SHALL @PPLY fo HIE PRODUCHON, PROVISTON, DiSHRIBUHON ano STORING oF
INFORMAtION HIROVGH HELECOMMINICOtION MEBNS [incLuwing HHE INFernet] (artieLe 1),

® AL [SPs Must 0BHEIN @ LICENSE FRoM HiE MiNistRY oF Communications (articLe 7).

® A “Commission oN TELECoMMUNTCatioNs SERVices” sHALL Review EAcH GPPLiCatioN to oPERAIE
N ISP coMPaNY: HHE CoMMISSTON TNCLWES REPRESENIAHVES FRoM HHE MINTSIRTES OF DEFENSE
NP INFERTOR, 8S WELL @S OFFTCiaLs HOLDING Posts RELBFED +o coMMUNTCAHioNS, INFORMAFON
anb comPutEr sciences (articLe a),

THe INFERNE} DECREE MPUSES HHE FOLLOWING RULES:

®  Eacy ISP must DESTGNAHE @ DIRECHOR wHo “BSSWMES RESPONSTBILTHY...FOR HE CoNtENE OF PAGES
aN> WEB PAGES anb sites Hat HE ISP s rRequester fo Host on s servers (arficLe 9,
PORACRAPH 3). INFERNEE USERS OND HHOSE wHo MAINFAIN WEE STIES OND SERVERS GRE LSO
RESPONSTBLE FOR SNFRACEIONS oF ME Law (arficLe 9, ParacRaPH 4);

®  Eacy ISP Must suemit, oN @ MONFHLY BasTs, @ List oF s INFERNEF SUBSCRiBERS fo HHE “PuBLic
oPerator” (e state—run ATT) (ar¥icLe ¢, PARAGRAPH 5); 7% HHE ISP CLOSES PowN OR StoPs
PROVIDING SERVICES, 7 must “without DELAY” RN OvER +0 HHE “PuBlic oPERAIOR” @ coMPLEIE
et oF s arcHives (“LiansemBLE pEs SUPFuRS p'ARCHVAGE”) 8 WELL @S HHE MEGNS 4o REGD
# (artice 9, Paracrapy 7).

®  Tig “DiRector” Ts 4o MATNIAIN “constant oversiaHt” of HiE content oN HHE ISP's SERVERS, Yo
INSURE HHat No INFORMAFTON REMAINS ON HHE system ot is contRarY +o “PuBLic oRDER anp
Good MorALs” (L LRORE PUBLIQUE” BND “BunnES mzlRs,” HIE SBME PHRASES 1Hat GRE FOUND N
ARECLE 62 OF HHE PRESS COBE, WHICH PROVIDES FOR HIE CONFiSCation of PuBLications).

THe INFERNE} DECREE dLSo BARS ENCRYPHON without PRiOR GPPRovAL FRom HiE avttorities
(articLe 11). A SEPHEMBER 1997 DECREE ON ENCRYPHION REQURES Hia+ PERSONS OR SERVICE PROVIDERS
wHo wisH o EncrYPH pagta must sugmit an apPLication fo HHE MiNTSIRY oF CoMMUNTCatioNs anp
PRoVIDE HHE keEYS NeeveD o DECRYPE Hie vata.™ THE MiNiSIRY DECDES oN HHE APPLica¥ioN aFier
CONSUHING HHE Commission oN TELECoMMUNTCations, ciep aBovE.

THe contract gt iNsHHAUFONAL SUBSCRIBERS STON WHEN OBRAINING SERvicgs From g ATl
MPOSES FURHHER GOVERNMENT CoNFRoLs, Most REMARKABLY, T REQUIRES USERS 0 STGN HHat HHEY wiLL

P4 ARREHE DU MINTSIRE DES COMMUNICAHONS DU 9 SEPIEMBRE 1997 FiYant LES CoNDHiONS b’ UHiLisation by

CRYPHIGE DANS L'EYPLOHAEION DES SERVICES 8 VALEWR AJOVHEE DES HELECOMMUNICAEIONS.
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“use HHe INFERNEF ONLY FOR scientiFic, JEciNoLoGical or CoMMERCTAL PWRPOSES it aRe strictLy
ReLatED +o HHE BcHividy oF HHE cLient, IN SERicE CoNFORMIHY with HHE RULES SN FFect.” Tie
coNtRAct dLso REQUIRES HHat cLients:

®  “Disclose +o e ATl L dccounts Hiat HAVE BEEN OPENED FOR USERS GND FHOSE HAVING
dccess”™s

®  “Prevent Remote dccess fo s NEFwork BY EYFERNOL USERS wHo Lack PRior avttorization
From HE AT ano

®  “INForRM HHE ATl 0F BNY CHANGE iN GPDRESS, EQUIPMENE, GNP USER.”

Tie ATl Reserves HE RiGHE fo SUSPEND INFERNEF SERVICE without No¥CE §F HIE SUBSCRIBER
ENGAGES N ONY VSE Hat is “TMPROPER 0R CONIRARY +0 HHE conpitions Laip out” iN HHE contract.
THE AGENCY aLso Has +HE RiGHF WNDER HIE contract 4o conpuct site visits 4o enswe fijat e
EQUIPMENE CONNECHED 0 HE INFERNEF 7S BEING VSED “iN CONFORMIHY with HHE RULES aND Laws ds
WELL @5 10 ENSURE JHEY GRE BEING UsED PRoPERLY.” (EmBassies anp iNFERNGHONAL iNsEHUEONS GRE

EYEMPAED FRoM FHiS PROVISION.)

CommeNtarY oN TUNTsia’s LegisLation
ResPoNsiBILHY oF ISP For conteNt: THE MPoSTHiON oF LEGAL RESPONSIBILIHY oN HHE ISP, anp
SPECIFiCALLY ON T+S DESTONGHED “RESPONSTBLE PERSON,” FOR HHE WEB STHES if Hosts, PosES @ $HRedt
10 ONLINE FREEDOM OF EYPRESSTON. [ DOES S0 BY TMPOSING @ REGULAFORY BURDEN ON PROVIDERS EVEN
HovaH HHey canNot RedLisHicaLLY PoLice HHE wEB STHES HHEY Host, MONY oF wHicH 8RE REVISED paiLy
BY HER aulHors. [F ENFORCED, fHis PRoViSTON is LiKELY +o SLow oR REDUCE HE Flow oF vafd
ONLiNE,

THe GovernvENY, iN s LEHER fo luvan Rigits Watel, states #Hat ISPs GRE RESPONSTBLE oNLY
FoR HHE coNtENt oF wEB SiHEs BUF Not FoR HHE CONYEN} OF E—MBIL MESSOGES OR NEWSGROVP
PostINGS. Bub RESPONSTBILTHY FOR NEWSGROWP CONFENT SEEMS ENCOMPASSED BY HHE SECHioN oF HHE
INFERNEY DECREE SHPUWAFING HHat HHE ISP Must dllow NoHHING fo “ReMBIN” ON Tis SERVERS fHat
HARMS “PUBLIC ORDER GNP Goob MORALS.” THiS BROBD ND VAGUE WORDING SEEMS TNFENDED 0 COMPEL
ISPs 40 ERR ON HHE STPE OF CENSORING CONFENT S0 8S Not 40 RN @FoWL oF fHE REGULAFIONS.

FURNTSHING Lists oF suBscriBers fo HIE QOVERNMENY. THE GOvERNMENS EXPLGINS HHat ISPs
Must suemit MONFHLY HHE NOMES oF f4S SUBSCRiBERS N ORPER fo FAciLitate MAINFAINING @
stafistical gase anv DiRECHORY oF INFERNEF UsERs. THE GovERNMENE states gt ISPs must
OFHERWISE KEEP iNFoRMAFiON @Bout USERS aND HHETR USAGE CoNFipENtTAL.

THe oBLiGatioN +o FURNISH HHE GOVERNMENY witH SUBSCRTBER Lists INFRINGES oN HHE PRivAcy
N> ANONYMTHY RIGHES OF INFERNE} USERS. IN $HE COMPILA4iON OF @ USER DIRECHORY 0R @ pAHABASE WE
CAN FIND No TNFERESH COMPELLING ENOVGH +0 wWARRANT INFRINGEMENY OF HHE RIGHES OF VSERS wHo Do
Not wisH fo PRoVIDE Hfis INFORMBHON. THE MANpaHoRY DELTVERY fo +HE @ubHoriHiES OF Sucy
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INFORMBHON, WHICH €oULb FACLiHate ELECHRONTC SURVETLLANCE, €ON ONLY SNHTBTH TUNTSTANS wisHiNG
1o EYPRESS HIEMSELVES OR RECEIVE iNFORMBHON ONLINE.

ATl’s Contract Restricts Users’ Riguts. THe contrRact PRESENIED 0 INSHHUFONGL cLiEnts BY
e ATl RestRicts HHETR RiGHE 0 SEEK BND BCCESS INFORMALION ONLINE. THE REQUIREMENE fHat fHEy
USE 4 ONLY FoR “scientiFic, JECiNoLoGicaL orR CoMMERCTAL PURPOSES fHat GRE sRiciLY ReLAteD fo
HE activity of HE cLiEnt” GPPARENILY BARS fHEM FROM USING FHE INFERNEY dccount FoR PERSONAL
OR OFHER BUSTNESS, UNDER PENALEY OF CONCELLAHON oF e contract. THe contract also violates
HE PRIVACY OF USERS BY REQUIRING +Hat HHEY INForM HHE ATl oF ALL PERSONS wHo HAVE dccess fo
HHeiR dccowts.

[N EBRLY 1993, +HE NUMBER OF TUNTSTANS ONLINE was ESHiMatep BetwEEN 3,000 anp 5,000, Tiis
FiGURE SEEMED Low FOR @ MIDPLE—INCOME COUNIRY OF SEVEN MILLTON witH @ RELGHIVELY HiGH RA4E oF
epucational aHAEINMENE AND @ Good PHONE SYSHEM. THERE WERE, MOREOVER, FEw INFERNETF dcconts ot
UNTVERSTHTES, wHiCH GRE ALL PUBLTC NSHHUETONS, AND 8F NONGOVERNMENFAL 0RGANTZAFTONS. THESE Hwo
sectors EYHiBTH RELAHVELY HiGH RAFES OF INFERNEF CONNECHVIHY IN MANY OFHER MTDDLE—iNCOME
COUNTRIES.

BEGINNING IN 1998, HHE GOvERNMEN' HAs fakeN MEASWRES fo ACceLERME HHE GRowtH OF
INFERNE} USE. PRiCES FoR INFERNEF Bccounts DROPPED HHROVGH 1998 anb HHE First HALF oF 1999
ConsULAED ON M@y 17, 1999, HHE wEB SHE oF PLANEY dpverfisep @ RATE FoR HousEHoLbs of @govt U.S.
$17 PER MonHH FoR WNLIMIHED USAQE DURING 0FF—PEGK HOURS, @ HUGE DROP FRoM w0 YEGRS EARLIER.
IN EGRLY 1999, ar¥icLes iN HHE Local PRess Forecast Hat, Hanks fo qoverRnmeNt iNitiatives, He
NUMBER OF USERS 1ol REACH 30,000 BURING 1999.

Huvan RicHis WatcH TNFERVIEWED SEVERAL TUNISTANS wHo CONCURRED Hat HIE PROCESS oF
0BHAINING INFERNEF ACCESS 1A GROWN MORE EFFICTENS GND RELTABLE SINCE 1999, THEY Said #Hat PRioR
+0 1998, FEw TUNTSTANS HaD dccess fo HHE INFERNEE anD HHat GPPLICAFONS WERE OFFEN DELAYED OR
SIMPLY NEVER PROCESSED. THESE INDIVIDVALS, wHo BRE Not OUISPOKEN DisSibENtS aND REQUESHED
ONONYMIdY, OLL s@iv HHey BeLieved +Hat PoLice SCRUFINY oF EdcH @PPLiCatioN aND GovERNMENS
WORINESS  owBRD BLLOWING WIDESPREAD INFERNEF dccEss EYPLAINED FHESE Past DeELAYS N
PROCESSING APPLICAtIONS, HHE BBSENCE oF INFERNES caFEs WHL Late 1998 (SE2 gelow) anp, MORE
GENERALLY, HHE Low NUMBER OF USERS N FHE COUNFRY.

Accorving o HE GovERNMENT, “AccESS FoR iNDiViDUALS, 0RGANTZAFIONS 8NP CoMPANiES fo
INFERNE} SERViCES §S MODE AVATLABLE SIMPLY BY @PPLYING to HiE ISP ofF HEIR cHoice.” Tie
GPPLICANY fs Not REQUIRED 40 NoHIFY 0R 0BHATN PERMISSTON FROM ONY GOVERNMENHAL ENFTHY. However,
dlmost ALL OF HHoSE WE INFERVIEWED SOT> FHEY KNEw OF PERSONS wHo HaP GPPLIED FOR INFERNE+
SERVICES N Past YEARS OND wHO HAD waTHED MONHHS FOR @ RESPONSE, OR wHO RECETVED No RESPONSE
at aLL. THey also saiv HHEY HAD HEGRD OF PERSONS WHOSE OCCOUNFS WERE JERMINGHED without
EYPLANGFTON. A UNTVERSTHY PROFESSOR HoLb Huvan Ricits Watel N OctoBer 1998 How His aPPLICAFON
was TONORED: “Tivo YEARS @G0, | RECETVED ™AL, INVIHING ME $0 GPPLY FOR aN INFERNEF dccount. [+
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CONFOINED @ coPY oF @ coNiRAct, wHicH S@iv | wolld BE RESPONSTBLE FOR How HHE 8ccount was
USED, NP SAT | would HAavE fo PLEDGE 40 VSE §f ONLY FOR PROFESSTONAL PURPUSES, aND SO ON. |
FiLLep 7+ out anp SENt 7# iN, BUF NEVER RECETVED ONY RESPONSE.”

A PROFESSOR 8+ HIE Law ScHool iN Sousse folb Human Ricits watel in Avgust 1998 fat Few
PROFESSORS N TUNISTA HAVE INFERNE} Accounts; HE saiv HHat Wis Law FacuLdy Hab No INFERNEH
dccouNt. A PROFESSOR wilo Hedcties 84 +ig UNTVERSTHY of TUNTs folb Human Rigits watey fiat some
dcavemic DEPARIMENES WERE GIVEN 8 SINGLE INFERNEF dccount, with @ worRNING fo HHE SENTOR
FacwLdy MEMBER H1at HE OR SHE waS RESPONSTBLE FoR OLL VSE oF HE dccount. A STMILAR WORNING
was PELIVERED {0 HHE EYECUEIVE DIRECHOR OF ONE OF HHE FEw NONGOVERNMENFAL oRGANTZFIONS 4o
ENJ0Y INFERNEF dccEss.,

Without EYCEPHON, HHE TUNTSTANS WE INFERVIEWED <aip HiEY BELTEVED HIE GoveErRNmENnt
MONTHORED E—MAiL CORRESPONDENCE. NONE OF HHEM CoULD CTHE CONCREFE EVIDENCE FoR HHis, BUt saiv
ey Mave His aAsSuMPEiON BECAUSE oF HHE LEVEL OF POLICE SURVEILLONCE oF JELEPHONE
CONVERSAHONS aND OHHER BSPECHS oF TUNTSTAN LIFE,”™ aND INCIDENES WHERE E—MATLS WERE Lost oR
DELAYED BY ONE DAY OR LONGER WHILE EN ROVIE.

TUNisTa’s BLOCKING OF WEB STHES 7S ANOHHER MANTFESTAFION OF T4 VIGILANCE OVER HHE Flow OF
INFORMBFION ONLINE. THE QOVERNMENY, iN TEs LEHER fo Human Ricuts wWatel, avoibs any aLLusioN fo
BLOCKING WEB STHES ON HHE Basis oF PoLitical conteNt anv suggests fHat Ny BLocking s
MoFivadED BY MORAL OND PRIVACY CONCERNS:

TUNTSTa §s comMiHED Fo HHE PRINCTPLE OF PRESERVING MORAL VALVES GND FHE PROFECHON
OF PERSONGL PRIVACY. WEB STHES, ELECIRONTC COMMUNTCAHIONS, GNP OFHER ONLINE FORUMS
1t Do Not COMPLY wit HHESE PRINCIPLES (PEDOPHILI, PORNOGRAPHY, E4C.) GRE iN
VioLaHON oF HHE Law. TUNISTA s FoLLowiNg with iNFERESH HHE vEBAtES OvER HHis
QUESHON ON N TNFERNGHONOL SCALE, TN ORDER f0 FiND GPPROPRIGIE SOLUFONS.

™ T US. State Derartvent’s (ONFRY REFoRfS ow fiman Ricits PRACHCES For 1998 RePoRIED, “THERE
WERE NUWEROUS REPORES OF GOVERNMENF INIERCEPHON oF FOCSiMiLE  aNp  coMPUiER—FRANSMIHED
COMMUNTCAHTONS.”
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IN Fact, autoriHies aLso BLock SOME WEB STHES CONFATNING TNFORMATON critical of TUNisia's
HWMAN RIGHFS RECORD. INFERNEE USERS N TUNSTa REPoRIED ot HEY could Not dccess e weB
sites ofF AMNESH INFERNGETONGL (<www.aMN6§-H.OKG>) anp Hig Commitee To Protect JowrnaLists
(<wiCP.0RT>), 8 NEw YORK—BASED GROVP Hiat iN 1998 anp 1999 citep PReSToENE BEN ALT oN @
List oF PRESS FREEDOM'S FEN GREAHEST “Enemies.” ONE USER saiv HE BELTEVED FHat auhHoriHiES Hap
ALso BLOCKED <iivwMYGOLE.ORG>, 8 WEB STHE H1{at OFFERED FREE WEB—PAGE HoSHNG aND SoME+iMES
CORRIED MAERTAL oN TUNIsTa (HIERE WERE, FOR EYAMPLE, LiNkS to MaNY HWEN RiGHES REPORFS
CRIHCAL OF TNTSTA B <wivw.MICALE.ORG/ ~MAGHRES ). ANOHIER USER REPORIED iN LAFE 1998 Hiat HE
SHE <iwwiv.i—FRANCE.COM/EFAIS, wiich contaiNs HHE HExHS oF AMNESHY INFERNGHONAL REPORES IN
FRENCH, waS 8Lso BLoCKED. THE WEB SHE oF REPORIERS SONS FRONHIERES (<ivwwRSFFRS) was dlso
BLoCkED, BCCORDING $0 HHE SMALL TNPEPENDEN} TUNTSTAN MAGATINE AL—MAwaiF. ™

ABsEnt @ GOVERNMENE CONFIRMAFION, 4 5 Not aLwdys PossiBLe fo conFirm Hiat @ sife is
INGCcESSIBLE DUE $0 BLOCKING RAFHER HHAN fo 4ECUNTCAL PRoBLEMS. HowEVER, N HIE CasE oF HiE
AvNesHy INFErRNGFTONDL wWEB STHE, aF LEdst, HHE EVIDENCE cLEBRLY Points fo inFENFTONAL BLOCKING.

" Taveg Ma'Li, “Fuky aL—Riqaga ‘an a—INFERned” (“Enp CEnsorsHIP of HiE INFerneH”) aL—MawaiF,
Janvary 1999.
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A PRIVAIE FiRM Wit FRIENDLY 4iES f0 HHE TUNTSTAN GOVERNMENT MOUNFED @ WEB STHE witd @
URL +uat+ appearep LikeLy fo Fool PERSONS 4RYING fo Access AMNESHY INFERNGHONAL TNFORMAFION.
THE STHE, <innGMNESH—FUNISTA.0RG>, CLOSELY $RACKED HHE GOVERNMENY'S 0WN RHEFORTC ON HUMAN
RIGHFS WHILE BVOTDING aNY MENFTON OF AMNESHY INFERNGHONGL. TUNTSTAN @UHHORTHTES DENTED NY ROLE
iN e wes sHE! THe voMdin NaME s Reqisieres fo He PaRiS—BASED EVROMED (RoUP
(<WWW.EUKOMED.COM>). EVROMED cHATRMAN RAGHT® EL—CHAMMEH, wHo conpucts BUSINESS TN TUNTSTA,
iNSTSHED TN @ PRESS iNFERVIEW HlaF HHE wEB STHE WS His owN PRoJECE aND Hiat HE cHose HHE
WoRD “GMNESHY” BECAUSE it WS APPROPRIBIE FOR @ HWMEN RiGHIS STHE anD Not BECAUSE 74 was HiE
NOME OF @ PROMINEN' ORGANTZBHON CRiticaL of TWNisia’s RECORp oN RigHEs.™ IN @ counter—
OFFENSTVE, AMNESH INFERNGHONOL LAUNCHED @ WEE STHE, <ivwwaMNESHY.0RG/HUNisia>, Hat
JWHaPosED HHE PRO-TUNISTAN PoSHIONS FOND 8 <iww.OMNESH—FUNTSTA.ORGS> with TS owN
assessMENt oF HE HUMAN RiGHEs STHUAEION.” THE CONJENES OF <ivi BMNESHY—FINISTA.ORGS was
SUBSEQUENTLY wWiHHPRAWN GNP REPLACED BY @ stafeMeEnt CONDEMNING AMNeEstY INFernafional’s
tactics as aN EFFoRF “4o SHow S NEw PROWESS N CYBERPROPAGANDA.” THE ORTGINGL confents
WERE MOVED $0 @ NEw STHE, <inwvRiGHFS—FUNTSTA.ORG>.

IN Late 1999, HE First INFERNEF CaFEs oPENED TN TUNISTA, LONG aFFER HHEY Hab PRoLiFERAIED
iN Moroceo, EGYPY, JoRDPAN, OND ELSEWHERE. ACCORDING 40 @ EVROPEAN JoURNALISH wHo visi+ep o
oF Hlem N Greater Tunis N Fegruary 1999, Hle “PueLiNet” cafés Wap cErfaiN Local
ciaracieristics, First, iN Bot Locaions, HHE MONTFORS WERE GLL PoSHiONED o HHat HIEIR SCREENs
WERE ViSTBLE +0 HIE BPMINTSTRAIOR oF HIE COFE, HHUS DIMINTSHING USER PRIVACY. SECOND, IN ONE OF
HE cFEs, cLiENts wERE Askep fo PRESENT TOENETHY pocuMeENES, anb N FHE oftER Location fHeY
WERE Oskeb HHETR NOMES aND APPRESSES. THiS REQUIREMEN DEPRIVES USERS oF HETR RiGHE +o USE HiE

T \gg: L'aFFirRMakion b’ AMNESH Est ‘Ripfeule’ SeLoN L'aMeassave be TUNisTe,” Acence France—Presse,
NovEmEER 27, 1994,

" PameLd MenveLs, “Ricuts GRovp Fiauts @ For with Frames,” Abiv York Twes (veerfives (oNLing),
Fegruary 16, 1999, <wwwNTHMES.Com/LiBRARY/HECH/99/02/cyBER/ BR¥icLES/ TeOMNESHHIMLS, SEE dBlso Roula

KiaLar, “Avnesty Derenps [HSeLf,” FinanciaL Tives, Fegrvary 1s, 1999

" AMNESEY INFERNGEONGL PRESS ReLzase, Fegrvary 1, 1999, ACT ¢3/01/99.
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INFERNEF ANONYMOUSLY aND §s GPPARENILY TNFENDED f0 ENSWRE SOME OVERSTGHE OF INFERNEY use o
HHESE NEW PUBLIC PoiNtS OF Bccess.

UNi4ep Arae Emirates

THe UNT4E> ARAE EMIRAIES, ONE OF HHE WORLD'S wEALHHIESH AND MosH FECHNOLOGTCALLY MODERN
CoWNIRiES, ™ €aN BLso cLaiM fo BEING HE Most WiRED SHAHE iN HE ARBE wOoRLD. As of Qctoger
1988 74 @b 52,000 SUBSCRTBERS AND 143,000 USERS, ACCORDING f0 ONE EskiMate.” TiE countRY Has
NUMEROUS CYBERCAFES, NP, ACCORDING f0 HE MiDpLE Fast INFERNEF DIRECHIRY FOR 1999, HHE LARGEST
NWMBER OF CORPORAIE wWEB STHES.”” (JOVERNMENE MINTSIRIES MBINIAIN SoPHisHCatED weR siEs anp 8
PuBLic—sector  HHink—Fank, fHe Emirdfes (enfer For  SHrRategic Sfwies anv  Researey
(<www.£cs5K.aC.a£>), Hosts TNFERNGHFONBL CONFERENCES ON HIE TNFORMAHION REVOLUFON TN HE
REGTON.™

Tre U.AE. Has at #e save +ive BEEN HE REGTONGL LEGDER TN GDVOCAHING CENSORSHIP oF HHE
WEE HRoWGH HE USE OF iicH—fEcH MEdNS. AN oFFicial witd Efisaat (fue Ewirates
TELECOMMINTCa¥ioNS COKPOKG'H'ON), wHicH §s HE coWNIRY'S stafe—coNIROLLED FELECOMMUNICAETONS
MONOPOLY GNP SOLE INFERNEY PROVIDER, waS QUOTED N 1997 8S SBYING, “SINGAPORE Has succeeved 4o
8 GREAH evfent IN Ths DRIVE 0 CONFROL HARM DONE BY HHE INFERNEE. WHY cannot we?”™

DiaL—uP users iN HE UAE. vo Not dccess Hig INFERNEE DIRECELY. THEY DiaL N f0 @ PRoYY
SERVER MAINFAINED BY E+isaLat. THE PROYY will REFUSE dccess +o weg sies iF Hie (RL requestep §s

0 WoRLD Bank, WoRL> DEvELoFmENE REFuRY, 1999/99 (OyForp: OyFoRD UNFVERSTEY PRESS, PUBLISHED FOR HHE
WoRLD Bank, 1999), aND INFERNGHONAL TELECOMMUNTCAYioN UNTON, WoRLD TELECOMMUNCARN DEVELOFMENE REFORE
R b, 1996/97 (CENEVE: INFERNGHTONGL TELECOMMWNICAHION UNToN, 1997). THE [TU WEE SHE, <www.HUINHTS, HaS
LiNks 40 @ VORTEFY oF coUNFRY—BY—CoUNIRY fELECOMMWNiCAtiONS statistics.

B SURVEY PUBLISHED iN HHE NOVEMBER 1998 WAERNEY AL—ALdv GL—ARAE MAGETINE (<iviww.iBwMac.com>,
SUMMARIZED N ENGLISH 8F <wivw.DiINEF.CO.02/ME INFERNEL HIMLS.

2 Atova one estimate Rankev HHE ULAE. HIGHESH IN GBSOLVIE NUMBERS OF VSERS, BFAR, with Hs
SMALLER POPULAFION, HAP @ HIGHER PROPORFION OF Tfs PoPWLatioN USiNG HHE INFERNEF: 3] PERCEN' 8S OPPOSED
to 299 PERCENt TN JaNVARY 1993. SEE APPENDIY A.

"3 [+ SPONSORED, FoR EYAMPLE, “THE IMPACt oF HIE INFORMAHON anD ComMMUNTCaHions Revolution o Society
aNp SHate N Hie ARAB WorLD,” JaNVARY 4—7, 1997. THE CONFERENCE PAPERS WERE PUBLISHED 8S JHE INFORMBEON
RevoLvtion oo HE ARGE WoRLb: [fs MFACE on SHafe awo Suciety (Aev Duaer: Tile Evirates Center For
Strateaic Stupies ano Researed, 1999).

" Revigrs, JaNVarY 25, 1997
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ON @ List oF BaNNED SitES, 0R iF @ contENt cleck oF HHE STHE BY HHE PROYY SERVER fURNS VP
0BIECHIONGBLE MBFERTAL.

GOVERNMENY OFFCTaLs, wHo GCKNOWLEDGED $Hat FHis CENSORSHIP REGIME was APMINISIERED BY
e state feLecommunications comPany, insistep Hat s Sole PWRPose was fo Block
PORNOGRAPHIC SiHES. A SENiOR oFFicial iN fHE MiINTSIRY oF INFoRMBFiON anp CWLHWRE, wHo was
INFERVIEWED ON CONDTHION HiS NGME Not B vsep, folb Humvan Ricuts wWated iN @ fELEPHoNE
iNFERVIEW ON JWNE 10, 199¢:

THERE §s No RESIRICHON ON HE PoLibicdL, social, EconoMic SiDE, PoLikicaLly, N HHE
U.AE., we Do Not Holb VALVE FoR CENSORSHIP, ESPECTALLY PoLiticdl oR CENSORSHIP oF
DEAS: WE DON'} BELTEVE iN HHat. You can dccess onN HiE INFERNEF aNY MAJERTAL, FROM
[SRAEL OR ONYWHERE. THE wHoLe ToEd [oF #HE ProYY system] was fo glLock Y—raten
materiaLs. You can see Hie First Paces [oF seyvaLLy eypLicit sifes]) gut Not wHAtEvER
is aFfer Hat.

THe oFFiciaL avoep HHat aLtuoua EfisaLat sLocks aHemPts +o Access PROSCRIBED MA4ERTAL,
autHoRTHES Do Not #RACK INDIVIDUAL USERS' ONLINE activities, However, suell MoNTHORING, SF T+ EvER
WERE 40 BE CONDUCHED, wolLd BE FaciLitater BY HHe Fact fHat aLL DiAL—iN VSERS GRE CHANNELED
HHROVGH @ PROYY SERVER OPERAFED BY @ PuBLic UfSLiHY.

THE SOME OFFiCTal AckNOWLEDGED HHat HHE PROYY FILIERING SYSHEM was Not FoolPRooF. “You
caN et 4o PorRND,” HE $87D, “BECAUSE You €aN ALwaYs Just piaL @ FORETGN SERVER, WE 1RY oWR gest
o LiMit Y—RatED MAtERTAL, BUF YU CON NEVER REALLY BULD @ waLl.” OFHER OFFicials SNFERVIEWED BY
Human Ricits Watcl coNCURRED aND ADDED HHat HIE PROYY SERVER PREVENHS GCCESS ONLY FOR USERS
witl DiaL—UP  <ervice, USERS wHo CoNNEct vid @ DEDicatEd LINE—FOUND  PRIMORILY N
woRkPLAcES—AccESS HHE INFERNEF DiRECHLY, BYPASSING HHE CENSORSHIP TMPOSED BY HHE PROYY
SERVER,

AN OFFiciaL at EfisaLat, who also askev Not o BE Namep, folo Human RigHis wated iN 8
JINE 18, 1998 ELEPHONE INFERVIEW HHAE HHE PROYY SYSHEM 7S MATNFAINED IN COLLABORAHON with @
U.S. Firm HHat s contrRacteD fo MAINTAIN aND VPDAE HHE FILIERING SOFMWARE HHat §s RUN BY HHE
PROYY SERVER, THE E47saLat SHAFF REVIEWS WEB STHES, SOMEFIMES RESPONDING f0 coMPLAINGS OR +iPS
FROM VSERS, GNP iNFORMS HIE (LS. coMPaNy oF materiaL Higy wisH o BLock. THE oFFiciaL ReFusED o
piscLose HE NaME oF HHE U.S. coMPANY, 0R PRoVIDE HHE CRIFERTA VSED f0 DEFERMINE wHicH STES GRE
BLockep, EfisaLat Provives HiE U.S. comMPany witt “BRodp GUIDELINES,” HE EYPLAINED, FOR ROOFING
ovt oB3eEcHioNdBLE sites. DENYING fHat fis TNcLwep PoLifical or culdwral sites, He sdiv HE
“QUIDELINES WE'VE PasSED GLONG ORE FATRLY sasic.” THEY Focus oN HHE “seyvalLy eypLicit.”

AN INFORMBEFION sYs$EMS MONOGGER wHO WORKED FoR Efisalat wHEN HHE PROYY SERVER System
waS BEING DEVELGPED N HIE MiD—1990s foLb Human Ricits wWated iN @ JUNE 9, 1998 4ELEPHONE
iNFERViEW HBF HHE SYSTEM W8S SEF UP SN RESPONSE 40 CONCERNS HHat “HHERE was @ GRreat vedL oF
misuse [oF Hie INFErRneEF] avong f2ENAGERS.” To comPLement HiE FILIERING Dong 8y HiE US.
coMPaNy, E¥isaLat “Got @ PROGRAOM RUNNING witl PARENIS, OR witl wihomever Fines [an



CouNiRrY PROFiLES a7

0BIECHONBBLE] STHE, So Hat HIE PERSON will iNFoRM EdisaLat anp fien EffsaLat resiricts it
THere's @ commitee oF teciNicaL PEoPLE ot E+isaLat who Look @t HHE STHE, anp VERTFY 74 Has NUDE
Pictures, anp HEN HHgy stoP i1

WHILE BLL oF HE EMiRaFT OFFciaLs wE INJERVIEWED insistep #1at HHE PROYY SERVER EYists
ONLY 4o BLock PORNOGRAPHY, Huvan Ricits Watel foentiFieo at Least ong BLockep sife gt is
cuLfwRaL anp Polifical SN NaFwRe. [+ §s e site oF e (ay ano Lessian Aragic Society
(<1 GLAS.0RG>). WHEN Gskep dgovt Hie siHe, e INForRMAtION anp CULHURE MiNiSTRY oFFiciaL
QuotED BBOVE BCKNOWLEDGED Hat 7+ was BLOCKED, EYPLAINING, “WE Got comPLaiNnts agout 4.

GLAS vescriges 4SELF IN Tis wEB SitE as:

@ NERWORKING ORGANTZAFON FOR (AY aND LESBIANS oF ARAB DESCENE OR HHOSE LiVING TN
ARBB  CcoNIRTES. WE aiM to PRoMOIE PosiHve iMAqES oF (ays anv Lessians SN Aras
COMMWNTHTES WORLDWIDE. WE 8LS0 PROVIDE @ SUPPORE NEFWORK FOR OUR MEMBERS WHILE
FIGHIING FOR OUR HWMAN RIGHFS WHEREVER HHEY GRE OPPRESSED. WE ORE PaRY oF HiE
GLogaL (Y anv LessiaN movement Seeking an Env fo iNJUstice anp DiSCRiMINGFHON
BASED ON SEYVAL ORTENFAHION.

THe GLAS weB sHe Hosts @ cHat—LiNg, anp REPORFS anp EbifoRiaLIZES ON Suel foPies @s
AIDS, asylw €BsES INVOLVING GaYS aND FRANSSENVALS, CiviL MARRIAGES N LEBANON, aND HHE
IMPRISONMENY OF PoLiHicaL piSSTENES N HHE REGTON. N M@y oF 1998, GLAS PROCLAIMED ON ifS wEB
sHe:

WE 8RE ALso KEEPING 4RACk. oF FLAGRANF HUMAN RIGHIS VioLBHTONS TN GULF COUNFRIES aND
PORKTCULARLY iN HE UAE. wWHERE RECENt DEPORFAFON oF HIV Pakients Has mave
HEAPLINES....SucH activities NEeb +o BE DENOUNCED @4 EVERY occasion. THE U.AE. Puis @
Lo} oF EFFOR} OF PRESENHING THSELF @S @ MAJOR BUSINESS CENIER SN HHE aRed. THe
MESSAGE SHouLd BE SENY +Hat HUMAN RiGHEFS VioLatioNs will Not BE TONORED anp HHat we
WiLL MAKE SWRE HHETR TMAGE coNFINVES 0 BE JARNTSHED anD HHETR VioLAHiONS DENOUNCED.

Huvan RicHis WatcH is UNBWARE OF wWEB SHES BELONGING +0 GOVERNMEN}S OR PoLitical
MovemeENts Hiat are BLockep iN HiE U.AE. However, Hig BLockiNg oF HlE (LAS site invicates Hiat
INFERNEF €ENSORSHTP IN HHE U.AE. EYCEEDS HHE PROCLATMED GodL oF RESTRICHING PORNOGRAPHY.

THe U.AE. GoverRnmENt Db Not REPLY IN WRIHING f0 HHE List oF QuEsHions suemiHep gy luvan
RicHts Watel $o ALL GOvERNMENES OF FHE REGTON. 14 p7D However INviHE Human Richts Watel +o Hie
U.AE. EMBAsSY iN WasHINGFoN +o piscuss INFERNEY fssUes. N @pbitioN, oFFicials IN HHE MiNTsHRY of
INForRMAHToN OND CULAURE D ONOFHER @ E4isaLat PROVED WiLLING +0 GNSWER SOME QUESHIONS DURING
ELEPHONE INFERVIEWS witH Huvan Ricibs Watew ey are ciHep agove.

At HE emBassy MEEFING, HELD oN JuLy 10, 1998, PoLifical COUNSELOR ABDULLAH GL—SaLEW anp
LEGAL Abvisor MoHameD Mattar eYPLATNED HHat INFERNE} USERS ENJOYED CONSTPERABLE FREEDOM iN HHE
U.AE., anp PointeD +0 constHUEONAL GUARANIEES oF FREE EYPRESSTON GNP oF PRivacY. ARFicLE 30
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of Hig U.AE. Constiukion states, “Fregvom oF oPINTON ND EYPRESSING T+ VERBALLY, IN wRIHING 0R
BY 0fHER MEANS OF EYPRESSTON SHALL BE GUARANFEED withiN HE LiMits oF Law.” ArficLe 31 states,
“FregpomM oF coMMNTCatioN BY Post, FELEGRAPH 0R OHHER MEBNS OF COMMUNTCAHON GND HHE SECRECY
HHIEREOF SHALL BE GUARANFEED TN ACCORDPANCE with HE Law.” MaHaR suaaestes +at HIE REFERENCES
iN fHese articles fo “ofier mMEANS” PRESWMABLY EYFENDED fo FE INFERNEE. SIMILARLY, HHE 1997 Law
ON JELECOMMUNICAEIONS, wHiCH BFFiRMS fHE GPPLICAEION oF CRiMiNGL Law statules (sved ds wit
ResPect fo FKaUD) 1o e REBLM OF JELECOMMUNTCBFIONS, wolld GPPLY +o conpuct oN HHE INFERNES.
e stateo Hjat He U.AE. Ha> No INFERNEI—SPECiFiC LEGTSLAHON.

AL—SaLey aovep fHat HHe U.AE'S oNLY INFERVENFTON witH REGARD +0 INFERNE} USE CONCERNS
HiE BLOCKING OF WEE STES. HE saiv HE s+ate poES Not INFERFERE with OR CONPUCH SWRVETLLANCE OF
e—MaiL. THERE HAVE BEEN No GRRESTS, HE S@D, OF PERSONS FOR ONY kind oF “Misvse” of Hig
INtERNES.  Huvan RicHts Watcy Has RECEIVED No INFORMBHON HHat contravicts His ASSERHONS.
However, Mas. Cen. Duaui KuaLran Tamiv, #HE CWiEF ofF Police oF DVBAT, oNE OF HHE SEVEN
consHitent emirates of Hie (LAE., PUBLiCLY @bvocated Police oveRSIGHE oF e INFERNEL. IN 1996,
FOR EYOMPLE, HE waS QUoted iN HHE PRESS @S SBYING HHat HHe MiNiSIRY oF INFORMAFioN ano HE
PoLicg, RAHER fHaN E4isaLaf, SHoWD BE RESPONSTBLE FOR LiCENSING INFERNEY Use. “IN aLL casEs,
HE INFORMBETON SHOWD BE FiLIERED, SCONNED aND FHEN MADE AVATLABLE 0 USERS,” HHE GFILF ABvs
Qutep HiM 8s saving.” Askev For comment oN TaMiM's PRoPosaL 4o GIVE HE POLiCE anp
INFORMBETON MINTSIRY OVERSTGHE oF fHE INFERNEY, HHE INForMAFioN anp CULFLRe MiNiSERY oFFfciaL
QUotED BBOVE WRotE fo HuvaNn Ricits Watel oN JUNE 16, 1998 Hat Hiis HaD NEVER BEEN TMPLEMENIED
N> MERELY REPRESENIED “His [HE Police clier’s] Point oF view.”

THe same oFFicial dLso states Hiat Ll weg siHes Must BE REGTSIERED witd HE MiNistRY oF
INForRMBEToN. “BUF filis §S SUst @ FoRMALTY: WE'VE NEVER DENTED GNY REQUESY, aND DoN't FHiNk wE
EVER will. WE Do Not MONTHoR HE materiaL. [H's Just +o Make swre i#'s @ ReaL comPany,” to
PREVENY COMMERCTAL FRAW AND COPYRIGHF TNFRINGEMENTS.

¥ “Dugai: Emirates TELECoMs (ROVP, PoLicg SN INFERNE+ Row,” Reviers, Jung 18, 1996.



APPENDIY A
TaBLE SHowiNG INFERNEH USE N +HE MivbLe East

THE FOLLOWING +8BLE GND ACCOMPANYING tEY+ 7S REPRINIED FRoM HHE WEB STE oF N, L.

(< NVBIE/ SIRVEYS/ How MBNY_ONLINES ), BN TNFORMBFION FECHNOLOGY ComMPany HHat PuBLisHes
NUMEROVUS SURVEYS OF [NJERNEY VSE,

How Many ONLINE?

THe R} OF ESHMBFING How MANY GRE ONLINE $HROVGHOUH HHE wORLD 7S aN iNEYact one at Best.
SURVEYS GBOUND, USTNG ALL SORFS OF MEBSUREMENS PARAMEIERS. HoWEVER, FROM 0BSERVING MANY oF HE
PUBLTSHED SURVEYS 0VER HHE LaSH +wo YEBRS, HERE is AN ‘Ebucdep GUESS 8S o How MANY GRE ONLINE
WORLDWIDE @S oF May 1999. AND +HE NUMBER fs 165 MiLLiON.

WorLD TotaL 165 MiLLTON

AFRica: 1.4 MiLLioN
Asia/PaciFic: 26,97 MiLLiON
EWRoPE: 40,09 MiLLTON

MivpLe Edst: 0.88 miLLioN
(anava & USA: 90.63 MiLLioN
Soutl AMERiCE: 5.29 MiLLiON

A Note oN SWRvEY MEHHODOLOGY

How Many ONLINE' FiQWRES REPRESEN' BofH GDWLAS OND CHILDREN wHo HAVE AccEssed g
INFERNEF 8t LEAST ONCE DURING HHE 3 MONHHS PRIOR f0 BEING SURVEYED.

AN INFERNEF USER REPRESENIS @ PERSON wit dccess $o HE INFERNEF aND S Not SPECiFic 4o
INFERNEF Account HOLDERS., WHEN HHE FIGWRE FoR INFERNE: ACCOWNt HOLDERS 7S HHE ONLY
TNFORMAEION AVaTLABLE, HHis FIGURE 7S MULHPLIED BY @ FActorR oF 3 40 GIVE HHE NUMBER OF
INFERNEF USERS.

THe FiGWRE FoR 'Asia/PaciFic' iNcLwes AusiRaLia anv NEw JEALAND.

WHEN MORE HHAN ONE SURVEY fS GVATLABLE oN @ COUNIRY'S DEMOGRAPHiCS, NVa will $ake HiE
MEON OF HHE o SWRVEYS O0R, N FHE <€BSE WHERE NV@ FEELS ONE SHWY M@y BE MORE
COMPREHENSTVE/RELTABLE HHAN HHE OFHER, NV will Quote HHis FIGURE OvER HHE oHHER.

MipLe East: How Many ONLINET
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CONTRY DATE NUMBER #% TOT POP. | SOURCE
V.AE. Janvary 1993 98552 299 DIT GRoVP
U.AE. Juy 1997 45,150 147 DIT GrovP
BaHRaAIN & Janvary 1993 46,538 0.23 DIT GRoVP
Sawj Aragia

BaHrRaiN & Juy 1997 38,490 0.19 DIT GrowP
Sawi Aragia

[sraEL Janvary 1999 600,000 10.¢ [DC Researen
[SR@EL May 1998 300,000 5.5 INFERNES [SRAEL
Jorvan Janvary 1993 20,213 0.50 DIT GrowP
Jorvan Juy 1997 11,840 0.28 DIT GRoVP
Kuwart Janvary 1998 42,350 215 DIT GRoVP
Kuvait Juy 1997 29,600 151 DIT GRoVP
LeganoN Janvary 1998 43,828 114 DIT” GrowP
LeganoN Juy 1997 35,520 0.95 DIT GrowP
OmaN Janvary 1993 20,388 0.95 DIT GRoVP
OmaN Juy 1997 1,425 052 DIT GRoVP
Gatar Janvary 1999 17,295 310 DIT GrowP
Ogtar Juy 1997 3,25 151 DIT GRoVP
Yemen Decemger 1997 242 - DIT GrowP

90



APPENDIY B: UNiFoRm LEHER REQUESHING INFORMBFON ON INFERNEY Policies, sent 8y fluvan
Ricts wated iN May 1999 fo GoveRnvEnts of HHE REGTON
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APPENDIY C: RevLies 4o fiuman Ricits watey LEHER RECEIVED FRoM OFFicials of 1RAQ, JoRpaN,
Kuvait, Gatar, Tonisia ane YEMEN
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